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,FK HUNOlUH HKUHQZ|UWOLFK� GDVV LFK GLH YRUOLHJHQGH $UEHLW VHOEVWVWlQGLJ XQG RKQH IUHPGH
+LOIH YHUIDVVW� DQGHUH DOV GLH DQJHJHEHQHQ 4XHOOHQ QLFKW EHQ�W]W XQG GLH EHQXW]WHQ
4XHOOHQ Z|UWOLFK ]LWLHUW VRZLH LQKDOWOLFK HQWQRPPHQH 6WHOOHQ DOV VROFKH NHQQWOLFK JHPDFKW
KDEH�

0D[LPLOLDQ 6WHLQHU

,



DANKSAGUNG

+LHUPLW P|FKWH LFK PLFK EHL DOOHQ 3HUVRQHQ EHGDQNHQ� GLH PLFK EHL GHU (UVWHOOXQJ GLHVHU
0DVWHUDUEHLW EHJOHLWHW XQG XQWHUVW�W]W KDEHQ�

'DQN JLOW PHLQHU JHVDPWHQ )DPLOLH XQG DOO PHLQHQ )UHXQGHQ� ,KU KDEW ODXIHQG GDI�U
JHVRUJW� PLU GLH QRWZHQGLJH 0RWLYDWLRQ ]X JHEHQ� XP LQ GHQ OHW]WHQ =�JHQ PHLQHV
$EVFKOXVVHV QLFKW GHQ .RSI ]X YHUOLHUHQ XQG KDEW PLFK DQ PRWLYDWLRQVORVHQ 7DJHQ
DXIJHKHLWHUW XQG ]XP 6FKUHLEHQ DQLPLHUW�

'DQN JLOW DX�HUGHP PHLQHP &KHI ,QJ� 7KRPDV %DXHU� 'X KDVW PLU QLFKW QXU GLH 0|J�
OLFKNHLW JHJHEHQ� QHEHQ PHLQHP -RE GLHVHQ :HJ HLQ]XVFKODJHQ� VRQGHUQ PLU DXFK
LQ GXQNOHQ =HLWHQ GHLQH YROOH 8QWHUVW�W]XQJ ]XJHVDJW XQG LPPHU DXIEDXHQGH :RUWH
JHIXQGHQ�

'DU�EHU KLQDXV JHE�KUW ', 0DUNXV 3HWHOLQF EHVRQGHUHU 'DQN I�U VHLQH %HWUHXXQJ LP
=XJH GHU $XVDUEHLWXQJ� 6LH KDEHQ PLU VWHWV NRQVWUXNWLYHV )HHGEDFN JHJHEHQ XQG PLW
,KUHQ ZHUWYROOHQ 'HQNDQVW|�HQ GDI�U JHVRUJW� GDV :HVHQWOLFKH LP $XJH ]X EHKDOWHQ
XQG VFKOXVVHQGOLFK HLQH JXWH $UEHLW ]X YHUIDVVHQ�
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KURZFASSUNG

,Q GHU KHXWLJHQ =HLW VSLHOW GLH $EVLFKHUXQJ YRQ PRGHUQHQ ,7�6\VWHPHQ HLQH ZLFKWLJH
5ROOH XQG VWHOOW JOHLFK]HLWLJ HLQH +HUDXVIRUGHUXQJ I�U YLHOH 8QWHUQHKPHQ GDU� %HL GHQ
9HUVXFKHQ� VWULNWH 5LFKWOLQLHQ XP]XVHW]HQ XQG GLH HLJHQHQ 'DWHQ ]X VFK�W]HQ� VWR�HQ
HLQLJH GDYRQ DQ LKUH *UHQ]HQ� 'LH NRQVWDQW ZDFKVHQGH $Q]DKO DQ PRGHUQHQ %HGUR�
KXQJHQ IRUFLHUW GDEHL KRKH ,QYHVWLWLRQHQ XQG UHJHOPl�LJH hEHUSU�IXQJ� $QSDVVXQJ
XQG 9HUEHVVHUXQJ GHU XQWHUQHKPHQVLQWHUQHQ 3UR]HVVH� $XIJUXQG GHU 'LYHUVLWlW GHU
%HGURKXQJHQ VWHOOHQ XQWHUVFKLHGOLFKH 6\VWHPH GDEHL XQWHUVFKLHGOLFKH )XQNWLRQDOLWlWHQ
EHUHLW XQG HV JLEW NHLQH ]HQWUDOH 6WHOOH I�U $EZHKUPHFKDQLVPHQ� 'DEHL VWHOOW VLFK GLH
)UDJH� RE HLQH ]HQWUDOH $EKDQGOXQJ GLYHUVHU %HGURKXQJHQ DXI 6HLWHQ HLQHU $SSOLNDWLRQ
VLQQYROO LVW� RGHU RE GDYRQ DEJHVHKHQ ZHUGHQ VROOWH�

8P GLHV ]X EHDQWZRUWHQ ZHUGHQ VLFKHUKHLWVUHOHYDQWH $VSHNWH LP %HUHLFK YRQ :HE
$SSOLFDWLRQ 6HFXULW\ XQWHUVXFKW XQG HLQ (LQEOLFN LQ GLH 5HOHYDQ] ]XU $EVLFKHUXQJ YRQ
:HE$SSOLNDWLRQHQ JHJHEHQ� 'DU�EHU KLQDXV ZHUGHQ HLQLJH GHU JlQJLJVWHQ %HGURKXQJHQ
YRQ PRGHUQHQ 6\VWHPHQ DQDO\VLHUW XQG EHVFKULHEHQ� 1HEHQ .RQ]HSWHQ� GLH GDEHL
XQWHUVW�W]HQ� GLH 6LFKHUKHLW YRQ 6RIWZDUH�6\VWHPHQ ]X HUK|KHQ� ZHUGHQ HEHQIDOOV GLH
0|JOLFKNHLWHQ ]XU $XVODJHUXQJ VLFKHUKHLWVUHOHYDQWHU $VSHNWH XQWHUVXFKW�

'HU )RNXV GHU $UEHLW EH]LHKW VLFK DXI :HE $SSOLFDWLRQ )LUHZDOOV XQG HV ZLUG NRQNUHW DXI
GHUHQ 9HUZHQGXQJ� $UFKLWHNWXU XQG GHUHQ *UHQ]HQ HLQJHJDQJHQ� ,Q GLHVHP .RQWH[W
ZHUGHQ VRZRKO /|VXQJHQ NRPPHU]LHOOHU $QELHWHU� DOV DXFK EHNDQQWH 2SHQ�6RXUFH
/|VXQJHQ YRUJHVWHOOW XQG YHUJOLFKHQ� 'LH 2SHQ�6RXUFH /|VXQJ 0RG6HFXULW\ ZXUGH
GDEHL I�U HLQH $QZHQGXQJ LQ GHU 3UD[LV DXVJHZlKOW� (V ZXUGH HLQ .RQ]HSW DXIJHVWHOOW�
XP GLH ,QWHJULWlW YRQ +773�&RRNLHV ]X YDOLGLHUHQ XQG GLHVHV ZXUGH PLWKLOIH HLQHV HLJHQV
HUVWHOOWHQ 5HJHOZHUNV LQQHUKDOE YRQ 0RG6HFXULW\ XPJHVHW]W� 'LH 8PVHW]XQJ GLHVHV
.RQ]HSWV KDW JH]HLJW� GDVV HLQH VROFKH PRGHUQH $QIRUGHUXQJ DXFK HUI�OOW ZHUGHQ NDQQ�
RKQH GDEHL GLH EHWURIIHQH $SSOLNDWLRQ DQ VLFK YHUlQGHUQ ]X P�VVHQ�

$QKDQG GHU ]XYRU GXUFKJHI�KUWHQ 5HFKHUFKH XQG GHU SUDNWLVFKHQ $QZHQGXQJ ZLUG
HLQHUVHLWV GLH )OH[LELOLWlW XQG GHU 1XW]HQ HLQHU :$) YHUGHXWOLFKW� XQG DQGHUHUVHLWV
GDUJHOHJW� GDVV HLQH HLJHQV DGDSWLHUWH ,PSOHPHQWLHUXQJ NHLQHQ 0HKUZHUW JHJHQ�EHU
GHU 9HUZHQGXQJ EHVWHKHQGHU /|VXQJHQ ELHWHW�
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ABSTRACT

,Q WRGD\¶V ZRUOG� VHFXULQJ PRGHUQ ,7 V\VWHPV SOD\V DQ LPSRUWDQW UROH� ZKLOH DOVR SRVLQJ D
FKDOOHQJH IRU PDQ\ FRPSDQLHV� ,Q WKHLU DWWHPSWV WR LPSOHPHQW VWULFW SROLFLHV DQG SURWHFW
WKHLU RZQ GDWD� VRPH RI WKHP FRPH XS DJDLQVW WKHLU OLPLWV� 7KH FRQVWDQWO\ JURZLQJ
QXPEHU RI PRGHUQ WKUHDWV IRUFHV KLJK LQYHVWPHQWV DQG UHJXODU UHYLHZ� DGDSWDWLRQ DQG
LPSURYHPHQW RI WKH FRPSDQ\¶V LQWHUQDO SURFHVVHV� 'XH WR WKH GLYHUVLW\ RI WKH WKUHDWV�
GLIIHUHQW V\VWHPV SURYLGH GLIIHUHQW IXQFWLRQDOLWLHV� DQG WKHUH LV QR FHQWUDO SRLQW IRU GHIHQVH
PHFKDQLVPV� 7KLV UDLVHV WKH TXHVWLRQ RI ZKHWKHU RU QRW LW PDNHV VHQVH WR GHDO ZLWK
GLYHUVH WKUHDWV FHQWUDOO\ ZLWKLQ DQ DSSOLFDWLRQ�

7R DQVZHU WKLV TXHVWLRQ� WKLV WKHVLV H[DPLQHV WKH VHFXULW\�UHOHYDQW DVSHFWV LQ WKH DUHD RI
ZHE DSSOLFDWLRQ VHFXULW\ DQG WKHQ LOOXVWUDWHV WKHLU UHOHYDQFH IRU VHFXULQJ ZHE DSSOLFDWLRQV�
)XUWKHUPRUH� VRPH RI WKH PRVW FRPPRQ WKUHDWV WR PRGHUQ V\VWHPV DUH DQDO\]HG DQG
GHVFULEHG� ,Q DGGLWLRQ WR FRQFHSWV WKDW KHOS WR LQFUHDVH WKH VHFXULW\ RI VRIWZDUH V\VWHPV�
WKH SRVVLELOLWLHV IRU RXWVRXUFLQJ VHFXULW\�UHOHYDQW DVSHFWV DUH DOVR H[DPLQHG�

7KHPDLQ SDUW RI WKLV WKHVLV WKHQ LQWURGXFHV:HE$SSOLFDWLRQ )LUHZDOOV LQ WHUPV RI WKHLU XVH�
DUFKLWHFWXUH DQG OLPLWV DQG FRPSDUHV ERWK FRPPHUFLDO DQG ZHOO�NQRZQ RSHQ�VRXUFH
VROXWLRQV� 7KH RSHQ�VRXUFH VROXWLRQ 0RG6HFXULW\ ZDV WKHQ VHOHFWHG IRU D SUDFWLFDO
LOOXVWUDWLRQ RI KRZ WR VHFXUH D ZHE DSSOLFDWLRQ� $ FRQFHSW IRU YDOLGDWLQJ WKH LQWHJULW\ RI
+773�&RRNLHV ZDV FUHDWHG� DQG LW ZDV VKRZQ WKDW VXFK D PRGHUQ UHTXLUHPHQW FDQ EH
IXOILOOHG E\ XVLQJ D FXVWRP UXOHVHW ZLWKLQ 0RG6HFXULW\� ZLWKRXW QHHGLQJ WR DSSO\ FKDQJHV
WR WKH DSSOLFDWLRQ LWVHOI�

7KH UHVXOWV IURP ERWK WKH OLWHUDWXUH UHVHDUFK DQG WKH SUDFWLFDO DSSOLFDWLRQ KLJKOLJKW WKH
IOH[LELOLW\ DQG EHQHILWV RI :HE $SSOLFDWLRQ )LUHZDOOV DQG GHPRQVWUDWH WKDW DQ DGDSWHG
LPSOHPHQWDWLRQ XOWLPDWHO\ RIIHUV QR DGGHG YDOXH FRPSDUHG WR WKH XVH RI H[LVWLQJ VROXWLRQV�
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.DSLWHO �� (LQOHLWXQJ

1 Einleitung

,Q =HLWHQ YRQ &ORXG�&RPSXWLQJ� 6RIWZDUH DV D 6HUYLFH �6DD6� XQG GHU IRUWODXIHQGHQ
9HUQHW]XQJ XQWHUVFKLHGOLFKVWHU 'LHQVWOHLVWXQJHQ �EHU GHQ |IIHQWOLFKHQ 5DXP GHV :RUOG
:LGH :HE� LVW GLH 6LFKHUKHLW� EH]LHKXQJVZHLVH GLH $EVLFKHUXQJ� YRQ HLQ]HOQHQ 6HUYLFHV
RGHU DXFK JDQ]HQ 0LFUR�6HUYLFH�$UFKLWHNWXUHQ HLQ 7KHPD� GDV QLFKW QXU GLH GLHQVWOHLV�
WHQGHQ 8QWHUQHKPHQ EHWULIIW� VRQGHUQ HEHQIDOOV GLH 1XW]HU� XQG $QZHQGHU,QQHQ GLHVHU
6HUYLFHV VHOEVW �/HHQHV� YDQ %UDNHO� *XWZLUWK 	 'H +HUW� ������

,Q GLHVHU GLJLWDOLVLHUWHQ :HOW VWHLJW HEHQIDOOV GLH $Q]DKO DQ VHQVLEOHQ XQWHUQHKPHQV� XQG
SHUVRQHQEH]RJHQHQ 'DWHQ DXI HLQ XQYRUVWHOOEDUHV $XVPD�� 6PDUWSKRQHV KDEHQ PLWWOHU�
ZHLOH PHKU 5HFKHQOHLVWXQJ DOV GLH HUVWHQ &RPSXWHU XQG NRQVXPLHUHQ XQG SURGX]LHUHQ
'DWHQ LP HQWVSUHFKHQGHQ $XVPD���%HQW]� �����

'XUFK GLH VWHWLJ ZDFKVHQGH 0HQJH GLHVHU VHQVLEOHQ ,QIRUPDWLRQHQ ILQGHW HEHQIDOOV
HLQ 8PGHQNHQ EH]�JOLFK GHV 6FKXW]HV GLHVHU 'DWHQ VWDWW� GDV EHLVSLHOVZHLVH ]XU
(QWZLFNOXQJ XQG 8PVHW]XQJ GHU 'DWHQVFKXW]JUXQGYHURUGQXQJ �'6*92� I�KUWH� GLH
GHQ 6FKXW] YRQ SHUVRQHQEH]RJHQHQ 'DWHQ LQ GHU (XURSlLVFKHQ 8QLRQ YRUVLHKW �9RLJW
	 YRQ GHP %XVVFKH� ������

1.1 Aufgabenstellung

8QWHUQHKPHQ VWHKHQ GHPQDFK YRU GHU +HUDXVIRUGHUXQJ� VLFK VHOEVW� ZLH DXFK DOOH
JHVDPPHOWHQ XQG YHUDUEHLWHWHQ 'DWHQ LKUHU 1XW]HULQQHQ XQG 1XW]HU YRU GHU $X�HQZHOW
]X VFK�W]HQ� 'D]X P�VVHQ VRZRKO GLH HLJHQHQ )lKLJNHLWHQ YHUVWDQGHQ ZHUGHQ DOV
DXFK GLH *UHQ]HQ GHU DQJHERWHQHQ 6HUYLFHV XQG YHUZHQGHWHQ 6LFKHUKHLWVWHFKQRORJLHQ�
1HW]ZHUN )LUHZDOOV RGHU DXFK ,QWUXVLRQ 3UHYHQWLRQ 6\VWHPH N|QQHQ GDEHL YHUZHQGHW
ZHUGHQ� XP HLQH JUR�H 0HQJH YRQ %HGURKXQJHQ DXI QLHGULJHU (EHQH ]X ILOWHUQ� VWR�HQ
DEHU EHL GHU ]XQHKPHQGHQ $Q]DKO DQ DQZHQGXQJVVSH]LILVFKHQ %HGURKXQJHQ DQ LKUH
*UHQ]HQ �1D\DN� 5D\ 	 5DYLFKDQGUDQ� ������

'LHVH $UEHLW XQWHUVXFKW VLFKHUKHLWVUHOHYDQWH $VSHNWH YRQ :HEDSSOLNDWLRQHQ XQG OHJW
HLQHQ )RNXV DXI :HE $SSOLFDWLRQ )LUHZDOOV �:$)�� ZHOFKH ]XU JH]LHOWHQ )LOWHUXQJ� %OR�
FNLHUXQJ XQG DXFK hEHUZDFKXQJ YRQ HLQ� XQG DXVJHKHQGHP +773�7UDIILF YRQ :HE�

�



.DSLWHO �� (LQOHLWXQJ

$SSOLNDWLRQHQ YHUZHQGHW ZHUGHQ NDQQ �'HUPDQQ HW DO�� ������

$XV GHP 7KHPD GHU $UEHLW XQG GHQ HUVWHQ 5HFKHUFKHQ HUJLEW VLFK IROJHQGH )RUVFKXQJV�
IUDJH I�U GLHVH $UEHLW�

� ,QZLHZHLW LVW HV VLQQYROO XQG P|JOLFK� GDV %ORFNLHUHQ DQZHQGXQJVVSH]LILVFKHU
%HGURKXQJHQ� ZLH HV YRQ :HE $SSOLFDWLRQ )LUHZDOOV JHPDFKW ZLUG� GXUFK $GDS�
WLRQ EHVWHKHQGHU .RQ]HSWH YRQ :HE $SSOLFDWLRQ )LUHZDOOV DSSOLNDWLRQVVHLWLJ ]X
LPSOHPHQWLHUHQ"

,Q GLHVHP =XVDPPHQKDQJ HUJHEHQ VLFK ]XGHP GLH IROJHQGHQ P|JOLFKHQ +\SRWKHVHQ�

� +\SRWKHVH �� (LQH HLJHQH DGDSWLYH ,PSOHPHQWLHUXQJ EULQJW HLQHQ 0HKUZHUW JH�
JHQ�EHU GHU 9HUZHQGXQJ H[LVWLHUHQGHU /|VXQJHQ�

� +\SRWKHVH �� ([LVWLHUHQGH /|VXQJHQ EULQJHQ HLQHQ 0HKUZHUW JHJHQ�EHU HLQHU
HLJHQHQ DGDSWLYHQ ,PSOHPHQWLHUXQJ�

1.2 Zielsetzung der Arbeit

=LHO GLHVHU $UEHLW LVW HV� GLH *U�QGH XQG GLH %HGHXWXQJ GHU $EVLFKHUXQJ YRQ :HEDSSOL�
NDWLRQHQ LQ GHU KHXWLJHQ =HLW GDU]XVWHOOHQ� 1HEHQ GHU %HKDQGOXQJ YRQ JUXQGOHJHQGHQ
.RQ]HSWHQ XQG 3DWWHUQV ]XU 6LFKHUXQJ YRQ :HEDSSOLNDWLRQHQ� VRZLH 5HFKHUFKHQ ]XU
$XVODJHUXQJ VLFKHUKHLWVUHOHYDQWHU $VSHNWH� ZLUG HLQ )RNXV DXI :HE$SSOLFDWLRQ )LUHZDOOV
JHOHJW�

'DEHL ZLUG HLQHUVHLWV GDUJHOHJW� ZLH VLFK :$) YRQ UHJXOlUHQ )LUHZDOOV DEJUHQ]HQ�
XQG DQGHUHUVHLWV� JHJHQ ZHOFKH 5LVLNHQ HLQH $SSOLNDWLRQ RGHU HLQ 6HUYLFH PLWKLOIH
YRQ :HE $SSOLFDWLRQ )LUHZDOOV JHVFK�W]W ZHUGHQ NDQQ� ZLH EHLVSLHOVZHLVH &URVV�6LWH�
6FULSWLQJ �;66� RGHU 64/�,QMHFWLRQ �'HUPDQQ HW DO�� ������ 'LH $UEHLW OHJW QLFKW QXU GLH
*UXQGODJHQ YRQ :$) GDU� VRQGHUQ DQDO\VLHUW XQG EHVFKUHLEW GDU�EHU KLQDXV EHUHLWV
EHVWHKHQGH 6\VWHPH XQG ]HLJW GLH 8PVHW]XQJ HLQHU PRGHUQHQ $QIRUGHUXQJ DQKDQG
HLQHV UHDOLWlWVQDKHQ %HLVSLHOV LQ GHU 3UD[LV�

�
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1.3 Vorgehen und Methodik

,P HUVWHQ 6FKULWW ZLUG GXUFK /LWHUDWXUUHFKHUFKH GLH 1RWZHQGLJNHLW GHU $EVLFKHUXQJ YRQ
:HEDSSOLNDWLRQHQ LQ GHU KHXWLJHQ =HLW GDUJHVWHOOW� (V ZHUGHQ VRZRKO EHNDQQWH 0HWKRGHQ
XQG .RQ]HSWH DOV DXFK KlXILJ DXIWUHWHQGHQ 5LVLNHQ EH]LHKXQJVZHLVH %HGURKXQJHQ
DQDO\VLHUW XQG EHVFKULHEHQ�

,Q ZHLWHUHU )ROJH ZLUG HLQ (LQEOLFN LQ :HE $SSOLFDWLRQ )LUHZDOOV JHJHEHQ� 'DEHL ZHUGHQ
QHEHQ GHQ WDWVlFKOLFKHQ $QZHQGXQJVIlOOHQ DXFK GLH *UHQ]HQ YRQ :$) HUXLHUW XQG
EHVFKULHEHQ� 'DU�EHU KLQDXV ZHUGHQ VRZRKO 2SHQ�6RXUFH /|VXQJHQ DOV DXFK 6\VWHPH
YRQ EHNDQQWHQ NRPPHU]LHOOHQ :$)�$QELHWHUQ XQWHUVXFKW� 6FKOXVVHQGOLFK ZLUG GLH 0|J�
OLFKNHLW ]XU ,PSOHPHQWLHUXQJ HLQHU PRGHUQHQ $QIRUGHUXQJ PLWKLOIH HLQHU :$) DQKDQG
HLQHV SUDNWLVFKHQ %HLVSLHOV UHDOLWlWVQDK GDUJHOHJW�

1.4 Aufbau der Arbeit

(LQOHLWHQG ZHUGHQ JUXQGOHJHQGH$VSHNWH I�U 6HFXULW\ LP %HUHLFK YRQ :HE�$SSOLNDWLRQHQ
GDUJHOHJW� +LHUEHL ZHUGHQ HLQHUVHLWV *U�QGH I�U GLH $EVLFKHUXQJ YRQ :HEDSSOLNDWLR�
QHQ XQWHUVXFKW XQG EHNDQQWH %HGURKXQJHQ GHU KHXWLJHQ =HLW I�U VROFKH $SSOLNDWLRQHQ
EHVFKULHEHQ�

$QVFKOLH�HQG ZHUGHQ EHNDQQWH .RQ]HSWH� 3DWWHUQV XQG $XVODJHUXQJVP|JOLFKNHLWHQ�
GLH I�U GHQ 6FKXW] XQG GLH $EVLFKHUXQJ YRQ :HEDSSOLNDWLRQHQ LQ GHU KHXWLJHQ =HLW ]XP
(LQVDW] NRPPHQ� YRUJHVWHOOW XQG LP 'HWDLO EHVFKULHEHQ�

,Q ZHLWHUHU )ROJH ZLUG GHU )RNXV DXI :HE $SSOLFDWLRQ )LUHZDOOV JHOHJW� 1HEHQ NRQNUHWHQ
$QZHQGXQJVIlOOHQ VWHKHQ KLHUEHL HEHQIDOOV GLH JUXQGVlW]OLFKH $UFKLWHNWXU� *UHQ]HQ YRQ
:$) DOV DXFK EHNDQQWH NRPPHU]LHOOH XQG 2SHQ�6RXUFH $QELHWHU LP 9RUGHUJUXQG�

6FKOXVVHQGOLFK ZLUG GDV .RQ]HSW YRQ :HE�$SSOLNDWLRQ )LUHZDOOV DQKDQG HLQHV SUD[LV�
QDKHQ %HLVSLHOV GDUJHVWHOOW� (V ZHUGHQ GLH $QIRUGHUXQJHQ DQ HLQH GHUDUWLJH 6\VWHP�
$UFKLWHNWXU DQDO\VLHUW DOV DXFK HLQH SUDNWLVFKH 8PVHW]XQJ GXUFKJHI�KUW�

�
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2 Webapplication Security

2QOLQH ]X VHLQ LVW KHXWH NHLQH %HVRQGHUKHLW PHKU� VRQGHUQ HWZDV� GDV XQV LP DOOWlJOLFKHQ
/HEHQ VWlQGLJ XQG �EHUDOO EHJOHLWHW� 9RP &RPSXWHU� �EHU GDV 0RELOWHOHIRQ ELV KLQ ]XP
.�KOVFKUDQN YHUELQGHQ VLFK XQ]lKOLJH *HUlWH LQ GDV ,QWHUQHW RI 7KLQJV �,R7�� XP PLW
]DKOUHLFKHQ DQGHUHQ *HUlWHQ XQG 'LHQVWOHLVWXQJHQ ]X NRPPXQL]LHUHQ XQG ,QIRUPDWLRQHQ
DXV]XWDXVFKHQ� 'DGXUFK ZHUGHQ 8PJHEXQJHQ JHVFKDIIHQ� GLH GLH $UW XQG :HLVH ZLH
ZLU *HVFKlIWH WlWLJHQ� NRPPXQL]LHUHQ XQG OHEHQ ZHVHQWOLFK LQWHOOLJHQWHU XQG DXWDUN
PDFKHQ �.RORNRWURQLV 	 6KLDHOHV� ������

'LH ]XQHKPHQGH $Q]DKO DQ %UDQFKHQ XQG 6HNWRUHQ� GLH YRQ GHU WHFKQRORJLVFKHQ
5HYROXWLRQ HUIDVVW ZHUGHQ� HUZHLWHUQ GDV $QJHERW XQG GLH 0|JOLFKNHLW GHV .RQVXPV
YRQ ,QIRUPDWLRQHQ XQG 'LHQVWOHLVWXQJHQ NRQVWDQW� 'DPLW HLQKHU HUK|KW VLFK HEHQIDOOV
GLH 0HQJH XQG $UW GHU 'DWHQ� GLH DXVJHWDXVFKW� YHUDUEHLWHW XQG JHVSHLFKHUW ZHUGHQ�
9LHOH 8QWHUQHKPHQ QXW]HQ GLH JHVDPPHOWHQ 'DWHQ� XP LKUHQ 1XW]HULQQHQ XQG 1XW]HUQ
HLQH DXI VLH ]XJHVFKQLWWHQH (UIDKUXQJ ]X ELHWHQ� $QGHUH VWHOOHQ 0|JOLFKNHLWHQ EHUHLW�
DGPLQLVWUDWLYH 7lWLJNHLWHQ GHV $OOWDJV MHGHU]HLW XQG RUWVXQDEKlQJLJ ]X HUOHGLJHQ� 'DEHL
VSLHOHQ YRU DOOHP VHQVLEOH� SHUVRQHQEH]RJHQH 'DWHQ HLQH JUR�H 5ROOH �.RORNRWURQLV 	
6KLDHOHV� ������

'LHVH 'DWHQ EHLQKDOWHQ RIW VHQVLEOH ,QIRUPDWLRQHQ� GLH VLFK DXI UHDOH 3HUVRQHQ� 8Q�
WHUQHKPHQ RGHU 7UDQVDNWLRQHQ EH]LHKHQ� 'LH 6LFKHUKHLW VROFKHU 'DWHQ VROOWH I�U MHGHV
8QWHUQHKPHQ REHUVWH 3ULRULWlW KDEHQ XQG ZLUG GXUFK JHVHW]OLFKH 5LFKWOLQLHQ� ZLH GHU
'DWHQVFKXW]JUXQGYHURUGQXQJ� YRUDXVJHVHW]W �/HHQHV HW DO�� ������

,Q GLHVHP .DSLWHO ZHUGHQ GLH *U�QGH ]XP 6FKXW] GLHVHU 'DWHQ DQDO\VLHUW� (V ZLUG HLQ
(LQEOLFN LQ EHNDQQWH %HGURKXQJHQ JHJHEHQ XQG EHZlKUWH 9HUIDKUHQ EHVFKULHEHQ� XP
YRU VROFKHQ 5LVLNHQ JHVFK�W]W ]X VHLQ� 'DU�EHU KLQDXV ZHUGHQ 0|JOLFKNHLWHQ XQWHUVXFKW�
XP VLFKHUKHLWVUHOHYDQWH $VSHNWH DXVODJHUQ ]X N|QQHQ�

2.1 Gründe, Ziele und Bedrohungen

'LH 7LHIHQ GHV ,QWHUQHWV JHEHQ VHLQHQ 1XW]HULQQHQ XQG 1XW]HUQ HLQ *HI�KO YRQ $Q�
RQ\PLWlW XQG VWHOOHQ LKQHQ XQ]lKOLJH 'LHQVWOHLVWXQJHQ XQG ,QIRUPDWLRQHQ NRVWHQORV

�
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RGHU NRVWHQSIOLFKWLJ ]XU 9HUI�JXQJ� +LQWHU GHQ $QZHQGHULQQHQ XQG $QZHQGHUQ VWHFNW
DOOHUGLQJV ZHLW PHKU DOV HLQH ,3�$GUHVVH� 9RQ $QRQ\PLWlW NDQQ KHXWH QLFKW PHKU JHVSUR�
FKHQ ZHUGHQ� 'DV 6DPPHOQ YRQ QXW]HUVSH]LILVFKHQ 'DWHQ QLPPW LPPHU PHKU 5DXP
HLQ� JHUDGH EHL YHUPHLQWOLFKHQ NRVWHQORVHQ 'LHQVWOHLVWXQJHQ� 'LH NRPPHU]LHOOH 9HUZHU�
WXQJ GLHVHU 'DWHQ KDW VLFK LQ]ZLVFKHQ ]X HLQHP HLJHQHQ *HVFKlIWVPRGHOO HQWZLFNHOW
XQG GHU %HLWUDJ� GHQ HLQ]HOQH 1XW]HULQQHQ XQG 1XW]HU GD]X OHLVWHQ� LVW ZHLWJHKHQG
LQWUDQVSDUHQW �6FKDDU� ������

'DWHQ VSLHOHQ PLWWOHUZHLOH HLQH 6FKO�VVHOUROOH LQ GHU JOREDOHQ GLJLWDOHQ :LUWVFKDIW XQG ELO�
GHQ GDV )XQGDPHQW I�U GLH 0RQHWDULVLHUXQJ YRQ VFKHLQEDU NRVWHQORVHQ 'LHQVWOHLVWXQJHQ�
'DWHQ VLQG JUXQGVlW]OLFK ]X HLQHP ZHUWYROOHQ *XW JHZRUGHQ XQG ZHUGHQ DOV :lKUXQJ
GHU =XNXQIW EH]HLFKQHW� 'LH 9HUDUEHLWXQJ GLHVHU 'DWHQ ILQGHW VSH]LHOO LP %HUHLFK YRQ
ZLUWVFKDIWOLFKHQ XQG VR]LDOHQ $NWLYLWlWHQ VWDWW �9RLJW 	 YRQ GHP %XVVFKH� ������

'LH (XURSlLVFKH 8QLRQ KDW EHUHLWV LP -DKU ���� HLQH HUVWH 5LFKWOLQLH ]XP 6FKXW]
YRQ 'DWHQ DXIJHVWHOOW XQG GLHVH PLW GHU (LQI�KUXQJ GHU 'DWHQVFKXW]JUXQGYHURUGQXQJ
LP -DKU ���� �EHU GLH HXURSlLVFKHQ *UHQ]HQ KLQDXV HUZHLWHUW� =LHO GHU '6*92 LVW
HV� GDV 9HUWUDXHQ GHU 0HQVFKHQ LQ HLQHQ YHUDQWZRUWXQJVYROOHQ 8PJDQJ PLW LKUHQ
SHUVRQHQEH]RJHQHQ 'DWHQ ]XU�FN]XJHZLQQHQ XQG 8QWHUQHKPHQ DQ]XOHLWHQ� LKUHQ
'DWHQVFKXW]YHUSIOLFKWXQJHQ QDFK]XNRPPHQ �9RLJW 	 YRQ GHP %XVVFKH� ������

:DUXP GHU 6FKXW] GLHVHU 'DWHQ VR ZLFKWLJ LVW XQG ZHOFKH 5LVLNHQ EHVWHKHQ� ZLUG LQ GHQ
IROJHQGHQ $EVFKQLWWHQ HUOlXWHUW�

2.1.1 Gründe und Ziele

8QDEKlQJLJ GDYRQ ZHOFKH 'LHQVWOHLVWXQJ HLQ 8QWHUQHKPHQ DQELHWHW� RE GLHVH 'LHQVW�
OHLVWXQJ I�U GLH 1XW]HULQQHQ XQG 1XW]HU QXQ NRVWHQORV RGHU NRVWHQSIOLFKWLJ LVW RGHU
HLQ 6HUYLFH QXU I�U LQWHUQH =ZHFNH EHQ|WLJW ZLUG� ZLUG I�U GLH %HUHLWVWHOOXQJ GLHVHU
'LHQVWOHLVWXQJ :LVVHQ �.QRZ�+RZ� DXIJHEDXW XQG NRQVXPLHUW �/HHQHV HW DO�� ������

'LHVHV .QRZ�KRZ LVW VRZRKO I�U GDV 8QWHUQHKPHQ VHOEVW� DOV DXFK I�U GHVVHQ .XQGHQ
YRQ JUR�HU %HGHXWXQJ XQG PXVV HQWVSUHFKHQG DEJHVLFKHUW ZHUGHQ� ,VW GDV QLFKW GHU
)DOO� GURKW GHP 8QWHUQHKPHQ JHJHEHQHQIDOOV HLQ ZLUWVFKDIWOLFKHU 6FKDGHQ XQG VHQVLEOH
.XQGHQ� XQG 8QWHUQHKPHQVGDWHQ N|QQWHQ YRQ 'ULWWHQ PLVVEUDXFKW ZHUGHQ �/HHQHV HW
DO�� ������

8P GDV ]X YHUPHLGHQ� ZXUGHQ LQ GHU ,QIRUPDWLRQVWHFKQRORJLH LP /DXIH GHU =HLW VRJH�

�
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QDQQWH 6FKXW]]LHOH GHILQLHUW� ZHOFKH VLFK LQ GLH 2EHUEHJULIIH 9HUWUDXOLFKNHLW� ,QWHJULWlW
XQG 9HUI�JEDUNHLW JOLHGHUQ ODVVHQ� 'LHVH 6FKXW]]LHOH ZXUGHQ PLW GHU $EVLFKW GHIL�
QLHUW� JHVSHLFKHUWH XQG ]X YHUDUEHLWHQGH ,QIRUPDWLRQHQ YRU GHP 0LVVEUDXFK 'ULWWHU
]X VFK�W]HQ� ,Q GHQ ��HU -DKUHQ ZXUGH 9HUWUDXOLFKNHLW QRFK DQQlKHUQG PLW 6LFKHUKHLW
JOHLFKJHVHW]W� PLWWOHUZHLOH ZLUG GLHVHV =LHO DOOHUGLQJV YRQ ,QWHJULWlW XQG 9HUI�JEDUNHLW
EHJOHLWHW� ZHOFKH VLFK ZLHGHUXP LQ 8QWHU]LHOH JOLHGHUQ ODVVHQ �%HGQHU 	 $FNHUPDQQ�
������

Vertraulichkeit

9HUWUDXOLFKNHLW �FRQILGHQWLDOLW\� LVW GDV HUVWH 6FKXW]]LHO� GDV LQ GLHVHU $UEHLW JHQDXHU
EHWUDFKWHW ZLUG� 9HUWUDXOLFKNHLW HLQHV ,7�6\VWHPV LVW GDQQ JHJHEHQ� ZHQQ GLH HQWKDO�
WHQHQ ,QIRUPDWLRQHQ QXU I�U 3HUVRQHQ XQG 6HUYLFHV ]XU 9HUI�JXQJ VWHKHQ� GLH DXFK
GLH %HIXJQLV KDEHQ GLHVH ]X NRQVXPLHUHQ� 8P GLHVHV =LHO HUUHLFKHQ ]X N|QQHQ� VLQG
0D�QDKPHQ HUIRUGHUOLFK� GLH GLH ]XOlVVLJHQ ,QIRUPDWLRQVIO�VVH ]ZLVFKHQ GHQ NRQVXPLH�
UHQGHQ %HWHLOLJWHQ GHV 6\VWHPV GHILQLHUHQ DOV DXFK NRQWUROOLHUHQ� ZLH EHLVSLHOVZHLVH
=XJULIIVUHFKWH XQG =XJULIIVVFKXW] �%HGQHU 	 $FNHUPDQQ� ������

9HUWUDXOLFKNHLW EH]LHKW VLFK DOOHUGLQJV QLFKW QXU DXI SHUVLVWHQWH 'DWHQ� VRQGHUQ HEHQIDOOV
DXI GHQ 7UDQVSRUW EH]LHKXQJVZHLVH GHQ $XVWDXVFK GLHVHU� 'HPQDFK PXVV QHEHQ GHP
HLJHQWOLFKHQ ,QKDOW GHU ,QIRUPDWLRQHQ �6FKXW] GHU ,QIRUPDWLRQVLQKDOWH� HEHQIDOOV GDV
9HUKDOWHQ GHU NRQVXPLHUHQGHQ ,QGLYLGXHQ RGHU 6\VWHPH YRU %HREDFKWXQJ�$XI]HLFKQXQJ
XQG$XVZHUWXQJ GXUFK 'ULWWH JHVFK�W]W ZHUGHQ �6FKXW] GHV ,QIRUPDWLRQVYHUKDOWHQV�� 8P
GLHV ]X JHZlKUOHLVWHQ VHW]W PDQ XQWHU DQGHUHP DXI HLQHQ JHHLJQHWHQ =XJULIIVVFKXW] DOV
DXFK DXI HLQH DQJHPHVVHQH 9HUVFKO�VVHOXQJ GHU ,QIRUPDWLRQHQ �%HGQHU 	 $FNHUPDQQ�
������

1HEHQ GHQ JHQDQQWHQ $VSHNWHQ VFKOLH�W GLH 9HUWUDXOLFKNHLW HEHQIDOOV QRFK IROJHQGH
8QWHU]LHOH PLW HLQ �%HGQHU 	 $FNHUPDQQ� ������

� 8QYHUNHWWEDUNHLW

� 1LFKW�9HUIROJEDUNHLW

� 8QEHREDFKWEDUNHLW

� 9HUGHFNWKHLW

� $QRQ\PLWlW

� 3VHXGRQ\PLWlW
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8QYHUNHWWEDUNHLW �XQOLQNDELOLW\� KDW ]XP =LHO� GDVV PHKUHUH YHUNHWWHWH ,QIRUPDWLRQVDXI�
UXIH QLFKW PLWHLQDQGHU LQ 9HUELQGXQJ JHEUDFKW ZHUGHQ N|QQHQ XQG NDQQ HUUHLFKW ZHUGHQ�
LQGHP GHU ,QIRUPDWLRQVDXVWDXVFK �EHU PHKUHUH 6HUYHU JHOHLWHW ZLUG� 'HU $XVWDXVFK
GHU 'DWHQ HUIROJW GHPQDFK QLFKW GLUHNW YRP 6HQGHU ]XP (PSIlQJHU� VRQGHUQ ZLUG �EHU
PHKUHUH =ZLVFKHQVWDWLRQHQ� VRJHQDQQWH Ä0L[�6HUYHU³� JHOHLWHW� ZRGXUFK GLH =XRUGQXQJ
GHU HLQ]HOQHQ 'DWHQSDNHWH ]X HLQHP EHVWLPPWHQ 1XW]HU YHUVFKOHLHUW ZLUG �%HGQHU 	
$FNHUPDQQ� ������ /DXW :HQG]HO ������� NDQQ HLQ VROFKHU 0L[�6HUYHU GDEHL PLW HLQHP
5RXWHU YHUJOLFKHQ ZHUGHQ� 6LH GLHQHQ LQ HUVWHU /LQLH GD]X� XP ,QIRUPDWLRQHQ ZHLWHU�
]XOHLWHQ� HUZHLWHUQ GLHVH )XQNWLRQDOLWlW DOOHUGLQJV XP DV\PPHWULVFKH .U\SWRJUDILH XQG
VWHOOHQ VR VLFKHU� GDVV GLH .RPPXQLNDWLRQVEH]LHKXQJ ]ZLVFKHQ 6HQGHU XQG (PSIlQJHU
DQRQ\PLVLHUW ZLUG �:HQG]HO� ������

1LFKW�9HUIROJEDUNHLW �XQWUDFHDELOLW\� EH]LHKW VLFK GDUDXI� GDVV HV QLFKW P|JOLFK VHLQ
GDUI� $NWLRQHQ RGHU ,QKDOWH ]X HLQHU EHVWLPPWHQ 3HUVRQ ]X LGHQWLIL]LHUHQ RGHU QDFKYROO�
]LHKHQ ]X N|QQHQ �%HGQHU 	 $FNHUPDQQ� ������

8QEHREDFKWEDUNHLW �XQREVHUYDELOLW\� KDW GHQ =ZHFN� 6HQGHU XQG (PSIlQJHU EHLP
$XVWDXVFK YRQ ,QIRUPDWLRQHQ ]X YHUVFKOHLHUQ� (V GDUI GHPQDFK QLFKW HUNDQQW ZHUGHQ�
ZHU 'DWHQ VHQGHW RGHU HPSIlQJW� 'LHVHV 6FKXW]]LHO NDQQ DOOHUGLQJV EHUHLWV HUUHLFKW
ZHUGHQ� ZHQQ GHU DQIDQJV EHVFKULHEHQH 6FKXW] GHV ,QIRUPDWLRQVYHUKDOWHQV HUI�OOW LVW
XQG HV 'ULWWHQ QLFKW P|JOLFK LVW� GDV 6\VWHP ]X QXW]HQ RGHU 1DFKULFKWHQ �EHU GDV
6\VWHP ]X VHQGHQ �%HGQHU 	 $FNHUPDQQ� ������

'LH 9HUGHFNWKHLW �FRYHUWQHVV� REVFXULW\� VHW]W DQ GHU 8QEHREDFKWEDUNHLW DQ XQG
VROO GDI�U VRUJHQ� GDVV HV I�U 'ULWWH QLFKW P|JOLFK LVW ]X HUNHQQHQ� GDVV �EHUKDXSW
'DWHQ DXVJHWDXVFKW ZHUGHQ� 'HPQDFK ZLVVHQ QXU GLH NRPPXQL]LHUHQGHQ 3DUWHLHQ
ZDQQ� ZLH XQG ZR 'DWHQ DXVJHWDXVFKW ZHUGHQ� $OV UHDOHV %HLVSLHO NDQQ 6WHJDQRJUDILH
JHQDQQW ZHUGHQ� 'DEHL ZHUGHQ ,QIRUPDWLRQHQ LP 5DXVFKHQ YRQ 0XVLN� RGHU %LOGGDWHLHQ
YHUVWHFNW �%HGQHU 	 $FNHUPDQQ� ������

$QRQ\PLWlW �DQRQ\PLW\� XQG 3VHXGRQ\PLWlW �SVHXGRQ\PLW\� VLQG HQJ PLWHLQDQGHU
YHUEXQGHQ� $QRQ\PLWlW EHGHXWHW� GDVV MHPDQG LQQHUKDOE HLQHU 0HQJH QLFKW HLQGHXWLJ
LGHQWLIL]LHUEDU LVW� -H JU|�HU GLHVH 0HQJH LVW� GHVWR JU|�HU LVW HEHQIDOOV GLH $QRQ\PLWlW�
3VHXGRQ\PLWlW EH]HLFKQHW HLQH DEJHVFKZlFKWH )RUP GHU $QRQ\PLWlW� 'DEHL ZHUGHQ
DQVWDWW UHDOHU ,GHQWLWlWHQ 3VHXGRQ\PH YHUZHQGHW� XP GLH WDWVlFKOLFKH ,GHQWLWlW ]X
YHUVFKOHLHUQ� 'LH 9HUZHQGXQJ YRQ 3VHXGRQ\PHQ NDQQ LP 8PNHKUVFKOXVV DOOHUGLQJV
ZLHGHUXP GLH ,GHQWLWlW SUHLVJHEHQ �:HQG]HO� ������

1HEHQ GHQ JHQDQQWHQ $VSHNWHQ GHV 6FKXW]]LHOHV Ä9HUWUDXOLFKNHLW³ JLEW HV ]X GLHVHU
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ODXW %HGQHU ������ DXFK HLQ *HJHQVW�FN� 8QG ]ZDU GLH 7UDQVSDUHQ] �WUDQVSDUHQ�
F\�� 'LHVHV 6FKXW]]LHO ]LHOW DXI GLH 1DFKYROO]LHKEDUNHLW� .ODUKHLW XQG (UNHQQEDUNHLW
YRQ 6\VWHPHQ DE XQG VROO GHUHQ $UEHLWV� XQG )XQNWLRQVZHLVH GXUFKVFKDXEDU PDFKHQ�
8P 7UDQVSDUHQ] LQ HLQHP 6\VWHP ]X JHZlKUOHLVWHQ� N|QQHQ ,QVWUXPHQWH ZLH $XGLWV�
3URWRNROOH XQG /RJ�'DWHLHQ RGHU &RGH 5HYLHZV YHUZHQGHW ZHUGHQ� 7UDQVSDUHQ] VHOEVW
OlVVW VLFK ZLHGHUXP LQ =XUHFKHQEDUNHLW �DFFRXQWDELOLW\�� $XWKHQWL]LWlW �DXWKHQWLFLW\�
XQG 5HYLVLRQVIlKLJNHLW �UHYLHZDELOLW\� JOLHGHUQ �%HGQHU 	 $FNHUPDQQ� ������

(LQ 6\VWHP LVW ]XUHFKHQEDU� ZHQQ $NWLRQHQ RGHU 'RNXPHQWH GHP MHZHLOLJHQ 8UKHEHU
]XJHRUGQHW ZHUGHQ NDQQ� (V PXVV GHPQDFK ]X MHGHP =HLWSXQNW NODU VHLQ� ZHOFKHU
3HUVRQ RGHU ZHOFKHP 6\VWHP HLQH DXVJHI�KUWH $NWLRQ ]X]XRUGQHQ LVW XQG ZRGXUFK
GLHVH DXVJHO|VW ZXUGH� =XUHFKHQEDUNHLW ELHWHW GDV *HJHQVW�FN ]XU 1LFKW�9HUIROJEDUNHLW
XQG NDQQ EHLVSLHOVZHLVH GXUFK GHQ (LQVDW] YRQ 3URWRNROOHQ� =HLWVWHPSHOQ XQG GLJLWDOHQ
6LJQDWXUHQ JHZlKUOHLVWHW ZHUGHQ �%HGQHU 	 $FNHUPDQQ� ������

$XWKHQWL]LWlW KLQJHJHQ JHZlKUOHLVWHW� GDVV ,QIRUPDWLRQHQ YRQ GHU DQJHJHEHQHQ 4XHOOH
VWDPPHQ XQG GDVV GLH ,GHQWLWlW GHV +HUDXVJHEHUV GLHVHU ,QIRUPDWLRQ �EHU GLH JHVDPWH
.RPPXQLNDWLRQVNHWWH KLQZHJ NRUUHNW XQG YHUWUDXHQVZ�UGLJ LVW� 'LHV NDQQ EHLVSLHOVZHLVH
�EHU $XWKHQWLVLHUXQJ� $XWKHQWLIL]LHUXQJ XQG $XWRULVLHUXQJ PLWKLOIH YRQ &UHGHQWLDOV� JH�
VFKHKHQ� (LQH 3HUVRQ RGHU HLQ 6\VWHP DXWKHQWLVLHUW VLFK HUIROJUHLFK DQ HLQHP DQGHUHQ
6\VWHP� 'LHVHV JOHLFKW GHVVHQ &UHGHQWLDOV DE XQG DXWKHQWLIL]LHUW GLH 3HUVRQ RGHU GDV
6\VWHP I�U GHQ =XJULII� 'DQDFK ZLUG GHU =XJULII DXI 5HVVRXUFHQ EDVLHUHQG DXI *UXSSHQ
RGHU 5ROOHQ YRP 6\VWHP DXWRULVLHUW �%HGQHU 	 $FNHUPDQQ� ������

'LH 5HYLVLRQVIlKLJNHLW EH]LHKW VLFK DXI GLH 1DFKYROO]LHKEDUNHLW XQG 3U�IEDUNHLW YRQ
+DQGOXQJHQ RGHU $NWLYLWlWHQ LQQHUKDOE HLQHV 6\VWHPV� 'LHVH NDQQ GXUFK 3URWRNROOLHUXQJ
XQG 'RNXPHQWDWLRQ JHZlKUOHLVWHW ZHUGHQ XQG VROO DXIGHFNHQ� ZHU� ZDQQ� ZHOFKH 'DWHQ
XQG LQ ZHOFKHU :HLVH YHUDUEHLWHW KDW� (V PXVV GHPQDFK HLQHUVHLWV HUVLFKWOLFK VHLQ� ZHU
'DWHQ LQ HLQ 6\VWHP JHVFKULHEHQ RGHU GDUDXV HQWIHUQW KDW XQG DQGHUHUVHLWV ZHOFKH
bQGHUXQJHQ GLHVH 'DWHQ HUIDKUHQ KDEHQ �%HGQHU 	 $FNHUPDQQ� ������

'LH 5HYLVLRQVIlKLJNHLW LVW lKQOLFK GHU =XUHFKHQEDUNHLW� OlVVW VLFK GDYRQ DOOHUGLQJV
GDKLQJHKHQG DEJUHQ]HQ� GDVV GLH =XUHFKHQEDUNHLW VLFK DXI DNWXHOOH +DQGOXQJHQ YRQ
3HUVRQHQ IRNXVVLHUW XQG GLH 5HYLVLRQVIlKLJNHLW VLFK HKHU DXI GDV 6\VWHP XQG GHVVHQ
QDFKWUlJOLFKH hEHUSU�IEDUNHLW EH]LHKW �%HGQHU 	 $FNHUPDQQ� ������

�(LQGHXWLJHV (UNHQQXQJVPHUNPDO HLQHV 1XW]HUV RGHU 6\VWHPV�

�



.DSLWHO �� :HEDSSOLFDWLRQ 6HFXULW\

Integrität

,QWHJULWlW �LQWHJULW\� EH]LHKW VLFK HLQHUVHLWV DXI 'DWHQ EH]LHKXQJVZHLVH ,QIRUPDWLRQHQ
DQ VLFK XQG DQGHUHUVHLWV DXI GLH 6\VWHPH� ZHOFKH GLHVH 'DWHQ EHUHLWVWHOOHQ� 0DQ
XQWHUVFKHLGHW GDKHU IROJHQGH $UWHQ GHU ,QWHJULWlW �%HGQHU 	 $FNHUPDQQ� ������

� 'DWHQLQWHJULWlW

� 6\VWHPLQWHJULWlW

8QWHU 'DWHQLQWHJULWlW YHUVWHKW PDQ GLH 8QYHUVHKUWKHLW EH]LHKXQJVZHLVH 9ROOVWlQGLJNHLW
XQG .RUUHNWKHLW GHU ,QIRUPDWLRQHQ� 6LQG DOOH 7HLOH GHU ,QIRUPDWLRQ YRUKDQGHQ� VSULFKW
PDQ YRQ 9ROOVWlQGLJNHLW� .RUUHNW VLQG 'DWHQ� ZHQQ VLH GHQ .RQWH[W GHQ VLH ZLGHUVSLHJHOQ
XQYHUIlOVFKW XQG RKQH 0DQLSXODWLRQ ZLHGHUJHEHQ �%HGQHU 	 $FNHUPDQQ� ������

%HL GHU 6\VWHPLQWHJULWlW VSULFKW PDQ YRQ GHU NRUUHNWHQ )XQNWLRQVZHLVH GHV 6\VWHPV�
GDV GLHVH 'DWHQ EHUHLWVWHOOW� 'LH ,QIRUPDWLRQHQ G�UIHQ ZHGHU YRP 6\VWHP� GDV VLH
EHUHLWVWHOOW� QRFK YRQ 'ULWWHQ PDQLSXOLHUW ZRUGHQ VHLQ� XP ,QWHJULWlW ]X HUUHLFKHQ �%HGQHU
	 $FNHUPDQQ� ������

6ROOWH GLHV GRFK GHU )DOO VHLQ� P�VVHQ 7HFKQLNHQ H[LVWLHUHQ� GLH GLH 0DQLSXODWLRQHQ
HQWVSUHFKHQG HUNHQQHQ XQG GRNXPHQWLHUHQ� 'LHV KDW GHQ 9RUWHLO� GDVV XQVDFKJHPl�
JHlQGHUWH 'DWHQ YRU GHU 9HUDUEHLWXQJ HUNDQQW ZHUGHQ XQG VR GLH (QWVWHKXQJ YRQ
HWZDLJHQ 5LVLNHQ PLQLPLHUW ZHUGHQ NDQQ �%HGQHU 	 $FNHUPDQQ� ������

)DOOV HV WHFKQLVFK UHDOLVLHUEDU LVW� LVW HV HEHQIDOOV Z�QVFKHQVZHUW� GDVV IlOVFKOLFK PDQL�
SXOLHUWH 'DWHQ ZLHGHUKHUJHVWHOOW ZHUGHQ N|QQHQ� -H QDFK 6\VWHP NDQQ GLHV DOOHUGLQJV
QLFKW LPPHU JHZlKUOHLVWHW ZHUGHQ �%HGQHU 	 $FNHUPDQQ� ������

$EJHVHKHQ YRQ 'DWHQ� XQG 6\VWHPLQWHJULWlW XPVFKOLH�W GLH ,QWHJULWlW HEHQVR QRFK
IROJHQGH 6FKXW]]LHOH �%HGQHU 	 $FNHUPDQQ� ������

� 9HUOlVVOLFKNHLW

� %HKHUUVFKEDUNHLW

� 1LFKW�9HUPHKUEDUNHLW

8QWHU 9HUOlVVOLFKNHLW �GHSHQGDELOLW\� UHOLDELOLW\� YHUVWHKW PDQ HLQ 6\VWHP� ZHOFKHV
DEJHVHKHQ YRQ VHLQHP HUZDUWHWHQ =XVWDQG NHLQH DQGHUHQ =XVWlQGH DQQHKPHQ NDQQ
XQG VHLQH HUZDUWHWH )XQNWLRQ ]XYHUOlVVLJ HUEULQJW� 'LHVH $VSHNWH ZHUGHQ HEHQIDOOV DOV

�



.DSLWHO �� :HEDSSOLFDWLRQ 6HFXULW\

)XQNWLRQVVLFKHUKHLW RGHU 2UGQXQJVPl�LJNHLW EH]HLFKQHW� (LQ %HLVSLHO XP GLH 9HUOlVV�
OLFKNHLW HLQHV 6\VWHPV ]X VWHLJHUQ RGHU ]X SU�IHQ VLQG EHLVSLHOVZHLVH 8QLW�7HVWV LQ GHU
6RIWZDUHHQWZLFNOXQJ �%HGQHU 	 $FNHUPDQQ� ������ 'DEHL ZHUGHQ HLQ]HOQH .RPSRQHQ�
WHQ HLQHV 6\VWHPV XQG GHUHQ )XQNWLRQVZHLVH PLW EHLVSLHOKDIWHQ 'DWHQ VLPXOLHUW� XP
$EZHLFKXQJHQ XQG 9HUEHVVHUXQJHQ ]X HUNHQQHQ� ZHOFKH QLFKW 7HLO GHU HLJHQWOLFKHQ
)XQNWLRQDOLWlW VLQG �%HGQHU 	 $FNHUPDQQ� ������

'LH %HKHUUVFKEDUNHLW �FRQWUROODELOLW\� EH]LHKW VLFK GDUDXI� GDVV HLQ 6\VWHP NHLQ (LJHQ�
OHEHQ HQWZLFNHOW XQG IUHL YRQ 6HLWHQHIIHNWHQ LVW� 'LH 1XW]HULQQHQ XQG 1XW]HU GHV 6\VWHPV
ZHUGHQ YRU XQHUZ�QVFKWHQ $XVZLUNXQJHQ GXUFK GHQ (LQVDW] GHV 6\VWHPV JHVFK�W]W�
'LHV NDQQ HLQHUVHLWV GXUFK GLH 9DOLGLHUXQJ YRQ (LQJDEHGDWHQ HUUHLFKW ZHUGHQ XQG DQ�
GHUHUVHLWV GXUFK IU�K]HLWLJHV (UNHQQHQ XQG $EIDQJHQ YRQ XQJ�OWLJHQ 'DWHQ �%HGQHU 	
$FNHUPDQQ� ������

'LH 1LFKW�9HUPHKUEDUNHLW �QRQ�SURSDJDWLRQ� JHZlKUOHLVWHW� GDVV 8QEHUHFKWLJWH QLFKW
GD]X LQ GHU /DJH VLQG� ,QIRUPDWLRQHQ ]X NRSLHUHQ XQG GLHVH LQ ZHLWHUHU )ROJH JH]LHOW I�U
$QJULIIH PLW HLQHU YRUJHWlXVFKWHQ ,GHQWLWlW ]X QXW]HQ� 6ROFKH $QJULIIH ZHUGHQ 5HSOD\�
$QJULIIH JHQDQQW XQG N|QQHQ GXUFK GHQ (LQVDW] YRQ VRJHQDQQWHQ 1RQFHV� YHUKLQGHUW
EH]LHKXQJVZHLVH HUVFKZHUW ZHUGHQ �%HGQHU 	 $FNHUPDQQ� ������

'DV 6FKXW]]LHO GHU ,QWHJULWlW HUODXEW HV XQV GHPQDFK IHVW]XVWHOOHQ� GDVV JHZLVVH 6DFK�
YHUKDOWH VR VLQG ZLH VLH VLQG� ,P *HJHQVDW] GD]X HUZlKQW %HGQHU ������ DX�HUGHP
QRFK GDV 6FKXW]]LHO Ä.RQWLQJHQ]³� ZHOFKHV XQV KLQJHJHQ GLH 0|JOLFKNHLW ELHWHQ VROO�
IHVW]XVWHOOHQ� GDVV HLQ 6DFKYHUKDOW DQGHUV VHLQ N|QQWH� DOV HU WDWVlFKOLFK LVW� .RQWLQJHQ]
KDW GHQ 1XW]HQ� VLFK QLFKW YRQ GHU 7HFKQLN HLQHQJHQ ]X ODVVHQ XQG VROO GLH 0|JOLFKNHLW
]XU ,QWHUYHQWLRQ ELHWHQ �%HGQHU 	 $FNHUPDQQ� ������

Verfügbarkeit

'DV 6FKXW]]LHO 9HUI�JEDUNHLW KDW GHQ =ZHFN� VLFKHU]XVWHOOHQ� GDVV MHJOLFKH 6\VWHPH
]X MHGHU =HLW YHUI�JEDU VLQG XQG GLH EHQ|WLJWHQ ,QIRUPDWLRQHQ EHUHLWVWHOOHQ N|QQHQ�
'DV VHW]W YRUDXV� GDVV HLQHUVHLWV DOOH QRWZHQGLJHQ ,QIRUPDWLRQHQ LQKDOWOLFK NRUUHNW
VLQG XQG ]HLWQDK ]XU 9HUI�JXQJ VWHKHQ XQG DQGHUHUVHLWV� GDVV GLH 9HUDUEHLWXQJ GLHVHU
,QIRUPDWLRQHQ RUGQXQJVJHPl� IXQNWLRQLHUW �%HGQHU 	 $FNHUPDQQ� ������

'LH 9HUI�JEDUNHLW YRQ 6\VWHPHQ LVW RIW YHUWUDJOLFK DQKDQG YRQ 6HUYLFH�/HYHO�$JUHHPHQWV
�6/$� JHUHJHOW XQG NDQQ JHPHVVHQ ZHUGHQ� .DQQ HLQ 6\VWHP HLQHU YHUWUDJOLFK JHUHJHO�
WHQ 9HUI�JEDUNHLW EHLVSLHOVZHLVH QLFKW QDFKNRPPHQ� NDQQ GDV DQELHWHQGH 8QWHUQHKPHQ

�(LQH ]XIlOOLJH� HLQPDOLJ J�OWLJH =HLFKHQNHWWHQ �%HGQHU 	 $FNHUPDQQ� ������

��



.DSLWHO �� :HEDSSOLFDWLRQ 6HFXULW\

GHV 6\VWHPV JHNODJW ZHUGHQ� (UVWUHEHQVZHUW LVW HLQH 9HUI�JEDUNHLW YRQ ���� �%HGQHU
	 $FNHUPDQQ� ������

9HUI�JEDUNHLW NDQQ EHLVSLHOVZHLVH GXUFK 5HGXQGDQ] HUUHLFKW ZHUGHQ� (LQ]HOQH 6HUYLFHV�
JDQ]H 6HUYHU RGHU VRJDU NRPSOHWWH 5HFKHQ]HQWUHQ N|QQHQ GD]X ÄJHVSLHJHOW³ ZHUGHQ
XQG LP )DOOH HLQHV $XVIDOOHV HLQVSULQJHQ RGHU JUXQGVlW]OLFK ]XU /DVWHQYHUWHLOXQJ JHQXW]W
ZHUGHQ �:HQG]HO� ������

9HUI�JEDUNHLW OlVVW VLFK HEHQIDOOV GXUFK +HWHURJHQLWlW VWHLJHUQ� 6R NDQQ HLQ 6\VWHP
EHLVSLHOVZHLVH DXI XQWHUVFKLHGOLFKH +DUG� XQG 6RIWZDUHNRPSRQHQWHQ VHW]HQ� XP HLQHQ
6HUYLFH I�U XQWHUVFKLHGOLFKH %HWULHEVV\VWHPH EHUHLW]XVWHOOHQ� ZLH HV EHLVSLHOVZHLVH EHL
'16 GHU )DOO LVW �:HQG]HO� ������

'LH 9HUI�JEDUNHLW LVW DOOHUGLQJV QLFKW QXU GLUHNW YRP MHZHLOLJHQ 6\VWHP DEKlQJLJ� VRQGHUQ
YRQ HLQLJHQ ZHLWHUHQ )DNWRUHQ� ZLH %HLVSLHOVZHLVH GHQ 5lXPOLFKNHLWHQ LQ GHQHQ VLFK GLH
.HUQNRPSRQHQWHQ HLQHV 6\VWHPV EHILQGHQ� 8P HLQH KRKH 9HUI�JEDUNHLW ]X HUUHLFKHQ�
P�VVHQ HEHQIDOOV GLHVH DEJHVLFKHUW ZHUGHQ� VHLHQ HV %UDQGVFKXW]YRUULFKWXQJHQ RGHU
1RWVWURPDJJUHJDWH �:HQG]HO� ������

2.1.2 Bedrohungen

$XIJUXQG JUR�HU )RUWVFKULWWH LP %HUHLFK GHU 'LJLWDOLVLHUXQJ JLEW HV JHUDGH DXI WHFKQL�
VFKHU (EHQH HLQH 9LHO]DKO DQ %HGURKXQJHQ� $SSOLNDWLRQHQ NRPPXQL]LHUHQ �EHU XQWHU�
VFKLHGOLFKH 3URWRNROOH XQG )RUPDWH PLWHLQDQGHU� (LQLJH GLHVHU 3URWRNROOH VLQG PLW LKUHQ
6LFKHUKHLWVGHIL]LWHQ EHUHLWV WLHI LQ GHQ *HQHQ GHV ,QWHUQHWV YHUDQNHUW� ZLH EHLVSLHOVZHLVH
GDV 7&3�,3 3URWRNROO� 'RPDLQ 1DPH 6\VWHP �'16� RGHU GDV %RUGHU *DWHZD\ 3URWRFRO
�%*3�� 2KQH ]XVlW]OLFKH 6LFKHUKHLWVPD�QDKPHQ NDQQ GHUHQ ,QKDOW QLFKW QXU JHOHVHQ
RGHU PDQLSXOLHUW ZHUGHQ� VRQGHUQ HV N|QQHQ DXFK $NWLYLWlWHQ YRQ 1XW]HULQQHQ XQG
1XW]HUQ DEJHJULIIHQ ZHUGHQ �6FKDDU� ������

0RGHUQH :HE�$SSOLNDWLRQHQ EDVLHUHQ DXI ZHLW PHKU DOV GHQ JHQDQQWHQ 3URWRNROOHQ� 'LH
NRQVWDQWH :HLWHUHQWZLFNOXQJ XQG 9HUEHVVHUXQJ YRQ DOWHU VRZLH GLH (LQIXKU QHXHU 7HFK�
QRORJLHQ HUJLEW QHEHQ QHXHQ 0|JOLFKNHLWHQ HEHQIDOOV QHXH 6LFKHUKHLWVO�FNHQ �6FKDDU�
������

8P GDV 6SHNWUXP DQ %HGURKXQJHQ JHQDXHU EHWUDFKWHQ ]X N|QQHQ� LVW HV ]XQlFKVW
QRWZHQGLJ ]X YHUVWHKHQ� ZLH PRGHUQH :HE�$SSOLNDWLRQHQ DXIJHEDXW VLQG�

��



.DSLWHO �� :HEDSSOLFDWLRQ 6HFXULW\

Moderne Web-Applikationen

,Q GHQ $QIlQJHQ HUIROJWH GLH hEHUPLWWOXQJ XQG %HUHLWVWHOOXQJ YRQ 'DWHQ GXUFK HLQHQ
HLQIDFKHQ$XVWDXVFK YRQ +70/� &66 XQG VSlWHU DXFK -DYD6FULSW�'DWHLHQ� 'DEHL VHQGHW
GHU &OLHQW HLQH $QIUDJH ]X HLQHU VHUYHUVHLWLJHQ $SSOLNDWLRQ� ZHOFKH GLH $QIUDJH GLUHNW
PLW GHQ HQWVSUHFKHQGHQ 'DWHQ EHDQWZRUWHW� )�U MHGH ZHLWHUH 5HVVRXUFH PXVV HUQHXW
HLQH +773�$QIUDJH DQ GLH JOHLFKH $SSOLNDWLRQ JHVHQGHW ZHUGHQ� 'LHVHV 'HVLJQ� LQ
ZHOFKHP HLQH HLQ]HOQH $SSOLNDWLRQ DOOH 'DWHQ VHOEVW EHUHLWVWHOOW� ZLUG DXFK DOV 0RQROLWK
EH]HLFKQHW �+RIIPDQ� ������

,P *HJHQVDW] ]XU YHUDOWHWHQ PRQROLWKLVFKHQ 6WUXNWXU ELOGHQ PRGHUQH :HE�$SSOLNDWLRQHQ
PHLVW HLQH .RPELQDWLRQ PHKUHUHU HLQ]HOQHU $SSOLNDWLRQHQ� GLH JHPHLQVDP DOV JHVFKORV�
VHQHV 6\VWHP DUEHLWHQ XQG �EHU 1HW]ZHUN�3URWRNROOH NRPPXQL]LHUHQ� 6ROFK HLQ 'HVLJQ
ZLUG DOV 0LFURVHUYLFH�$UFKLWHNWXU EH]HLFKQHW� -HGH .RPSRQHQWH HLQHV VROFKHQ 6\V�
WHPV KDW HLQH VSH]LHOOH $XIJDEH XQG GLH .RPPXQLNDWLRQ XQWHUHLQDQGHU ILQGHW PHLVWHQV
�EHU VRJHQDQQWH 5(67�6FKQLWWVWHOOHQ VWDWW �+RIIPDQ� ������ $EELOGXQJ ��� ]HLJW GHQ
VWUXNWXUHOOHQ 8QWHUVFKLHG ]ZLVFKHQ GHP PRQROLWKLVFKHQ $QVDW] XQG HLQHU 0LFURVHUYLFH�
$UFKLWHNWXU�

&OLHQW

6HUYHU'DWHQEDQN

&OLHQW

6HUYHU'DWHQEDQN

6HUYHU'DWHQEDQN

6HUYHU'DWHQEDQN

0RQROLWK 0LFURVHUYLFHV

0LFURVHUYLFH

0LFURVHUYLFH

0LFURVHUYLFH

$EELOGXQJ ���� 0RQROLWK YV� 0LFURVHUYLFH 'HVLJQ�

5(67 VWHKW KLHUEHL I�U 5HSUHVHQWDWLRQDO 6WDWH 7UDQVIHU XQG EH]HLFKQHW HLQ .RQ]HSW ]XP
$XVWDXVFK YRQ 5HVVRXUFHQ PLW HLQHP JHZLVVHQ =XVWDQG� (LQHQ 6HUYLFH� GHU DXI GLHVHP
.RQ]HSW EHUXKW� EH]HLFKQHW PDQ DOV 5HVWIXO XQG GLHVHU GHILQLHUW VLFK �EHU IROJHQGH
(LJHQVFKDIWHQ �6XEUDPDQLDQ 	 5DM� ������

� )ROJW GHU &OLHQW�6HUYHU $UFKLWHNWXU� (LQ RGHU PHKUHUH &OLHQWV IUDJHQ HLQHQ 6HUYHU
QDFK EHVWLPPWHQ 5HVVRXUFHQ� 'HU 6HUYHU LVW ]XVWlQGLJ GDI�U� GLH 5HVRXUFH ]X

�*UDILN DGDSWLHUW YRQ �2PHOFKHQNR� ������

��



.DSLWHO �� :HEDSSOLFDWLRQ 6HFXULW\

ILQGHQ XQG EHUHLW]XVWHOOHQ�

� ,VW ]XVWDQGVORV� -HGH $QIUDJH YRQ &OLHQW RGHU 6HUYHU HQWKlOW DOOH QRWZHQGLJHQ
,QIRUPDWLRQHQ XP GLH $QIUDJH EHDUEHLWHQ ]X N|QQHQ� =ZLVFKHQ ]ZHL $QIUDJHQ
P�VVHQ NHLQH 'DWHQ ]ZLVFKHQJHVSHLFKHUW ZHUGHQ

� (UP|JOLFKW &DFKLQJ� 'DWHQ� GLH RIW DQJHIUDJW ZHUGHQ DEHU VLFK QLFKW ODXIHQG
lQGHUQ� N|QQHQ ]ZLVFKHQJHVSHLFKHUW ZHUGHQ� XP $EIUDJHQ ]X EHVFKOHXQLJHQ�

� (LQKHLWOLFKH 6FKQLWWVWHOOH� %LHWHW HLQ YRUGHILQLHUWHV 9RNDEXODU XQG VWHOOW HLQH
HLQKHLWOLFKH 6FKQLWWVWHOOH ]XP $EIUDJHQ GHU 'DWHQ EHUHLW� 0HLVWHQV ZLUG GDV +773�
3URWRNROO YHUZHQGHW� 'LHVHV ELHWHW EHLVSLHOVZHLVH GLH 0HWKRGHQ *(7� 3267� 387
RGHU '(/(7( ]XU $EIUDJH� 0DQLSXODWLRQ RGHU /|VFKHQ YRQ 'DWHQ�

� 0HKUVFKLFKWHQ�6\VWHP� 'LH 6\VWHPDUFKLWHNWXU LVW LQ PHKUHUH 6FKLFKWHQ JHJOLH�
GHUW� YRQ GHQHQ MHGH 6FKLFKW HLQH HLJHQH $XIJDEH EHVLW]W XQG QXU PLW GHU GDU�EHU
RGHU GDUXQWHUOLHJHQGHQ 6FKLFKW NRPPXQL]LHUHQ NDQQ� %HLVSLHOVZHLVH NDQQ HLQ
GHUDUWLJHU 6HUYLFH HLQH 6FKLFKW KDEHQ GLH I�U $XWKHQWLIL]LHUXQJ ]XVWlQGLJ LVW� HLQH
ZHLWHUH ]XU /DVWHQYHUWHLOXQJ XQG HLQH I�U GHQ HLJHQWOLFKHQ =XJULII DXI GLH 'DWHQ�
=ZDU EULQJW HLQ VROFKHV 6FKLFKWHQV\VWHP ]XVlW]OLFKH /DWHQ]]HLW XQG EHQ|WLJWH
9HUZDOWXQJVGDWHQ �2YHUKHDG� PLW VLFK� GDU�EHU KLQDXV HUK|KW HV DEHU GLH 6NDOLHU�
EDUNHLW GHV 6\VWHPV XQG UHGX]LHUW GLH .RPSOH[LWlW�

� &RGH RQ 'HPDQG �&2'�� ,VW HLQH RSWLRQDOH (LJHQVFKDIW HLQHV 5HVWIXO :HE�
6HUYLFH XQG EH]HLFKQHW GLH %HUHLWVWHOOXQJ YRQ DXVI�KUEDUHP 6RIWZDUHFRGH YRP
6HUYHU ]XP &OLHQW� 'HU 6HUYHU �EHUPLWWHOW GHP &OLHQW GHPQDFK DXVI�KUEDUHQ
&RGH� ZHOFKHU QDFK %HGDUI YRP &OLHQW VHOEVW DXVJHI�KUW ZLUG� ZLH EHLVSLHOVZHLVH
-DYD6FULSW RGHU -DYD�$SSOHWV�

)�U GHQ HLJHQWOLFKHQ $XVWDXVFK GHU ,QIRUPDWLRQHQ VHW]WHQ GLH PHLVWHQ :HE�
$SSOLNDWLRQHQ LQ GHU 9HUJDQJHQKHLW DXI GDV 6LPSOH 2EMHFW $FFHVV 3URWRFRO� NXU]
62$3 �+RIIPDQ� ������ 'LHVHV 3URWRNROO IRUFLHUWH GLH 9HUZHQGXQJ YRQ ;0/ DOV 'D�
WHQVWUXNWXU LQ HLQHU VWULNW YRUJHJHEHQHQ )RUP� LQ ZHOFKHU GHU WDWVlFKOLFKH ,QKDOW GHU
'DWHQ �%RG\� JHPHLQVDP PLW RSWLRQDOHQ .RSI]HLOHQ �+HDGHUV� LQ HLQHP �EHUJHRUGQHWHQ
Ä%ULHIXPVFKODJ³ �(QYHORSH� YHUSDFNW LVW �*XGJLQ HW DO�� ������

'LH *UXQGVWUXNWXU HLQHU VROFKHQ 62$3�1DFKULFKW LVW LQ $EELOGXQJ ��� GDUJHVWHOOW� 'XUFK
GLHVH VSH]LHOOH 6WUXNWXU ZXUGH GDV EHUHLWV ÄVFKZHU³ LQWHUSUHWLHUEDUH ;0/ )RUPDW ]XVlW]�
OLFK YHUNRPSOL]LHUW�

��



.DSLWHO �� :HEDSSOLFDWLRQ 6HFXULW\

(QYHORSH

+HDGHUV

%RG\

+HDGHU�%ORFN

+HDGHU�%ORFN

;0/�&RQWHQW

$EELOGXQJ ���� 6WUXNWXU HLQHU 62$3 1DFKULFKW�

0RGHUQH :HE�$SSOLNDWLRQHQ VLQG KHXW]XWDJH DOOHUGLQJV LQ GHU /DJH GXUFK GLH 9HU�
ZHQGXQJ YRQ DXI 5(67 EDVLHUWHQ $SSOLFDWLRQ 3URJUDPPLQJ ,QWHUIDFHV �$3,� EHOLHELJH
)RUPDWH I�U GHQ $XVWDXVFK YRQ ,QIRUPDWLRQHQ ]X YHUZHQGHQ� ,Q GHQ PHLVWHQ )lOOHQ ZLUG
LQ GHU KHXWLJHQ =HLW GLH -DYD6FULSW 2EMHFW 1RWDWLRQ �-621� YHUZHQGHW �+RIIPDQ� ������

-621 LVW LP 9HUJOHLFK ]X ;0/ ZHVHQWOLFK VFKODQNHU XQG ZHQLJHU DXVI�KUOLFK DXIJHEDXW
DOV ;0/� ZRGXUFK GLH ,QWHUSUHWDWLRQ GHV ,QIRUPDWLRQVLQKDOWV I�U GHQ 0HQVFKHQ EHGHX�
WHQG YHUHLQIDFKW ZLUG �+RIIPDQ� ������ /LVWLQJ ��� XQG ��� ]HLJHQ HLQH H[HPSODULVFKH
*HJHQ�EHUVWHOOXQJ HLQHV 2EMHNWV LP ;0/ XQG -621 )RUPDW�

�*UDILN DGDSWLHUW YRQ �,%0 &RRUSRUDWLRQ� ������

��
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.DSLWHO �� :HEDSSOLFDWLRQ 6HFXULW\

$QZHQGXQJHQ XQG GHUHQ %HQXW]HULQQHQ XQG %HQXW]HUQ XQG QXW]W GLH 7DWVDFKH� GDVV
LQQHUKDOE GHU YHUZHQGHWHQ %URZVHU 6NULSWH GXUFK GLH HQWVSUHFKHQGH $QZHQGXQJ DXV�
JHI�KUW ZHUGHQ N|QQHQ� 6ROFKH 6NULSWH N|QQHQ PDQLSXOLHUW ZHUGHQ XQG VWHOOHQ GHPQDFK
HLQ 5LVLNR I�U GLH $QZHQGXQJHQ XQG GHUHQ %HQXW]HULQQHQ XQG %HQXW]HU GDU �+RIIPDQ�
������

'DV .RPLWHH GHV 2SHQ :HE $SSOLFDWLRQ 6HFXULW\ 3URMHFW �2:$63� JOLHGHUW &URVV�6LWH
6FULSWLQJ $WWDFNHQ LQ GUHL XQWHUVFKLHGOLFKH .DWHJRULHQ �+RIIPDQ� ������

� 3HUVLVWHQW �VWRUHG�

� 1LFKW�3HUVLVWHQW �UHIOHFWHG�

� '20�EDVLHUW �'20�EDVHG�

3HUVLVWHQWH �VWRUHG� ;66 $QJULIIH WUHWHQ LQ GHU 5HJHO GDQQ DXI� ZHQQ (LQJDEHQ YRQ
GHQ $QZHQGHULQQHQ XQG $QZHQGHUQ DXI GHP =LHO�6HUYHU JHVSHLFKHUW ZHUGHQ P�VVHQ�
EHLVSLHOVZHLVH LQ HLQHU 'DWHQEDQN� HLQHP )RUXP RGHU .RPPHQWDUIHOG� 'LH %HQXW]HULQ�
QHQ XQG %HQXW]HU VLQG LQ ZHLWHUHU )ROJH LQ GHU /DJH� 'DWHQ DXV GHU :HE�$QZHQGXQJ
DXI]XUXIHQ� RKQH GDVV GLHVH 'DWHQ ]XYRU I�U HLQH VLFKHUH 'DUVWHOOXQJ LP %URZVHU DXIEH�
UHLWHW ZXUGHQ� 'HU 6HUYHU VHQGHW GLHVH PDQLSXOLHUWHQ 'DWHQ LQ ZHLWHUHU )ROJH DQ MHGHQ
&OLHQW� GHU GLHVH DQIRUGHUW �2:$63 )RXQGDWLRQ� ������

1LFKW�3HUVLVWHQWH �UHIOHFWHG� ;66 $QJULIIH KLQJHJHQ VHQGHQ GLH (LQJDEHQ GHU $Q�
ZHQGHULQQHQ XQG $QZHQGHU GLUHNW DQ GLH HQWVSUHFKHQGH :HE�$SSOLNDWLRQ� ZHOFKH GLH
(LQJDEHQ VRIRUW DXVZHUWHW XQG LQ HLQHP (UJHEQLV RGHU HLQHU )HKOHUPHOGXQJ ]XU�FN�
PHOGHW� 'DGXUFK� GDVV GLH HQWVSUHFKHQGH (LQJDEH GLUHNW YRP 6HUYHU ]XU�FNJHPHOGHW
ZLUG� N|QQHQ VFKDGKDIWH 6NULSWH DOV (LQJDEH �EHUJHEHQ ZHUGHQ �2:$63 )RXQGDWLRQ�
������ 6REDOG GHU 6HUYHU GLH $QWZRUW OLHIHUW� ZLUG GDV HQWVSUHFKHQGH 6NULSW YRP %URZ�
VHU DXVJHI�KUW� %ULQJW HLQ VROFKHU $QJULII QXQ HLQH $QZHQGHULQ RGHU HLQHQ $QZHQGHU
GD]X� GHQVHOEHQ 85/ PLW GHU PDQLSXOLHUWHQ (LQJDEH DXI]XUXIHQ� ZLUG HV $QJUHLIHUQ
HUP|JOLFKW� EHOLHELJHV -DYD6FULSW LP %URZVHU GHV HQWVSUHFKHQGHQ &OLHQWV DXV]XI�KUHQ
XQG LQ ZHLWHUHU )ROJH HUKHEOLFKHQ 6FKDGHQ ]X YHUXUVDFKHQ �3RUW6ZLJJHU /WG�� R� -���

%HL '20�EDVLHUWHQ �'20�EDVHG� ;66 $QJULIIHQ� DXFK ORNDOHV ;66 JHQDQQW� ILQGHW
GHU JHVDPWH 'DWHQIOXVV LP %URZVHU VWDWW XQG HUUHLFKW LQ GHQ PHLVWHQ )lOOHQ GHQ 6HUYHU
QLFKW� ZRGXUFK LQ HUVWHU /LQLH VWDWLVFKH :HEVLWHV GDYRQ EHWURIIHQ VLQG� 'DEHL ZLUG
GDUDXI JHVHW]W� GDVV HLQ 85/ YRQ GHU %HQXW]HULQ RGHU GHP %HQXW]HU DXIJHUXIHQ ZLUG� ,Q
GLHVHP 85/ ZLUG HLQ VFKDGKDIWHV 6NULSW SODW]LHUW� EHLVSLHOVZHLVH DOV $EIUDJH�3DUDPHWHU
�4XHU\ 3DUDPHWHU� RGHU 85/�)UDJPHQW� 6REDOG GHU HQWVSUHFKHQGH PDQLSXOLHUWH /LQN

��



.DSLWHO �� :HEDSSOLFDWLRQ 6HFXULW\

DXIJHUXIHQ ZLUG� ZLUG GDV HQWKDOWHQH 6NULSW RKQH hEHUSU�IXQJ GLUHNW LP %URZVHU GHV
&OLHQWV DXVJHI�KUW �,2126 6(� ������

&URVV�6LWH 6FULSWLQJ NDQQ GHPQDFK GD]X YHUZHQGHW ZHUGHQ� XP PLWKLOIH YRQ 6NULS�
WHQ %HQXW]HUHLQJDEHQ PLW]XOHVHQ� 'DWHQ ]X PDQLSXOLHUHQ RGHU =XJULII DXI JHVDPWH
%HQXW]HU�$FFRXQWV ]X HUODQJHQ� ,P -DKUH ���� EHLVSLHOVZHLVH� ZDU GLH ]ZHLWJU|�WH
)OXJJHVHOOVFKDIW *UR�EULWDQQLHQV 2SIHU HLQHU ;66�$WWDFNH� EHL ZHOFKHU GLH %XFKXQJVLQ�
IRUPDWLRQHQ YRQ UXQG ������� 7UDQVDNWLRQHQ YRQ 'ULWWHQ DXIJH]HLFKQHW ZXUGHQ� $XFK
GDV EHNDQQWH 8QWHUQHKPHQ H%D\ ZDU EHUHLWV PHKUPDOV YRQ VROFKHQ ;66�$WWDFNHQ
EHWURIIHQ� ,P -DKUH ���� NRQQWH GXUFK 0DQLSXODWLRQ HLQHV 85/�3DUDPHWHUV =XJULII DXI
3URGXNWH YRQ 9HUNlXIHUQ HUODQJW ZHUGHQ XQG DXFK VHQVLEOH =DKOXQJVLQIRUPDWLRQHQ
NRQQWHQ DXVJHOHVHQ ZHUGHQ �$QGHUVRQ� ������

SQL-Injection

(LQH ZHLWHUH EHNDQQWH %HGURKXQJ I�U PRGHUQH :HE�$SSOLNDWLRQHQ QHQQW VLFK 64/�
,QMHFWLRQ� 64/ VWHKW I�U 6WUXFWXUHG 4XHU\ /DQJXDJH XQG EHVFKUHLEW GLH 6SUDFK�6\QWD[�
GLH I�U GHQ =XJULII DXI 'DWHQEDQNHQ YHUZHQGHW ZLUG� (LQH 'DWHQEDQN NDQQ PDQ DOV
JUR�HQ 6RIWZDUH�&RQWDLQHU EHVFKUHLEHQ� GHU HLQH JUR�H 0HQJH DQ 'DWHQ LQ HLQHU VWUXN�
WXULHUWHQ )RUP VSHLFKHUQ XQG ]XJlQJOLFK PDFKHQ NDQQ� (V JLEW YHUVFKLHGHQH $QVlW]H
XQG 0HWKRGHQ XP GLHV ]X HUUHLFKHQ� (LQHU GHU JHEUlXFKOLFKVWHQ $QVlW]H LVW GDV UHODWLR�
QDOH 0RGHOO� EHL ZHOFKHP 'DWHQ LQ )RUP YRQ 2EMHNWHQ PLW %H]LHKXQJHQ XQWHUHLQDQGHU
GDUJHVWHOOW ZHUGHQ� %HNDQQWH $XVI�KUXQJHQ YRQ UHODWLRQDOHQ 'DWHQEDQNHQ VLQG EHL�
VSLHOVZHLVH 0LFURVRIW 64/� 0\64/� 64/LWH XQG 2UDFOH �*DOOXFFLR� &DVHOO 	 /RPEDUL�
������

(LQH P|JOLFKH $OWHUQDWLYH ]X UHODWLRQDOHQ 'DWHQEDQNHQ VLQG QLFKW�UHODWLRQDOH 'DWHQEDQ�
NHQ� 6ROFKH 'DWHQEDQNV\VWHPH N|QQHQ DXI GHQ IROJHQGHQ XQWHUVFKLHGOLFKHQ $QVlW]HQ
EDVLHUHQ �*DOOXFFLR HW DO�� ������

� 1HW]ZHUN 'DWHQEDQNHQ

� *UDSKHQEDVLHUWH 'DWHQEDQNHQ

� 2EMHNWRULHQWLHUWH 'DWHQEDQNHQ

� 'RNXPHQWEDVLHUWH 'DWHQEDQNHQ

8QDEKlQJLJ YRP YHUZHQGHWHQ 0RGHOO KDEHQ DOO GLHVH 6\VWHPH GHQ =ZHFN� 'DWHQ ]X
VSHLFKHUQ XQG ]XJlQJOLFK ]X PDFKHQ� 'HV :HLWHUHQ NDQQ MHGHV GLHVHU 'DWHQEDQNPRGHO�

��



.DSLWHO �� :HEDSSOLFDWLRQ 6HFXULW\

OH YRQ VROFKHQ 64/�,QMHFWLRQ $QJULIIHQ EHWURIIHQ VHLQ� DXFK ZHQQ GLH GDKLQWHU OLHJHQGH
6\QWD[ QLFKW 64/ HQWVSULFKW �*DOOXFFLR HW DO�� ������ ,P .RQWH[W GLHVHV $EVFKQLWWHV ZLUG
GHU )RNXV DOOHUGLQJV DXI UHODWLRQDOH 'DWHQEDQNHQ XQG 64/ JHOHJW�

64/ LVW HLQH 6SUDFKH� GLH VHKU OHLFKW ]X YHUZHQGHQ XQG ]X YHUVWHKHQ LVW XQG ELHWHW
GDU�EHU KLQDXV HLQH 9LHO]DKO DQ 2SHUDWLRQHQ I�U GDV 6SHLFKHUQ� /HVHQ� 0RGLIL]LHUHQ XQG
/|VFKHQ YRQ ,QIRUPDWLRQHQ� 'LH EHNDQQWHVWH 2SHUDWLRQ YRQ 64/ LVW ZRKO GDV 6(/(&7 �
6WDWHPHQW ]XP /HVHQ YRQ 'DWHQ �*DOOXFFLR HW DO�� ������ (LQ 64/ 6(/(&7�6WDWHPHQW
LVW ZLH IROJW DXIJHEDXW�

6(/(&7 first_name � last_name � email
)520 user �

6(/(&7 first_name � last_name � email
)520 user
:+(5( id  ����

/LVWLQJ ���� (LQIDFKHV 64/6HOHFW 6WDWHPHQW

'DV HUVWH 6(/(&7�6WDWHPHQW LQ /LVWLQJ ��� OLHVW EHLVSLHOVZHLVH DOOH (LQWUlJH GHU 7DEHOOH
XVHU XQG OLPLWLHUW GLH 'DWHQVlW]H DXI GLH $WWULEXWH 9RUQDPH �ILUVWBQDPH�� 1DFKQDPH
�ODVWBQDPH� XQG (�0DLO �HPDLO�� 'DV ]ZHLWH 6WDWHPHQW KLQJHJHQ OLPLWLHUW GLH $XVJDEH
GDU�EHU KLQDXV DXI GHQ 'DWHQVDW] PLW GHU ,' ����

1HEHQ GHU LP ]ZHLWHQ 6WDWHPHQW YHUZHQGHWHQ :KHUH�.ODXVHO� N|QQHQ HEHQIDOOV QRFK
ZHLWHUH YHUZHQGHW ZHUGHQ ZLH 25'(5 %< ]XP 6RUWLHUHQ GHU $XVJDEH DXI %DVLV
JHZLVVHU $WWULEXWH� ',67,1&7 ]XP (QWIHUQHQ YRQ 'XSOLNDWHQ RGHU *5283 %< XP GLH
(UJHEQLVVH ]X JUXSSLHUHQ �*DOOXFFLR HW DO�� ������

$EJHVHKHQ YRP 6(/(&7�6WDWHPHQW I�U /HVH�=XJULII� H[LVWLHUHQ ZHLWHUH %HIHKOH I�U GLH
(UVWHOOXQJ� bQGHUXQJ RGHU /|VFKXQJ YRQ (LQWUlJHQ �*DOOXFFLR HW DO�� ������

� ,16(57�'(/(7(� 'DWHQVlW]H HLQHU 7DEHOOH KLQ]XI�JHQ�O|VFKHQ

� &5($7(�'523� =XP (UVWHOOHQ�/|VFKHQ JDQ]HU 7DEHOOHQ RGHU 'DWHQEDQNHQ

� $/7(5� =XP bQGHUQ GHU 7DEHOOHQ� RGHU 'DWHQEDQN�6WUXNWXU�

64/ ELHWHW GHPQDFK GLH 0|JOLFKNHLW� DXI YHUVFKLHGHQHQ (EHQHQ PLW GHU JHVDPWHQ
'DWHQEDQN ]X LQWHUDJLHUHQ� 'LH 'DWHQEDQN DQ VLFK LVW GLH WDWVlFKOLFKH 4XHOOH GHU 'DWHQ
XQG GHU XQEHIXJWH =XJULII LQ .RPELQDWLRQ PLW 64/ ELHWHW SRWHQWLHOOHQ $QJUHLIHUQ XQHLQJH�

��



.DSLWHO �� :HEDSSOLFDWLRQ 6HFXULW\

VFKUlQNWH .RQWUROOH �EHU GDV 'DWHQEDQN�6\VWHP XQG HUP|JOLFKW HV LKQHQ� GDV 6\VWHP
RGHU GLH 8UKHEHU GLHVHU 'DWHQ ]X VFKlGLJHQ �*DOOXFFLR HW DO�� ������

$XV GLHVHP *UXQG VROOWH 64/�&RGH QLH LQ GLUHNWHU ,QWHUDNWLRQ PLW HLQHU $QZHQGXQJ VWH�
KHQ� 6WDWWGHVVHQ VROOWH GLH $QZHQGXQJ QDFK HLQHU (LQJDEH GHQ 64/�&RGH YRUEHUHLWHQ
XQG HUVW GDQQ DQ GLH 'DWHQEDQN VHQGHQ� XP GLH DQJHIRUGHUWHQ 'DWHQ ]X H[WUDKLHUHQ
RGHU ]X lQGHUQ� 7URW]GHP HOLPLQLHUW GDV QLFKW GLH *HIDKU� GDVV GLH 64/�6\QWD[ YRQ
SRWHQWLHOOHQ $QJUHLIHUQ PLVVEUDXFKW ZLUG �*DOOXFFLR HW DO�� ������

64/�,QMHFWLRQ IlOOW JUXQGVlW]OLFK LQ GLH .DWHJRULH GHU &RGH�,QMHFWLRQ XQG EHLQKDOWHW
GDV (LQI�JHQ YRQ &RGH� ZHOFKHU YRQ HLQHU $QZHQGXQJ YHUDUEHLWHW ZLUG XQG VRPLW ]XU
$XVI�KUXQJ QLFKW YRUKHUJHVHKHQHU $XIJDEHQ I�KUW �*DOOXFFLR HW DO�� ������

/LVWLQJ ��� ]HLJW HLQH 4XHU\� LQ ZHOFKH PLWKLOIH YRQ 64/�,QMHFWLRQ HLQ ]HUVW|UHULVFKHU
64/�%HIHKO HLQJHVFKOHXVW ZXUGH� 'XUFK GLH (LQJDEH GHU ,' �� VROOHQ LQ GLHVHP %HLVSLHO
DOOH 'DWHQ GLHVHV %HQXW]HUV DQJH]HLJW ZHUGHQ� ,Q GHU (LQJDEH EHILQGHW VLFK DOOHUGLQJV
QHEHQ GHU ,' HEHQIDOOV GHU 7HUP �'523 7$%/( XVHUV�� ZHOFKHU QDFK ([HNXWLRQ GLH
JHVDPWH %HQXW]HU�7DEHOOH O|VFKHQ Z�UGH�

SELECT * FROM users WHERE id = 69; DROP TABLE users;

/LVWLQJ ���� %HLVSLHO 64/ ,QMHFWLRQ

:HUGHQ (LQJDEHQ� GLH DQ HLQH 'DWHQEDQN RGHU HLQHQ DQGHUHQ 6HUYLFH JHVHQGHW ZHUGHQ
QLFKW DXI VROFKHQ &RGH JHSU�IW� NDQQ GDV XQUHFKWPl�LJ JHZlKUWH =XJULIIH ELV KLQ ]X
Y|OOLJHU =HUVW|UXQJ GDWHQEDQNJHVW�W]WHU :HEDSSOLNDWLRQHQ ]XU )ROJH KDEHQ� :HLWHUH
)ROJHQ YRQ 64/�,QMHFWLRQ VLQG �*DOOXFFLR HW DO�� ������

� 2IIHQOHJHQ YRQ ,QIRUPDWLRQHQ GHU 'DWHQEDQN RGHU LKUHV ,QKDOWV

� 8QDXWRULVLHUWH bQGHUXQJHQ DQ GHU 'DWHQEDQN RGHU GHU 'DWHQ

� 3ULYLOHJLHUWHU =XJULII DXI $SSOLNDWLRQHQ

� (LQVFKUlQNXQJ GHU )XQNWLRQDOLWlW YRQ $QZHQGXQJHQ

8P GHP HQWJHJHQ]XZLUNHQ VROOWHQ $QZHQGXQJHQ EHUHLWV VLFKHUKHLWVRULHQWLHUW HQWZLFNHOW
ZHUGHQ XQG VRZRKO MHJOLFKH 7H[W]HLFKHQIROJH YRU GHU $XVZHUWXQJ SU�IHQ� NHLQH 6RQ�
GHU]HLFKHQ LQ $EIUDJHQ ]XODVVHQ� QXU EHVWLPPWH $EIUDJHQ HUODXEHQ XQG )UHLKHLWHQ GHU
%HQXW]HULQQHQ XQG %HQXW]HU HLQVFKUlQNHQ �*DOOXFFLR HW DO�� ������

��



.DSLWHO �� :HEDSSOLFDWLRQ 6HFXULW\

,P -DKU ���� EHLVSLHOVZHLVH� ZXUGH GLH JU|�WH DPHULNDQLVFKH 6XSHUPDUNWNHWWH ��(OHYHQ
2SIHU HLQHU 6/4�,QMHFWLRQ�$WWDFNH HLQHU UXVVLVFKHQ +DFNHU�*UXSSH� 'LH DQJUHLIHQGH
*UXSSH HUODQJWH PLWKLOIH GHU $WWDFNH =XJULII DXI GLH :HEVHLWH XQG GLH GDKLQWHUOLHJHQGH
'DWHQEDQN GHV 8QWHUQHKPHQV XQG NRQQWH VRPLW =DKOXQJVLQIRUPDWLRQHQ GHU .XQGLQQHQ
XQG .XQGHQ DXVOHVHQ XQG ]ZHL 0LOOLRQHQ 'ROODU HUEHXWHQ �0DOZDUHE\WHV ,QF�� R� -���

$XFK HLQHU GHU JU|�WHQ 'DWHQGLHEVWlKOH XQVHUHU =HLW ZXUGH PLWKLOIH YRQ 64/�,QMHFWLRQ
GXUFKJHI�KUW� ,P -DKU ���� ZXUGH GDV DPHULNDQLVFKH 8QWHUQHKPHQ (TXLID[ YRQ HL�
QHU VROFKHQ $WWDFNH KHLPJHVXFKW� 'DEHL ZXUGHQ VHQVLEOH ,QIRUPDWLRQHQ ZLH 1DPHQ�
$GUHVVHQ� 6R]LDOYHUVLFKHUXQJVQXPPHUQ� )�KUHUVFKHLQQXPPHUQ DEHU DXFK .UHGLWNDUWHQ�
,QIRUPDWLRQHQ XQG DQGHUH VHQVLEOH 'RNXPHQWH YRQ UXQG ��� 0LOOLRQHQ .XQGHQ RIIHQ�
JHOHJW� 'LH $QJUHLIHQGHQ QXW]WHQ GDEHL HLQH 6LFKHUKHLWVO�FNH LQ HLQHP )UDPHZRUN GHU
:HE�$SSOLNDWLRQ GHV 8QWHUQHKPHQV �0DOZDUHE\WHV ,QF�� R� -���

64/�,QMHFWLRQ VHW]W GHPQDFK DP .HUQ GHU ,QIRUPDWLRQHQ� GHU 'DWHQEDQN� DQ XQG NDQQ
JUDYLHUHQGH )ROJHQ I�U GLH EHWURIIHQHQ 8QWHUQHKPHQ XQG 3HUVRQHQ KDEHQ� $QKDQG GHU
VFKHLQEDU HLQIDFKHQ DEHU PlFKWLJHQ 6SUDFKH 64/ LVW HV GHPQDFK P|JOLFK� XQDXWRUL�
VLHUWHQ =XJULII DXI ,QIRUPDWLRQHQ RGHU DXFK JDQ]H 6\VWHPH ]X HUKDOWHQ� $XV GLHVHP
*UXQG EHGDUI HV EHVRQGHUHQ 6FKXW]YRUNHKUXQJHQ� XP GLHVHQ .HUQ GHU ,QIRUPDWLRQHQ
YRU XQ]XOlVVLJHP =XJULII XQG GHP 0LVVEUDXFK GXUFK 'ULWWH ]X VFK�W]HQ�

Cross Site Request Forgery (CSRF)

(LQH ZHLWHUH ZHLW YHUEUHLWHWH NULWLVFKH 6FKZDFKVWHOOH I�U :HE�$SSOLNDWLRQHQ LVW &URVV
6LWH 5HTXHVW )RUJHU\ �&65)�� &65) ZLUG DXFK DOV Ä6HVVLRQ 5LGLQJ³ RGHU ;65) EH�
]HLFKQHW XQG QXW]W GLH =XVWDQGVORVLJNHLW YRQ :HE�$SSOLNDWLRQHQ� XP %HQXW]HULQWHUDNWLR�
QHQ DXI HLQHU :HEVHLWH ]X VLPXOLHUHQ� (V ZLUG LQ GHU 5HJHO GDI�U YHUZHQGHW� XP JHZLVVH
$NWLRQHQ� XQWHU GHU 9HUZHQGXQJ GHU DXWKHQWLIL]LHUWHQ 6LW]XQJ GHU $QZHQGHULQQHQ XQG
$QZHQGHU GHU :HE�$SSOLNDWLRQ� DXV]XI�KUHQ �%ODW]� ������

'DV KlXILJVWH =LHO YRQ &65) EHVWHKW GDULQ� DXWKHQWLIL]LHUWH $NWLRQHQ LP 1DPHQ DQ�
GHUHU DXV]XI�KUHQ� NDQQ DEHU HEHQIDOOV I�U HLQH 9LHO]DKO DQGHUHU $QJULIIH YHUZHQGHW
ZHUGHQ� %HLVSLHOVZHLVH NDQQ HLQH &65)�$WWDFNH I�U GLH PDQLSXODWLYH 7HLOQDKPH DQ
2QOLQH�8PIUDJHQ YHUZHQGHW ZHUGHQ RGHU VRJDU 'LVWULEXWHG 'HQLDO 2I 6HUYLFH �''R6�
$QJULIIH VWDUWHQ� 6FKOXVVHQGOLFK ZLUG &65) GD]X YHUZHQGHW� HLQH XQVLFKHUH 9HUWUDXHQV�
EH]LHKXQJ ]ZLVFKHQ %URZVHU XQG :HE�6HUYHU ]X PLVVEUDXFKHQ �%ODW]� ������

'LH $Q]DKO DQ $QIUDJHQ VSLHOW EHL &65) NHLQH 5ROOH XQG HV OlVVW VLFK JXW PLW DQGHUHQ
$QJULIIHQ NRPELQLHUHQ� %HLVSLHOVZHLVH NDQQ &65) LQ .RPELQDWLRQ PLW ;66 RGHU 64/�

��
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,QMHFWLRQ YHUZHQGHW ZHUGHQ� 'DEHL ZLUG &65) I�U GLH YHUPHLQWOLFKH $XWKHQWLIL]LHUXQJ
YHUZHQGHW XQG ;66 RGHU 64/�,QMHFWLRQ I�U GHQ WDWVlFKOLFKHQ $QJULII �%ODW]� ������

(LQ &65) $QJULII NDQQ DXI XQWHUVFKLHGOLFKH $UWHQ HUIROJHQ� (LQHUVHLWV NDQQ �EHU VRJH�
QDQQWH ,QOLQH /LQNV HLQ 9HUZHLV DXI HLQH H[WHUQH 5HVVRXUFH� ZLH EHLVSLHOVZHLVH HLQ
%LOG� LQ HLQH DQGHUH 6HLWH HLQJHEHWWHW ZHUGHQ� 'DEHL HQWKlOW GDV %LOG GLH ,QIRUPDWLRQ
GHV 5HTXHVWV DQ GHQ =LHO�6HUYHU XQG GHU %URZVHU NDQQ QLFKW HUNHQQHQ� GDVV HV VLFK
EHL GHP DQJHIRUGHUWHQ %LOG XP HLQH :HEVHLWH KDQGHOW �%ODW]� ������

(LQH ZHLWHUH $UW HLQHV &65)�$QJULIIV NDQQ �EHU DXWRPDWLVFK �EHUPLWWHOWH :HE�
)RUPXODUH �$XWR�6XEPLWWHG )RUPV� HUIROJHQ� 'D]X PXVV GLH DQJUHLIHQGH 3HUVRQ
.RQWUROOH �EHU GLH :HEVHLWH KDEHQ RGHU VLFK �EHU HLQH ;66�6FKZDFKVWHOOH =XJULII
YHUVFKDIIHQ� XP PDQLSXOLHUWHV +70/ HLQEHWWHQ ]X N|QQHQ� *UXQGVlW]OLFK NDQQ MHGH
:HEVHLWH PLW HLQHU ;66�6FKZDFKVWHOOH DXFK I�U &65)�$QJULIIH JHQXW]W ZHUGHQ �%ODW]�
������

(LQH ZHLWHUH EHNDQQWH $UW YRQ &65)�$WWDFNHQ LVW 3KLVKLQJ� %HLP 3KLVKLQJ KDW GLH
DQJUHLIHQGH 3HUVRQ GLH YROOVWlQGLJH .RQWUROOH �EHU GLH :HEVHLWH XQG ]ZLQJW VHLQH
2SIHU GLH 6HLWH ]X EHVXFKHQ� 'LH %HVXFKHULQQHQ XQG %HVXFKHU GHU :HEVHLWH ZHUGHQ
GD]X JHEUDFKW ,QIRUPDWLRQHQ SUHLV]XJHEHQ XQG GLH DQJUHLIHQGH 3DUWHL NDQQ GLHVH
,QIRUPDWLRQHQ GXUFK $NWLRQHQ DXI GHU =LHO�:HEVHLWH HUJlQ]HQ� $XFK ZHQQ VLFK GLH
%HQXW]HULQQHQ XQG %HQXW]HU GHU:HEVHLWH ZHLJHUQ ,QIRUPDWLRQHQ SUHLV]XJHEHQ� N|QQWHQ
GLHVH EHUHLWV EHLP $XIUXI GHU 6HLWH JHIlKUGHW VHLQ� 3KLVKLQJ LVW JHUDGH LQ 9HUZDOWXQJV�
XQG ,QWUDQHW�6\VWHPHQ VHKU HIIHNWLY� %HLVSLHOVZHLVH N|QQHQ (�0DLOV YHUVHQGHW ZHUGHQ�
GLH YRUJHEHQ� DXV GHP HLJHQHQ RGHU HLQHP 3DUWQHUXQWHUQHKPHQ ]X NRPPHQ XQG
GDGXUFK GLH DXWKHQWLIL]LHUWH 6HVVLRQ EHLP $XIUXIHQ HLQHU :HEVLWH QXW]HQ� XP ZHLWHUH
$NWLRQHQ DXV]XI�KUHQ �%ODW]� ������

0LWKLOIH GLHVHU XQWHUVFKLHGOLFKHQ &65)�$WWDFNHQ N|QQHQ GHPQDFK HLQH 9LHO]DKO DQ
$NWLRQHQ LP 1DPHQ GHU HLQJHORJJWHQ 3HUVRQ HUIROJHQ� (LQLJH %HLVSLHOH I�U $NWLRQHQ
VLQG IROJHQGH �%ODW]� ������

� (UVWHOOXQJ�hEHUQDKPH YRQ $FFRXQWV

� *HQHKPLJXQJ YRQ 7UDQVDNWLRQHQ ZLH hEHUZHLVXQJHQ RGHU $NWLHQNlXIH

� ;66 XQG 64/�,QMHFWLRQ $QJULIIH

� $XIUXIHQ DQGHUHU :HE�6HUYLFHV

��
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8P VLFK YRU &65)�$QJULIIHQ ]X VFK�W]HQ� N|QQHQ 6\VWHPH *HEUDXFK YRQ 1RQFHV
PDFKHQ� ZLH LQ .DSLWHO ����� EHUHLWV EHVFKULHEHQ� =XP HLQHQ N|QQHQ GLHVH 1RQFH
GDEHL LQ :HE�)RPXODUH HLQJHEHWWHW XQG VHUYHUVHLWLJ �EHUSU�IW ZHUGHQ� VREDOG GDV
)RUPXODU �EHUPLWWHO ZXUGH �6LQJOH�3HU�3DJH�1RQFH�� =XP DQGHUHQ N|QQHQ VRJHQDQQWH
3HU�6HVVLRQ�1RQFH YHUZHQGHW ZHUGHQ� 'LHVH 1RQFH ZHUGHQ EHLP $XIEDX GHU %URZVHU�
6HVVLRQ HUVWHOOW XQG �EHU GLH JHVDPWH 6HVVLRQ KLQZHJ YHUZHQGHW� 'HU 6HUYHU YHUJOHLFKW
GLHVH 1RQFH EHL MHGHP 5HTXHVW XQG NDQQ VR XQDXWRULVLHUWH $QIUDJHQ EORFNLHUHQ� (LQH
ZHLWHUH EHOLHEWH 6FKXW]YRUNHKUXQJ JHJHQ�EHU &65)�$QJULIIHQ VLQG %HVWlWLJXQJVGLDORJH
RGHU &$37&+$V� &$37&+$V YHUKLQGHUQ GDV 9HUVHQGHQ YRQ :HE�)RUPXODUHQ GXUFK
DXWRPDWLVLHUWH 6NULSWH� LQGHP GLH HLQJHORJJWH 3HUVRQ HLQH $NWLRQ WlWLJHQ PXVV� GLH YRQ
0DVFKLQHQ QXU VFKZHU DXVJHI�KUW ZHUGHQ NDQQ� %HLVSLHOH GDI�U VLQG GDV $XVZlKOHQ
EHVWLPPWHU %LOGHU RGHU GLH (LQJDEH YRQ YHUVFKZRPPHQHQ 7H[WHQ �%ODW]� ������

$OOHUGLQJV N|QQHQ DXFK GLH %HQXW]HULQQHQ XQG %HQXW]HU VHOEVW ]XP 6FKXW] YRU &65)
EHLWUDJHQ� 'XUFK GDV H[SOL]LWH $XVORJJHQ YRQ :HE�$QZHQGXQJHQ� bQGHUXQJ YRQ 3DVV�
Z|UWHUQ� 9HUZHQGXQJ XQWHUVFKLHGOLFKHU %URZVHU RGHU GHU 9HUZHQGXQJ YRQ YLUWXHOOHQ
0DVFKLQHQ RGHU 3UR[LHV� ZHUGHQ &65)�$QJULIIH I�U GLH DQJUHLIHQGH 3DUWHL EHGHXWHQG
HUVFKZHUW �%ODW]� ������

$XFK YRQ &65) ZDUHQ EHUHLWV EHNDQQWH 8QWHUQHKPHQ EHWURIIHQ� ,P -DKU ���� ZDU
7ZLWWHU XQG ]HKQWDXVHQGH %HQXW]HULQQHQ XQG %HQXW]HU 2SIHU HLQHU YHUJOHLFKVZHLVH
KDUPORVHQ &65)�$WWDFNH� $XIJUXQG IHKOHQGHU 0D�QDKPHQ JHJHQ &65) ZXUGHQ GLH
$QZHQGHULQQHQ XQG $QZHQGHU DXI HLQH 6HLWH JHORFNW� ZHOFKH DQKDQG YRQ &65) 7ZHHWV
LP 1DPHQ GHU UHJLVWULHUWHQ 3HUVRQ HUVWHOOWH XQG GDULQ ZHLWHUH %HQXW]HU DXI GLHVHOEH
6HLWH JHI�KUW KDW� 1HEHQ 7ZLWWHU ZDUHQ HEHQIDOOV *U|�HQ ZLH )DFHERRN� H%D\ RGHU
3D\3DO YRQ &65)�6FKZDFKVWHOOHQ EHWURIIHQ �)HUJXVRQ� ������

2.2 Konzepte und Patterns

,P /DXIH GHU =HLW KDEHQ VLFK JHZLVVH .RQ]HSWH XQG 3DWWHUQV HWDEOLHUW� XP GLH 6LFKHUKHLW
YRQ �:HE�� $QZHQGXQJHQ ]X HUK|KHQ� 'LHVH ELOGHQ HLQ ZLFKWLJHV ,QVWUXPHQW� XP GLH (QW�
VWHKXQJ SRWHQWLHOOHU 6LFKHUKHLWVO�FNHQ DE]XVFKZlFKHQ RGHU ]X YHUPHLGHQ �.RKQIHOGHU�
������

/DXW .RKQIHOGHU ������ ODVVHQ VLFK VROFKH 6HFXULW\�3DWWHUQV LQ IROJHQGH *UXSSHQ XQWHU�
WHLOHQ�

��
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� 'HVLJQ (LJHQVFKDIWHQ �'HVLJQ $WWULEXWHV�

� 0LQLPDOH 2IIHQOHJXQJ �([SRVXUH 0LQLPL]DWLRQ�

� 9HUWUDXHQ 	 9HUDQWZRUWXQJ �7UXVW 	 5HVSRQVLELOLW\�

� 5HGXQGDQ] �5HGXQGDQF\�

� 6WDUNH 'XUFKVHW]XQJ �6WURQJ (QIRUFHPHQW�

,Q GHQ IROJHQGHQ $EVFKQLWWHQ VROO GHPQDFK HLQ (LQEOLFN LQ GLH HLQ]HOQHQ *UXSSHQ
JHJHEHQ ZHUGHQ� XP GHUHQ .RQ]HSWH LQ %H]XJ DXI 6LFKHUKHLW YRQ �:HE�� $SSOLNDWLRQHQ
]X HUOlXWHUQ�

2.2.1 Design Eigenschaften

'LH 'HVLJQ (LJHQVFKDIWHQ �'HVLJQ $WWULEXWHV� VROOHQ DXI]HLJHQ� ZLH HLQ JXWHV XQG
VLFKHUHV 'HVLJQ DXVVHKHQ VROO� HLQIDFK XQG WUDQVSDUHQW� gNRQRPLVFKHV 'HVLJQ �(FR�
QRP\ RI 'HVLJQ� VROO GLH 6LFKHUKHLWVDQIRUGHUXQJHQ GDKLQJHKHQG HUK|KHQ� GDVV ZHQLJHU
)HKOHU XQG XQHQWGHFNWH 6FKZDFKVWHOOHQ YRUKDQGHQ VLQG� %HLVSLHOVZHLVH ZLUG LQ GHU
6\VWHPDUFKLWHNWXU YRQ JUR�HQ :HE�$QZHQGXQJHQ GLH )XQNWLRQDOLWlW LQ NOHLQH� LQ VLFK
JHVFKORVVHQH .RPSRQHQWHQ ]HUOHJW� GLH JHPHLQVDP NRPSOH[H 9RUJlQJH DXVI�KUHQ
XQG VR GLH =XYHUOlVVLJNHLW GHU $QZHQGXQJ JHZlKUOHLVWHQ XQG HUK|KHQ �.RKQIHOGHU�
������

'LHVHV 3ULQ]LS EHVDJW MHGRFK QLFKW� GDVV GHU HLQIDFKH :HJ DXFK LPPHU GHU EHVVHUH LVW�
(V HUK|KW DOOHUGLQJV GLH :DUWEDUNHLW GHU $QZHQGXQJ GXUFK GLH (QWZLFNOHU XQG YHUULQJHUW
GHQ /HUQDXIZDQG I�U GLH %HQXW]HULQQHQ XQG %HQXW]HU� $OV %HLVSLHO QHQQW .RKQIHOGHU
������ $FFHVV &RQWURO /LVWV �$&/� XQWHU 8QL[ XQG :LQGRZV� 8QWHU 8QL[ ZHUGHQ GLH
=XJULIIVUHFKWH I�U 'DWHLHQ DXI %HQXW]HU RGHU *UXSSHQHEHQH I�U DOOH IHVWJHOHJW� :LQGRZV
KLQJHJHQ VHW]W DXI HLQH EHOLHELJH $Q]DKO DQ (LQWUlJHQ ]XU =XJULIIVNRQWUROOH� ZHOFKH
GDU�EHU KLQDXV YHUHUEW XQG SULRULVLHUW ZHUGHQ N|QQHQ �.RKQIHOGHU� ������

7UDQVSDUHQWHV 'HVLJQ �7UDQVSDUHQW 'HVLJQ� EHUXKW GDUDXI� GDVV EHL GHU (QWK�OOXQJ
GHV 'HVLJQV GLH 8QEHVLHJEDUNHLW GHV 6\VWHPV DXIJH]HLJW ZLUG XQG GLH $QJUHLIHULQ�
QHQ XQG $QJUHLIHU GDYRQ DEJHVFKUHFNW ZHUGHQ� 'DV KHL�W DOOHUGLQJV QLFKW� GDVV GLH
6\VWHP�(QWZ�UIH RIIHQJHOHJW ZHUGHQ P�VVHQ� :HQQ GXUFK 2IIHQOHJXQJ GHV 'HVLJQV
GLH 6FKZDFKVWHOOHQ GHV 6\VWHPV HQWK�OOW ZHUGHQ� VROOWH GDV 'HVLJQ DQJHSDVVW XQG QLFKW
HLQIDFK JHKHLP JHKDOWHQ ZHUGHQ �.RKQIHOGHU� ������

��
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(LQ JXWHV %HLVSLHO KLHUI�U LVW GLH =HUVW|UXQJ GHV 7RGHVVWHUQV DXV 6WDU :DUV� 'LH RI�
IHQOHJXQJ GHV VFKOHFKWHQ 'HVLJQV HUP|JOLFKWH HV GHQ 5HEHOOHQ� GLH 6FKZDFKVWHOOH
GHV 6WHUQV DXVILQGLJ ]X PDFKHQ XQG LKQ GDGXUFK LQ GHU 6FKODFKW YRQ <DYLQ ]X ]HUVW|�
UHQ �.RKQIHOGHU� �����

2.2.2 Minimale Offenlegung

'DV 3ULQ]LS GHU PLQLPDOHQ 2IIHQOHJXQJ �([SRVXUH 0LQLPL]DWLRQ� ]LHOW GDUDXI DE�
DXI 1XPPHU 6LFKHU ]X JHKHQ� %HL GHU $XVI�KUXQJ YRQ $XIJDEHQ VROO GDUDXI JHDFKWHW
ZHUGHQ� LPPHU GLH JHULQJVWHQ 3ULYLOHJLHQ �/HDVW 3ULYLOHJH� ]X YHUZHQGHQ� XP GDV
5LVLNR YRQ )HKOHUQ ]X PLQLPLHUHQ� 6\VWHP�$GPLQLVWUDWRUHQ KDEHQ LQ GHU 5HJHO PlFKWLJH
=XJULIIVUHFKWH XQG VROOWHQ GHPQDFK QLFKW ZDKOORV LP ,QWHUQHW VXUIHQ� *HQDX VR VROOWH PDQ
HLQH JHODGHQH :DIIH QLFKW UHLQLJHQ� RKQH VLH GDYRU ]X HQWODGHQ� $QJUHLIHQGH ZHUGHQ VR
EHLP $XVQXW]HQ HLQHU 6LFKHUKHLWVO�FNH LQ LKUHQ 0|JOLFKNHLWHQ HLQJHVFKUlQNW� 0lFKWLJH
=XJULIIVUHFKWH VROOWHQ QXU GRUW HLQJHVHW]W ZHUGHQ� ZR HV ZLUNOLFK QRWZHQGLJ LVW XQG QXU
I�U GLH N�U]HVW P|JOLFKH 'DXHU� =ZDU NRVWHW GLH VHOHNWLYH =XZHLVXQJ GHU =XJULIIVUHFKWH
=HLW� NDQQ MHGRFK LP )DOOH HLQHV ([SORLWV EHGHXWHQGH :LUNXQJ KDEHQ� (V PDFKW HLQHQ
JUR�HQ 8QWHUVFKLHG� RE HLQ JHULQJI�JLJHU (LQJULII LQ HLQ 6\VWHP HUIROJW� RGHU GDV JHVDPWH
6\VWHP NRPSURPLWWLHUW ZLUG �.RKQIHOGHU� ������

$QDORJ ]XU 9HUZHQGXQJ GHU JHULQJVWHQ 3ULYLOHJLHQ LVW HV HEHQIDOOV HUVWUHEHQVZHUW� QXU
VR YLHOH ,QIRUPDWLRQHQ ]X YHUZHQGHQ� ZLH I�U GLH $EZLFNOXQJ GHU $XIJDEH DXFK ZLUNOLFK
QRWZHQGLJ VLQG �/HDVW�,QIRUPDWLRQ�� 'DGXUFK NDQQ YHUKLQGHUW ZHUGHQ� GDVV 5LVLNHQ
GXUFK XQEHDEVLFKWLJW RIIHQJHOHJWH ,QIRUPDWLRQHQ HQWVWHKHQ� :LUG GLHVHV 3DWWHUQ QLFKW
VFKRQ EHLP 'HVLJQ GHU 6RIWZDUH EHU�FNVLFKWLJW� NDQQ HV VSlWHU H[WUHP VFKZLHULJ ]X
LPSOHPHQWLHUHQ VHLQ� GD MHZHLOV EHLGH 6HLWHQ GHU 6FKQLWWVWHOOHQ DQJHSDVVW ZHUGHQ
P�VVHQ �.RKQIHOGHU� ������

,Q PRGHUQHQ :HE�$SSOLNDWLRQHQ NDQQ EHLVSLHOVZHLVH *UDSK4/ I�U GHQ $XVWDXVFK YRQ
,QIRUPDWLRQHQ QDFK GHP /HDVW�,QIRUPDWLRQ 3DWWHUQ YHUZHQGHW ZHUGHQ� *UDSK4/ LVW HLQH
$EIUDJH�6SUDFKH �4XHU\ /DQJXDJH� I�U $3,V XQG EDVLHUW W\SLVFKHUZHLVH DXI 5(67 XQG
GHP +773�3URWRNROO� hEHU HLQH VROFKH *UDSK4/�4XHU\ N|QQHQ JHQDX GLH ,QIRUPDWLRQHQ
DEJHIUDJW ZHUGHQ� GLH WDWVlFKOLFK EHQ|WLJW ZHUGHQ �3RUFHOOR 	 %DQNV� ������

/LVWLQJ "" XQG ��� ]HLJHQ HLQH HLQIDFKH *UDSK4/�$QIUDJH XQG GHUHQ $QWZRUW� ,Q GHU
$QIUDJH N|QQHQ GLH EHQ|WLJWHQ $WWULEXWH GHV 'DWHQVDW]HV GHILQLHUW ZHUGHQ� +LHU HWZD GHU
1DPH� GHU 1DPH GHU +HLPDWZHOW �KRPHZRUOG� XQG GHU 7LWHO GHU )LOPH �ILOP&RQQHFWLRQ�
GHU 3HUVRQ PLW GHU SHUVRQ,' YLHU�

��
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query ^
person � personID � � � ^

name
homeworld ^

name
`
filmConnection ^

edges ^
node ^

title
`

`
`

`
`

/LVWLQJ ���� *UDSK4/�$QIUDJH �

�%HLVSLHOGDWHQ YRQ �7KH *UDSK4/ )RXQGDWLRQ� R� -���

��
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.DSLWHO �� :HEDSSOLFDWLRQ 6HFXULW\

.RQILJXUDWLRQ� GLH VLFK QDFKWHLOLJ DXI GLH 6LFKHUKHLW DXVZLUNHQ NDQQ� -HGHQIDOOV VROOWH PDQ
GDYRQ DEVHKHQ 6WDQGDUGSDVVZ|UWHU ]X YHUZHQGHQ XQG GDU�EHU KLQDXV %HUHFKWLJXQJHQ
DXI UHVWULNWLYH (LQVWHOOXQJHQ VHW]HQ� SRWHQWLHOO JHIlKUOLFKH 2SWLRQHQ GHDNWLYLHUHQ XQG
6FKXW]�ELHWHQGH 6LFKHUKHLWVRSWLRQHQ DNWLYLHUHQ �.RKQIHOGHU� ������

(LQ ZHLWHUHV 3DWWHUQ DQJHOHKQW DQ GDV 3ULQ]LS GHU PLQLPDOHQ 2IIHQOHJXQJ LVW GLH 9HU�
ZHQGXQJ YRQ VRJHQDQQWHQ $OORZ�/LVWV JHJHQ�EHU %ORFN�/LVWV �$OORZOLVWV RYHU
%ORFNOLVWV�� (LQH $OORZ�/LVW LVW HLQH HQGOLFKH 0HQJH GHVVHQ� ZDV VLFKHU LVW� (LQH %ORFN�
/LVW KLQJHJHQ LVW HLQH $XI]lKOXQJ GHVVHQ� ZDV XQVLFKHU LVW� 'LHVH HUODXEW LPSOL]LW HLQH
XQHQGOLFKH 0HQJH DQ 'LQJHQ� GLH XQVLFKHU VLQG� 'DV 3UREOHP EHL GLHVHQ %ORFN�/LVWV
LVW� GDVV MHGHU (LQWUDJ GHU DXVJHODVVHQ ZLUG� ]X HLQHP )HKOHU ZLUG� 'LH 9HUZHQGXQJ
HLQHU XQYROOVWlQGLJHQ $OORZ�/LVW KLQJHJHQ |IIQHW NHLQH 6LFKHUKHLWVO�FNHQ� GLH ULVNDQWH
$NWLYLWlWHQ HUP|JOLFKW �.RKQIHOGHU� ������

'LH %HUHFKHQEDUNHLW �$YRLG 3UHGLFWDELOLW\� YRQ 6\VWHPHQ OHKQW VLFK DQ GDV JOHLFKH
3ULQ]LS DQ� -HJOLFKH 'DWHQ RGHU 9HUKDOWHQVZHLVHQ� GLH YRUKHUVHKEDU VLQG� N|QQHQ QLFKW
JHKHLP JHKDOWHQ ZHUGHQ� VRQGHUQ YRQ 'ULWWHQ HUUDWHQ ZHUGHQ� 'LHV NDQQ VFKZHUZLH�
JHQGH )ROJHQ KDEHQ� GD GDGXUFK ZLFKWLJH RGHU VHQVLEOH ,QIRUPDWLRQHQ SUHLVJHJHEHQ
ZHUGHQ N|QQHQ� %HLVSLHOVZHLVH ZLUG EHL GHU 5HJLVWULHUXQJ DXI HLQHU :HEVLWH HLQH ,' I�U
GDV .XQGHQNRQWR YHUJHEHQ� 'LH (LQIDFKVWH 0|JOLFKNHLW GLHV ]X WXQ LVW� GDV HUVWH .RQWR
PLW GHU ,' HLQV ]X NHQQ]HLFKQHQ� 'DV ]ZHLWH .RQWR EHNRPPW GLH ,' ]ZHL XQG VR ZHLWHU�
'LHV Z�UGH EHLVSLHOVZHLVH 5�FNVFKO�VVH DXI GLH $Q]DKO GHU UHJLVWULHUWHQ .RQWHQ OLHIHUQ�
(WZDV� GDV JHJHQ�EHU GHU .RQNXUUHQ] JHUQH JHKHLP JHKDOWHQ ZLUG� :LUG VR HLQH ,'
EHLVSLHOVZHLVH DXV GHQ 6WDPPGDWHQ GHV HQWVSUHFKHQGHQ .RQWRV JHQHULHUW� Z�UGH GLHV
ZLHGHUXP VHQVLEOH ,QIRUPDWLRQHQ GHU ,QKDEHULQQHQ XQG ,QKDEHU GHV .RQWRV SUHLVJHEHQ�
)�U VROFKH JUXQGOHJHQGHQ 'DWHQ VROOWHQ GHPQDFK HKHU =XIDOOV]DKOHQ� JHJHEHQHQIDOOV
LQ .RPELQDWLRQ PLW ]XIlOOLJHQ %XFKVWDEHQ� YHUZHQGHW ZHUGHQ �.RKQIHOGHU� ������

'DV OHW]WH 3DWWHUQ GHU PLQLPDOHQ 2IIHQOHJXQJ� GDV LQ GLHVHU $UEHLW EHKDQGHOW ZLUG�
LVW GDV VLFKHUH 6FKHLWHUQ �)DLO 6HFXUHO\�� %HL $XIWULWW HLQHV 3UREOHPV VROOWH VLFK GDV
6\VWHP LQ HLQHP VLFKHUHQ =XVWDQG EHILQGHQ XQG EHVWHQIDOOV IRUWJHVHW]W ZHUGHQ N|QQHQ
RGHU JHRUGQHW KHUXQWHUJHIDKUHQ ZHUGHQ� $QJUHLIHQGH QHLJHQ GD]X� VROFKH )HKOHUIlOOH
DEVLFKWOLFK DXV]XO|VHQ XQG VR 6FKZDFKVWHOOHQ LP 6\VWHP DXI]XGHFNHQ� GLH VLH LQ
ZHLWHUHU )ROJH DXVQXW]HQ N|QQHQ� 'DKHU VROOWH MHGHU )HKOHU VLFKHU EHKDQGHOW ZHUGHQ
RGHU ]XU YROOVWlQGLJHQ $EOHKQXQJ GHU $QIUDJH I�KUHQ �.RKQIHOGHU� ������
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.DSLWHO �� :HEDSSOLFDWLRQ 6HFXULW\

2.2.3 Starke Durchsetzung

'XUFK VWDUNH 'XUFKVHW]XQJ VROO VLFKHUJHVWHOOW ZHUGHQ� GDVV GLH $EOlXIH LP 4XHOO�
&RGH �6RXUFH�&RGH� VLFK DQ GLH YRUJHJHEHQHQ 5HJHOQ GHU $QIRUGHUXQJ KDOWHQ� (V VROO
YHUPLHGHQ ZHUGHQ� 0|JOLFKNHLWHQ ]X VFKDIIHQ� PLW GHQHQ GDV 6\VWHP XPJDQJHQ ZHUGHQ
NDQQ XQG HV XQP|JOLFK PDFKHQ� YHUERWHQH 2SHUDWLRQHQ DXV]XI�KUHQ �.RKQIHOGHU�
������

'DEHL VROOHQ GXUFK YROOVWlQGLJH 0HGLDWLRQ �&RPSOHWH 0HGLDWLRQ� DOOH =XJULIIH DXI
'DWHQ HLQKHLWOLFK XQG VLFKHU JHSU�IW ZHUGHQ� $XFK ZHQQ HV PHKUHUH =XJULIIVP|JOLFKNHL�
WHQ JLEW� P�VVHQ DOO GLHVH �EHU GLH JOHLFKH )RUP GHU %HUHFKWLJXQJVSU�IXQJ YHUI�JHQ�
8P GHP JHUHFKW ]X ZHUGHQ� VROOWH HV EHLP =XJULII DXI ,QIRUPDWLRQHQ HLQHQ HLQ]LJHQ
=XJULIIVSXQNW JHEHQ� DQ GHP HLQH 6LFKHUKHLWVHQWVFKHLGXQJ JHWURIIHQ ZHUGHQ PXVV� ,VW
GLHV QLFKW P|JOLFK� VROOWHQ DOOH =XJlQJH DQ GHQHQ GHU 'DWHQ]XJULII HUIROJW� �EHU HLQH
IXQNWLRQDO JOHLFKZHUWLJH 6LFKHUKHLWV�EHUSU�IXQJ YHUI�JHQ� ,Q GHU SUDNWLVFKHQ 8PVHW]XQJ
GLHVHV 3DWWHUQV JLEW HV XQWHUVFKLHGOLFKH *UDGH GHU .RQIRUPLWlW LQ %H]XJ DXI GLH VWDUNH
'XUFKVHW]XQJ� :HQQ GHU =XJULII DXI GLH 5HVVRXUFHQ QXU �EHU HLQH JHPHLQVDPH 5RXWLQH
HUODXEW LVW� VSULFKW PDQ YRQ KRKHU .RQIRUPLWlW� %HL =XJULIIHQ �EHU YHUVFKLHGHQH 6WHO�
OHQ� GLH MHGRFK DOOH �EHU IXQNWLRQDO JOHLFKZHUWLJH hEHUSU�IXQJHQ YHUI�JHQ� LVW PLWWOHUH
.RQIRUPLWlW JHJHEHQ� %HL LQNRQVLVWHQWHQ 6LFKHUKHLWV�EHUSU�IXQJHQ �EHU YHUVFKLHGHQH
6WHOOHQ VSULFKW PDQ YRQ JHULQJHU .RQIRUPLWlW �.RKQIHOGHU� ������

(LQ ZHLWHUHV 3DWWHUQ� GDVV VLFK DXI GDV 3ULQ]LS GHU VWDUNHQ 'XUFKVHW]XQJ VW�W]W� LVW
GHU JHULQJVWH JHPHLQVDPH0HFKDQLVPXV �/HDVW &RPPRQ0HFKDQLVP�� 'DEHL VROOHQ
XQDEKlQJLJH 3UR]HVVH YRQHLQDQGHU LVROLHUW ZHUGHQ� LQGHP GLH$Q]DKO GHU JHPHLQVDPHQ
0HFKDQLVPHQ UHGX]LHUW ZLUG� 8P GLHV ]X JHZlKUOHLVWHQ� VROOWHQ 'LHQVWH HQWZLFNHOW
ZHUGHQ� GLH DOV 6FKQLWWVWHOOH ]X GHQ XQDEKlQJLJHQ 3UR]HVVHQ RGHU %HQXW]HULQQHQ
XQG %HQXW]HUQ IXQJLHUHQ� %HLVSLHOVZHLVH NDQQ DQVWDWW HLQHU 'DWHQEDQN I�U DOOH� HLQH
NRQWH[WDEKlQJLJH 'DWHQEDQN SUR %HQXW]HULQ XQG %HQXW]HU EHUHLWJHVWHOOW ZHUGHQ� (LQ
PRGHUQHV %HLVSLHO I�U GDV 3ULQ]LS GHV JHULQJVWHQ JHPHLQVDPHQ 0HFKDQLVPXV VLQG:HE�
&RRNLHV� 'DEHL VSHLFKHUW MHGHU &OLHQW VHLQH HLJHQHQ 'DWHQ XQDEKlQJLJ YRQ DQGHUHQ
&OLHQWV LQ &RRNLHV �.RKQIHOGHU� ������

2.2.4 Redundanz

5HGXQGDQ] ELOGHW HLQH .HUQVWUDWHJLH I�U GLH 6LFKHUKHLW LQ 6\VWHPHQ XQG NDQQ GXUFK
9HUWHLGLJXQJ LQ GHU 7LHIH �'HIHQVH LQ 'HSWK� RGHU GXUFK $EJUHQ]XQJ YRQ 3ULYLOHJLHQ

��



.DSLWHO �� :HEDSSOLFDWLRQ 6HFXULW\

�6HSDUDWLRQ RI 3ULYLOHJH� HUUHLFKW ZHUGHQ �.RKQIHOGHU� ������

9HUWHLGLJXQJ LQ GHU 7LHIH �'HIHQVH LQ 'HSWK� YHUVXFKW GXUFK .RPELQDWLRQ XQDEKlQJL�
JHU 6FKXW]VFKLFKWHQ� GHQ *HVDPWVFKXW] HLQHV 6\VWHPV ]X HUK|KHQ XQG VR NULWLVFKH
6LFKHUKHLWVHQWVFKHLGXQJHQ GXUFK]XVHW]HQ� 'LHV HUIRUGHUW ]ZDU HUK|KWHQ $XIZDQG LQ GHU
,PSOHPHQWLHUXQJ XQG NDQQ GLH /DXI]HLW HUK|KHQ� MHGRFK VLQNW GDGXUFK GLH :DKUVFKHLQ�
OLFKNHLW� GDVV HLQ $QJULII MHGH 6FKXW]VFKLFKW GXUFKGULQJW XQG 6FKDGHQ YHUXUVDFKHQ NDQQ�
$OV %HLVSLHO NDQQ HLQH 6DQGER[ JHQDQQW ZHUGHQ� GLH ]XU $XVI�KUXQJ YRQ XQVLFKHUHP
&RGH YHUZHQGHW ZLUG� 'LHVHU &RGH ZLUG YRU GHU $XVI�KUXQJ LQ GHU 6DQGER[ YRQ HLQHU
DQGHUHQ 6FKLFKW QDFK JHZLVVHQ 5HJHOQ YDOLGLHUW� 1XU EHL SRVLWLYHU 9DOLGLHUXQJ ZLUG GHU
&RGH DXFK WDWVlFKOLFK DXVJHI�KUW� 6FKHLWHUW GLH 9DOLGLHUXQJ� ZLUG GHU &RGH YRP 6\VWHP
]XU�FNJHZLHVHQ �.RKQIHOGHU� ������

$EJUHQ]XQJ YRQ 3ULYLOHJLHQ �6HSDUDWLRQ RI 3ULYLOHJH� LVW DXFK EHNDQQW DOV 7UHQQXQJ
GHU $XIJDEHQ XQG EH]LHKW VLFK DXI GLH 7DWVDFKH� GDVV ]ZHL 6FKO|VVHU� GLH XQWHUVFKLHGOL�
FKH 6FKO�VVHO KDEHQ� GLH ZLHGHUXP YRQ XQWHUVFKLHGOLFKHQ 3DUWHLHQ JHKDOWHQ ZHUGHQ�
VWlUNHU VLQG� DOV HLQ 6FKORVV DOOHLQH� 'DEHL VROO SULQ]LSLHOO 9HUDQWZRUWXQJ LQ PHKUHUH
$XIJDEHQ XQWHUWHLOW ZHUGHQ� XP VR 6FKlGHQ GXUFK )HKOHU RGHU E|VZLOOLJHQ $EVLFKWHQ
]X YHUPHLGHQ� %HLVSLHOVZHLVH NDQQ HLQH 6LFKHUXQJVNRSLH YRQ 'DWHQ PLW ]ZHL YHUVFKLH�
GHQHQ 6LFKHUKHLWV�6FKO�VVHOQ YHUVFKO�VVHOW ZHUGHQ� 'HU =XJULII DXI GLH WDWVlFKOLFKHQ
'DWHQ LVW GDQQ QXU P|JOLFK� ZHQQ PDQ LP %HVLW] EHLGHU 6FKO�VVHO LVW �.RKQIHOGHU� ������

2.2.5 Vertrauen & Verantwortung

0RGHUQH 6RIWZDUH�6\VWHPH VLQG LQ ]XQHKPHQGHP 0D�H PLWHLQDQGHU YHUEXQGHQ XQG
YRQHLQDQGHU DEKlQJLJ� 9HUWUDXHQ XQG 9HUDQWZRUWXQJ ODVVHQ GLHVH =XVDPPHQDUEHLW
IXQNWLRQLHUHQ�

'DV 3DWWHUQ =XU�FNKDOWXQJ EHLP 9HUWUDXHQ �5HOXFWDQFH WR 7UXVW� EHVFKUHLEW 9HU�
WUDXHQ DOV HLQH H[SOL]LWH� DXI %HZHLVHQ EHUXKHQGH (QWVFKHLGXQJ� (LQ JHZLVVHV 0D� DQ
0LVVWUDXHQ VROOWH LPPHU YRUOLHJHQ� DXFK ZHQQ NHLQH %|VZLOOLJNHLW EHVWHKW� %HLVSLHOVZHL�
VH VHW]HQ :HE�6HUYHU &RRNLHV DP &OLHQW XQG HUZDUWHQ� GDVV GLHVH PLW GHU QlFKVWHQ
$QIUDJH HUQHXW �EHUPLWWHOW ZHUGHQ� 'D GLH &RRNLHV DEHU JHO|VFKW RGHU JHEORFNW ZHUGHQ
N|QQHQ� PXVV GHU :HE�6HUYHU GDYRQ DXVJHKHQ� GDVV GLH &OLHQWV GLHVHU $XIJDEH QLFKW
QDFKNRPPHQ �.RKQIHOGHU� ������

'DV 3DWWHUQ 9HUDQWZRUWXQJ I�U GLH 6LFKHUKHLW �EHUQHKPHQ �$FFHSW 6HFXULW\ 5H�
VSRQVLELOLW\� VHW]W KLQJHJHQ EHUHLWV DXI 9HUWUDXHQ ZlKUHQG GHU (QWZLFNOXQJ� 6RIWZDUH

��



.DSLWHO �� :HEDSSOLFDWLRQ 6HFXULW\

ZLUG YRQ 0HQVFKHQ HQWZLFNHOW XQG GLH 0HQVFKKHLW LVW YRQ 1DWXU DXV YHUWUDXHQVZ�UGLJ�
'LH 0HQVFKHQ� GLH GLH 6RIWZDUH HQWZLFNHOQ� KDEHQ GHPQDFK GLH 3IOLFKW� 9HUDQWZRUWXQJ
I�U GLH 6LFKHUKHLW GHV 6\VWHPV ]X �EHUQHKPHQ� %HL ]ZHL 6\VWHPHQ� GLH PLWHLQDQGHU NRP�
PXQL]LHUHQ� PXVV GHPQDFK NODU VHLQ� ZHOFKH 3DUWHL ZHOFKH 9HUDQWZRUWXQJ �EHUQLPPW
XQG GLHVH DXFK HLQKDOWHQ� 'LHV VROOWH �EHU H[SOL]LWH 9HUHLQEDUXQJHQ JHUHJHOW ZHUGHQ�
(LQH 3DUWHL �EHUQLPPW EHLVSLHOVZHLVH GLH (LQJDEH�9DOLGLHUXQJ GHU 'DWHQ� ZRGXUFK VLFK
GLH ]ZHLWH 3DUWHL QLFKW PHKU GDUXP N�PPHUQ PXVV� 0D[LPDOH 6LFKHUKHLW NDQQ DOOHUGLQJV
�EHU GDV EHUHLWV EHVFKULHEHQH 'HIHQVH LQ 'HSWK 3DWWHUQ HUUHLFKW ZHUGHQ� LQGHP EHLGH
3DUWHLHQ GLH 9DOLGLHUXQJ �EHUQHKPHQ �.RKQIHOGHU� ������

2.3 Auslagerungsmöglichkeiten

'DGXUFK� GDVV 8QWHUQHKPHQ EHL GHU $EZLFNOXQJ LKUHU *HVFKlIWH LPPHU VWlUNHU DXI GDV
,QWHUQHW DQJHZLHVHQ VLQG XQG JHVHW]OLFKH 5HJHOXQJHQ LPPHU VWUHQJHU ZHUGHQ� HQWZL�
FNHOW VLFK GDV 0DQDJHPHQW YRQ ,QIRUPDWLRQVVLFKHUKHLW LPPHU ZHLWHU ]X HLQHU NULWLVFKHQ
8QWHUQHKPHQVIXQNWLRQ� 6LPXOWDQ HUK|KW VLFK GLH .RPSOH[LWlW GHU ,QIRUPDWLRQVVLFKHUKHLW
GXUFK VLFK VWHWLJ YHUlQGHUQGH $QJULIIVPXVWHU� NRPSOH[H ,QIUDVWUXNWXUHQ� 0DQJHO DQ
NRPSHWHQWHP 3HUVRQDO XQG EHJUHQ]WHP %XGJHW� 'DV PDFKW GLH 9HUZDOWXQJ GHU ,QIRUPD�
WLRQVVLFKHUKHLW I�U YLHOH 8QWHUQHKPHQ ]X HLQHU ZLFKWLJHQ DEHU DQVSUXFKVYROOHQ $XIJDEH�
(LQLJH EHKHOIHQ VLFK GDPLW� VLFKHUKHLWVUHOHYDQWH )XQNWLRQHQ DQ H[WHUQH 8QWHUQHKPHQ
DXV]XODJHUQ �$� &H]DU� &DYXVRJOX 	 5DJKXQDWKDQ� ������

2.3.1 Kriterien

=ZDU VWHKHQ HLQLJH 6LFKHUKHLWVH[SHUWHQ GHU $XVODJHUXQJ �2XWVRXUFLQJ� UHOHYDQWHU ,7�
)XQNWLRQHQ HKHU VNHSWLVFK JHJHQ�EHU� DQGHUH KLQJHJHQ VHKHQ JXWH *U�QGH GDULQ XQG
EHI�UZRUWHQ GDV 2XWVRXUFLQJ YRQ WUDGLWLRQHOOHQ ,7�)XQNWLRQHQ� 'LH (QWVFKHLGXQJ� RE
JHZLVVH ,7�)XQNWLRQHQ DXVJHODJHUW ZHUGHQ VROOWHQ� KlQJW GDEHL YRQ HLQLJHQ )DNWRUHQ
DE� ZLH EHLVSLHOVZHLVH GHU $UW GHU )XQNWLRQ� GHQ .RVWHQ� GHU 4XDOLWlW XQG GHP :HWWEH�
ZHUEVXPIHOG� :LH HV VR RIW EHLP 2XWVRXUFLQJ GHU )DOO LVW� PXVV GLH (QWVFKHLGXQJ GDI�U
MHGHQIDOOV HLQHQ TXDOLWDWLYHQ XQG�RGHU NRVWHQVSH]LILVFKHQ 9RUWHLO I�U GDV 8QWHUQHKPHQ
EULQJHQ �$� &H]DU HW DO�� ������

(LQLJH *U�QGH� GLH GDV 2XWVRXUFLQJ JHZLVVHU ,7�)XQNWLRQHQ EHI�UZRUWHQ� VLQG EHLVSLHOV�
ZHLVH �*RQ]DOH]� *DVFR 	 /ORSLV� ������

��



.DSLWHO �� :HEDSSOLFDWLRQ 6HFXULW\

� )RNXVVLHUXQJ DXI GLH HLJHQHQ .HUQNRPSHWHQ]HQ�

� (UK|KXQJ GHU )OH[LELOLWlW XQG WHFKQRORJLVFK DP DNWXHOOVWHQ 6WDQG EOHLEHQ�

� (UK|KXQJ GHU 4XDOLWlW GXUFK KRFKZHUWLJH H[WHUQH ,7�'LHQVWOHLVWXQJHQ�

� (OLPLQLHUHQ YRQ 5RXWLQHDXIJDEHQ�

� (UOHLFKWHUWHU =XJDQJ ]X �QHXHQ� 7HFKQRORJLHQ�

� 5HGXNWLRQ GHV 5LVLNRV� YHUDOWHWH 7HFKQRORJLHQ ]X YHUZHQGHQ�

� 5HGXNWLRQ YRQ 3HUVRQDO� XQG 7HFKQRORJLHNRVWHQ�

6NHSWLNHU� KLQJHJHQ� EHUXIHQ VLFK DXI IROJHQGH$XVVFKOXVV�.ULWHULHQ� GLH GDV 2XWVRXUFLQJ
YRQ ,7�)XQNWLRQHQ ]XU�FNZHLVHQ �*RQ]DOH] HW DO�� ������

� 0DQJHOKDIWH 4XDOLIL]LHUXQJ GHV 3URYLGHU�3HUVRQDOV�

� 1LFKWHLQKDOWXQJ YRQ 9HUWUlJHQ RGHU .XQGHQEHG�UIQLVVHQ GXUFK $XIWUDJQHKPHU�

� $EKlQJLJNHLW ]X H[WHUQHQ 8QWHUQHKPHQ�

� 9HUOXVW YRQ WHFKQLVFKHP .QRZ�+RZ�

� 9HUVWHFNWH .RVWHQ�

� 8QNODUHV .RVWHQ�1XW]HQ�9HUKlOWQLV�

� 8QXPNHKUEDUNHLW�

(QWVFKHLGHW PDQ VLFK GHQQRFK I�U GDV 2XWVRXUFLQJ YRQ �VLFKHUKHLWV�� UHOHYDQWHQ ,7�
)XQNWLRQHQ� NDQQ PDQ VLFK DQ GLYHUVH 6HUYLFHDQELHWHU ZHQGHQ�

2.3.2 Managed Security Service Provider

0DQDJHG 6HFXULW\ 6HUYLFH 3URYLGHU �0663� YHUZDOWHQ HLQH EUHLWH 3DOHWWH YRQ VLFKHU�
KHLWVUHOHYDQWHQ $QIRUGHUXQJHQ VRZRKO I�U .OHLQ� XQG 0LWWHOXQWHUQHKPHQ� DOV DXFK JUR�H
2UJDQLVDWLRQHQ� =X LKUHQ $QZHQGXQJVJHELHWHQ ]lKOHQ XQWHU DQGHUHP GLH 9HUZDOWXQJ
YRQ )LUHZDOOV� ,QWUXVLRQ 'HWHFWLRQ 6\VWHPHQ �,'6��� YLUWXHOOH SULYDWH 1HW]ZHUNH �931��

�6\VWHPH ]XU hEHUZDFKXQJ XQG $QDO\VH YRQ 'DWHQVWU|PHQ �*UXQZDOG 	 +HU]� ������

��



.DSLWHO �� :HEDSSOLFDWLRQ 6HFXULW\

6LFKHUKHLWV�EHUZDFKXQJ� ,QFLGHQW 0DQDJHPHQW�� IRUHQVLVFKHQ $QDO\VHQ� 6FKZDFKVWHO�
OHQEHZHUWXQJ� 9LUHQVFKXW] XQG GDV )LOWHUQ YRQ ,QKDOWHQ �+LUVFKKHLP� +HLQ]O 	 'LEEHUQ�
������

0DQDJHG 6HFXULW\ 6HUYLFH 3URYLGHU IXQJLHUHQ KLHUEHL DOV KHOIHQGH +DQG I�U ,7�)DFKOHXWH
XQG QHKPHQ WHLOV VRJDU GLH 3RVLWLRQ HLQHV YLUWXHOOHQ &KLHI ,QIRUPDWLRQ 6HFXULW\ 2IILFHU
�Y&,62� HLQ� XP P|JOLFKH 5LVLNHQ VRZHLW DOV P|JOLFK ]X UHGX]LHUHQ XQG ]X YHUPHLGHQ�
0LWWOHUZHLOH KDW VLFK HLQH 9LHO]DKO DQ 8QWHUQHKPHQ DP 0DUNW HWDEOLHUW� ZHOFKH VROFKH
0DQDJHG 6HFXULW\ 6HUYLFHV DQELHWHQ� (LQLJH %HNDQQWH 8QWHUQHKPHQ VLQG EHLVSLHOVZHLVH
GLH +HUMDYHF *URXS� $FFHQWXUH� ,%0 RGHU &LVFR �&\EHU 'HIHQVH 0HGLD *URXS� ������

2.3.3 Managed Detection and Response Provider

:lKUHQG 0DQDJHG 6HFXULW\ 6HUYLFH 3URYLGHU LQ YLHOHQ )lOOHQ �YHUWUDJVDEKlQJLJ� QXU
GLH ,QIUDVWUXNWXU I�U GLH 5HGXNWLRQ YRQ 6LFKHUKHLWVULVLNHQ EHUHLWVWHOOW XQG GLH HLJHQWOLFKH
3UREOHPEHKDQGOXQJ GHQ .XQGHQLQQHQ XQG .XQGHQ �EHUOlVVW� ELHWHQ 0DQDJHG 'HWHFWLRQ
DQG 5HVSRQVH �0'5� 3URYLGHU JHQDX GLH 5HDNWLRQ DXI HLQJHKHQGH 6LFKHUKHLWVULVLNHQ�
6ROFKH 3URYLGHU NRQ]HQWULHUHQ VLFK SURDNWLY DXI GLH 6XFKH QDFK %HGURKXQJHQ� GDU�EHU
KLQDXV DXI GHUHQ (UNHQQXQJ XQG HLQH DQJHPHVVHQH 5HDNWLRQ GDUDXI �.HOOH\� ������

6LH YHUZDOWHQ LQ GHU 5HJHO 7RROV ]XU (UNHQQXQJ XQG 9HUZDOWXQJ YRQ 5LVLNHQ� ZLH
EHLVSLHOVZHLVH 6RIWZDUH ]XP 6FKXW] YRQ (QGSXQNWHQ �(QGSRLQW 3URWHFWLRQ $JHQWV�� ,P
*HJHQVDW] ]X 0663V� ZHOFKH VWDUN DXI DXWRPDWLVLHUWH 'LHQVWH VHW]HQ� ZHUGHQ 0'5
6HUYLFHV I�U JHZ|KQOLFK DNWLY YRQ 0HQVFKHQ EHWULHEHQ� 'DEHL ZHUGHQ GLH 1HW]ZHUNH
GHU .OLHQWLQQHQ XQG .OLHQWHQ LQ (FKW]HLW DXI ,QGLNDWRUHQ I�U $QJULIIH �,QGLFDWRUV RI $WWDFN
�,2$�� XQG .RPSURPLWWLHUXQJHQ �,QGLFDWRUV RI &RPSURPLVH �,2&�� �EHUZDFKW� XP 5LVLNHQ
IU�K]HLWLJ ]X HUNHQQHQ XQG HQWVSUHFKHQG UHDJLHUHQ ]X N|QQHQ �.HOOH\� ������

,Q ZHOFKHP $XVPD� HLQ 0'5 3URYLGHU DXI 5LVLNHQ UHDJLHUW� PXVV GDEHL DOOHUGLQJV NODU
YHUWUDJOLFK JHUHJHOW VHLQ XQG LVW QHEHQ GHU YHUWUDJOLFKHQ %DVLV HEHQIDOOV YRQ GHU ,QIUD�
VWUXNWXU GHU 'LHQVWQHKPHULQQHQ XQG 'LHQVWQHKPHU DEKlQJLJ� 'LH 5HDNWLRQVIlKLJNHLW
NDQQ GDEHL YHUPHLQWOLFK HLQIDFKH $XIJDEHQ EHLQKDOWHQ� ZLH EHLVSLHOVZHLVH GLH (UNHQ�
QXQJ XQG DXWRPDWLVLHUWH (QWIHUQXQJ YRQ 0DOZDUH� RGHU DEHU DXFK NRPSOH[H $XIJDEHQ
ZLH GDV $EVFKDOWHQ YRQ )LUHZDOO�3RUWV RGHU YLUWXHOOHQ 0DVFKLQHQ� 'LH WDWVlFKOLFKH 5H�
DNWLRQ GHV 3URYLGHUV NDQQ� MH QDFK 9HUWUDJ� YRQ HLQIDFKHQ :DUQXQJHQ �EHU JH]LHOWH
$NWLRQHQ ELV KLQ ]X HLQHP XPIDVVHQGHQ 3UR]HVV ]XU (LQGlPPXQJ GHU 5LVLNHQ UHLFKHQ�

�%HUHLFK GHV ,7�6HUYLFHPDQDJHPHQW� XP UDVFK DXI 6W|UXQJHQ ]X UHDJLHUHQ �*LOOLV� ������

��



.DSLWHO �� :HEDSSOLFDWLRQ 6HFXULW\

'HU 0'5 3URYLGHU KDW GHPQDFK LQ GHQ PHLVWHQ )lOOHQ WLHIHQ (LQEOLFN LQ GLH 5HVVRXUFHQ
XQG �WHLOV VHQVLEOH� 'DWHQ GHV 8QWHUQHKPHQV �.HOOH\� ������

(EHQVR ZLH EHL 0DQDJHG 6HFXULW\ 6HUYLFHV JLEW HV HEHQIDOOV LP %HUHLFK GHU 0DQDJHG
'HWHFWLRQ DQG 5HVSRQVH 6HUYLFHV HLQH 9LHO]DKO DQ HWDEOLHUWHQ 8QWHUQHKPHQ DP 0DUNW�
8QWHU DQGHUHP ]lKOHQ $UFWLF :ROI� 5HG &DQDU\� 6HFXUH:RUNV XQG )LUH(\H ]X VROFKHQ
'LHQVWOHLVWXQJVXQWHUQHKPHQ �%UDXH� ������

��



.DSLWHO �� :HE $SSOLFDWLRQ )LUHZDOOV

3 Web Application Firewalls

'DV .RQ]HSW� VLFK PLWKLOIH HLQHU 0DXHU YRU (LQGULQJOLQJHQ XQG $QJULIIHQ ]X VFK�W]HQ�
UHLFKW EHUHLWV YLHOH WDXVHQGH -DKUH LQ GLH PHQVFKOLFKH (YROXWLRQ ]XU�FN� 'HU %DX GHU
&KLQHVLVFKHQ 0DXHU� EHLVSLHOVZHLVH� VROOWH GDV FKLQHVLVFKH 9RON YRU $QJULIIHQ GHU EH�
QDFKEDUWHQ 6WlPPH VFK�W]HQ� ,P0LWWHODOWHU HUULFKWHWHQ GLH 0DFKWKDEHULQQHQ XQG 0DFKW�
KDEHU 0DXHUQ XP LKUH 6FKO|VVHU� XP VLFK VHOEVW XQG GDV 9RON LQ ZLGHUVWDQGVIlKLJHQ
)HVWXQJHQ YRU $QJULIIHQ IHLQGOLFKHU .|QLJUHLFKH ]X VFK�W]HQ� 'HU %HJULII Ä%UDQGPDX�
HU³ �)LUHZDOO� WUDW HWZDV ZHLWHU LQ GHU 0RGHUQH DXI XQG EH]HLFKQHWH 0DXHUQ� ZHOFKH 7HLOH
HLQHV *HElXGHV VFK�W]HQ VROOWHQ� LQ ZHOFKHQ GLH :DKUVFKHLQOLFKNHLW I�U GDV (QWVWHKHQ
YRQ %UlQGHQ DP K|FKVWHQ ZDU� ZLH HWZD LQ .�FKHQ� 0LWKLOIH VROFKHU %UDQGPDXHUQ NRQQ�
WH GLH $XVEUHLWXQJ HLQHV )HXHUV YHUODQJVDPW RGHU VRJDU YHUKLQGHUW ZHUGHQ �,QJKDP�
&RQVXOWLQJ 	 )RUUHVW� ������

$EELOGXQJ ���� 'HU 5LWWHU GHU )LUHZDOO�

,P PRGHUQHQ 8PIHOG GHV ]ZDQ]LJVWHQ XQG HLQXQG]ZDQ]LJVWHQ -DKUKXQGHUWV EH]LHKW
VLFK GHU %HJULII )LUHZDOO DOOHUGLQJV DXI GLH 6LFKHUKHLW LQ &RPSXWHUQHW]ZHUNHQ� 9RUUHLWHU
I�U )LUHZDOOV ZDUHQ LQ GHQ VSlWHQ ��HU -DKUHQ 1HW]ZHUN�5RXWHU� ZHOFKH XQWHUVFKLHGOLFKH
1HW]ZHUNH YRQHLQDQGHU WUHQQWHQ� (LQ 3UREOHP LP HUVWHQ 1HW]ZHUN NRQQWH VRPLW LVROLHUW
ZHUGHQ XQG GDV ]ZHLWH 1HW]ZHUN ZHLWJHKHQG GDYRU JHVFK�W]W ZHUGHQ� 'XUFK GLHVH
%HLVSLHOH ZLUG GHXWOLFK� GDVV GHU %HJULII )LUHZDOO YHUZHQGHW ZLUG� XP HLQ]HOQH *HUlWH RGHU
*HUlWH�*UXSSHQ YRU SRWHQ]LHOO JHIlKUOLFKHQ H[WHUQHQ (LQIO�VVHQ ]X VFK�W]HQ XQG GLH
$XVEUHLWXQJ YRQ JHIlKUOLFKHQ (UHLJQLVVHQ ]X XQWHUELQGHQ RGHU ]X YHUODQJVDPHQ �,QJKDP
HW DO�� ������

�*UDILN YRP $XWRU HUVWHOOW�

��



.DSLWHO �� :HE $SSOLFDWLRQ )LUHZDOOV

,Q GLHVHP .RQWH[W GHILQLHUW VLFK HLQH )LUHZDOO DOV *UHQ]H ]ZLVFKHQ ]ZHL 1HW]ZHUNHQ� GLH
GHQ JHVDPWHQ 9HUNHKU ]ZLVFKHQ GLHVHQ 1HW]ZHUNHQ UHJHOW XQG �EHU HLQHQ 0HFKDQLVPXV
YHUI�JW� XP 5LFKWOLQLHQ GXUFK]XVHW]HQ XQG JHZLVVH 'DWHQ ]X ILOWHUQ RGHU ]X EORFNLHUHQ�
'LHVHV 9RUJHKHQ LVW H[HPSODULVFK LQ $EELOGXQJ ��� GDUJHVWHOOW� 'DU�EHU KLQDXV VROOWH
HLQH )LUHZDOO IROJHQGH .ULWHULHQ HUI�OOHQ �,QJKDP HW DO�� ������

� :LGHUVWDQG JHJHQ VLFKHUKHLWVUHOHYDQWH 9HUVW|�H

� (UP|JOLFKXQJ YRQ $XGLWV XQG 0RQLWRULQJ YRQ 5HVVRXUFHQ

� .HLQ GLUHNWHU %HQXW]HU]XJDQJ

� 6WDUNH $XWKHQWLIL]LHUXQJ

� $XVIDOOVLFKHUKHLW

3ULYDWHV�1HW]ZHUN �΍HQWOLFKHV�1HW]ZHUN

$EELOGXQJ ���� 1HW]ZHUN�)LUHZDOO�

'LHVH *UHQ]H� GLH HLQH )LUHZDOO GDEHL HLQQLPPW� NDQQ GDEHL VRZRKO SK\VLVFK� DOVR HLQ
6W�FN +DUGZDUH� DOV DXFK HLQ YLUWXHOOHV 6W�FN 6RIWZDUH VHLQ� GLH DXI &OLHQW�&RPSXWHUQ
RGHU 6HUYHUQ LQVWDOOLHUW LVW� 6LH ZLUG GHPQDFK GD]X YHUZHQGHW� XP GHQ 1HW]ZHUNYHUNHKU
DXI VFKlGOLFKH $QJULIIH� (LQGULQJOLQJH� 'DWHQ� 1DFKULFKWHQ RGHU DQGHUH (UHLJQLVVH I�U
HLQ]HOQH &OLHQWV RGHU JDQ]H 1HW]ZHUNH ]X ILOWHUQ� 0HLVWHQV EHILQGHQ VLFK )LUHZDOOV
GLUHNW DP 5DQG HLQHV 1HW]ZHUNHV XQG VFK�W]HQ VRZRKO SULYDWH 1HW]ZHUNH DOV DXFK GDV
,QWHUQHW YRU VROFKHQ %HGURKXQJHQ �6WHZDUW 	 .LQVH\� ������

(LQH )LUHZDOO IXQJLHUW DXI GHP 'HQ\ %\ 'HIDXOW � $OORZ %\ ([FHSWLRQ 3ULQ]LS XQG UHJHOW
QDFK GHILQLHUWHQ 5LFKWOLQLHQ GHQ HLQ� DOV DXFK DXVJHKHQGHQ 9HUNHKU HLQHV 1HW]ZHUNHV�
'LHVHV 3ULQ]LS EHVDJW� GDVV NHLQH 'DWHQSDNHWH DQ GHU )LUHZDOO YRUEHLNRPPHQ� RKQH
GDYRU HLQH 5HLKH DQ $QIRUGHUXQJHQ ]X HUI�OOHQ� 'LHVH $QIRUGHUXQJHQ ZHUGHQ GDEHL
�*UDILN YRP $XWRU HUVWHOOW�

��



.DSLWHO �� :HE $SSOLFDWLRQ )LUHZDOOV

YRQ GHQ MHZHLOLJ ]XVWlQGLJHQ 1HW]ZHUNDGPLQLVWUDWRUHQ RGHU 6LFKHUKHLWVEHDXIWUDJWHQ
GHILQLHUW� 'D QLFKW MHGHU 'DWHQYHUNHKU YRQ HLQHU DXWRULVLHUWHQ 4XHOOH VWDPPW� PXVV
GDI�U JHVRUJW ZHUGHQ� GDVV HLQJHKHQGHU 7UDIILF �,QJUHVV� HQWVSUHFKHQG JHILOWHUW ZLUG�
(LQKHUJHKHQG NDQQ DXFK QLFKW GDYRQ DXVJHJDQJHQ ZHUGHQ� GDVV GHU JHVDPWH LQWHUQH
'DWHQYHUNHKU I�U GLH $X�HQZHOW EHVWLPPW LVW� 'DKHU LVW HV ZLFKWLJ HEHQVR I�U GHQ
DXVJHKHQGHQ 7UDIILF �(JUHVV� HQWVSUHFKHQGH 5LFKWOLQLHQ DXI]XVWHOOHQ XQG GLHVHQ EHL
1LFKWHLQKDOWXQJ HQWVSUHFKHQG ]X EORFNLHUHQ �6WHZDUW 	 .LQVH\� ������

)�U GLH WDWVlFKOLFKH )LOWHUXQJ GHV 'DWHQYHUNHKUV OLHVW HLQH )LUHZDOO GLH HLQ]HOQHQ 'DWHQ�
SDNHWH DXV XQG XQWHUVXFKW GLH .RSI]HLOHQ �+HDGHU�� GHQ ,QKDOW �3D\ORDG�� GDV $XIEDXHQ
HLQHU 9HUELQGXQJ �6HVVLRQ� RGHU DXFK DQGHUH :HUWH� ZREHL GLH PHLVWHQ )LUHZDOOV VLFK
DXI HLQHV GLHVHU IRNXVVLHUHQ� ,P +HDGHU VWHKHQ GDEHL ,QIRUPDWLRQHQ �EHU GLH 4XHO�
OH� GHQ 7\S� GLH *U|�H DOVR DXFK GLH $EVHQGHU� XQG =LHODGUHVVH GHV 'DWHQSDNHWV�
,Q GHU 3D\ORDG EHILQGHQ VLFK GLH WDWVlFKOLFKHQ ,QIRUPDWLRQHQ� (UI�OOW HLQ 'DWHQSDNHW
HLQ RGHU PHKUHUH 5LFKWOLQLHQ� ZLUG GHU =XJULII YRQ GHU )LUHZDOO DXWRULVLHUW� :LUG NHLQH
5LFKWOLQLH HUI�OOW� ZLUG GHU =XJULII DXWRPDWLVFK YHUZHLJHUW� ,P )DOOH HLQHV $XVIDOOV IXQJLHUW
GLH )LUHZDOO QDFK GHP )DLO�6DIH 3ULQ]LS XQG HV ZLUG DXWRPDWLVFK GHU JHVDPWH 7UDIILF
EORFNLHUW �6WHZDUW 	 .LQVH\� ������

$OOHUGLQJV VWR�HQ DXFK 1HW]ZHUNILUHZDOOV DQ LKUH *UHQ]HQ XQG N|QQHQ HLQLJH 5LVLNHQ
QLFKW EHU�FNVLFKWLJHQ� ZRGXUFK VLFK 6LFKHUKHLWVO�FNHQ I�U GDV JHVDPWH 1HW]ZHUN HU�
JHEHQ� %HLVSLHOVZHLVH VLQG )LUHZDOOV NHLQH $XWKHQWLIL]LHUXQJV�6\VWHPH XQG GHPQDFK
QLFKW GDI�U HQWZRUIHQ� XP =XJDQJVGDWHQ ]X NRQWUROOLHUHQ RGHU GLJLWDOH =HUWLILNDWH ]X
YHULIL]LHUHQ� :HLWHUV VLQG )LUHZDOOV QLFKW LQ GHU /DJH� YHUVFKO�VVHOWHQ 'DWHQYHUNHKU
HLQ]XVHKHQ XQG GHVVHQ ,QKDOW DXV]XOHVHQ� 'DU�EHU KLQDXV N|QQHQ )LUHZDOOV NHLQHQ
VFKDGKDIWHQ &RGH LQQHUKDOE GHU �EHUPLWWHOWHQ 'DWHQ HUNHQQHQ� )LUHZDOOV DJLHUHQ DXI
%DVLV GHILQLHUWHU 5HJHOQ� 'LHVH 5HJHOQ KDOWHQ VLFK PHLVW LQ *UHQ]HQ XQG OLPLWLHUHQ VLFK
DXI HLQLJH 'XW]HQG ELV KXQGHUW 6W�FN� :lUHQ )LUHZDOO 5HJHOQ HEHQIDOOV DXI GDV (UNHQ�
QHQ YRQ VFKDGKDIWHP &RGH DXVJHOHJW� Z�UGH VLFK GLH $Q]DKO DQ GHILQLHUWHQ 5HJHOQ LP
%HUHLFK YRQ 0LOOLRQHQ EHZHJHQ XQG VWHWLJ ZDFKVHQ �6WHZDUW 	 .LQVH\� ������

)ROJOLFK N|QQHQ )LUHZDOOV HEHQVR ZHQLJ GLH QDFKIROJHQGHQ )XQNWLRQHQ �EHUQHK�
PHQ �6WHZDUW 	 .LQVH\� ������

� 6LQG NHLQH ,QWUXVLRQ 'HWHFWLRQ 6\VWHPH

� 6FK�W]HQ QLFKW YRU ,QVLGHU�$WWDFNHQ�

�%|VZLOOLJH $EVLFKWHQ YRQ LQWHUQHQ 3HUVRQHQ RGHU H[WHUQHQ 8QWHUQHKPHQ� GLH =XJULII DXI GLH HLJHQH
,QIUDVWUXNWXU KDEHQ �9RGRS\DQ� ������

��
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� 6FK�W]HQ QLFKW YRU :HFKVHOPHGLHQ ZLH 86%�6WLFNV

� 6FK�W]HQ QLFKW YRU SK\VLVFKHQ $WWDFNHQ

� .|QQHQ IDOVFKHU .RQILJXUDWLRQ QLFKW YRUEHXJHQ

(LQLJHQ GLHVHU *UHQ]HQ NDQQ HQWJHJHQJHZLUNW ZHUGHQ� LQGHP DXI VRJHQDQQWH 1H[W *H�
QHUDWLRQ )LUHZDOOV �1*):� ]XU�FNJHJULIIHQ ZLUG� 'LHVH 1*):V HUZHLWHUQ GDV .RQ]HSW
UHJXOlUHU 1HW]ZHUNILUHZDOOV XP )XQNWLRQHQ YRQ ,QWUXVLRQ 'HWHFWLRQ� XQG �3UHYHQWLRQ
6\VWHPHQ XQG VLQG EHLVSLHOVZHLVH LQ GHU /DJH� PLW $XWKHQWLIL]LHUXQJV�6SHLFKHUQ ]X
NRPPXQL]LHUHQ XQG IROJOLFK GLH %HQXW]HUDXWKHQWLIL]LHUXQJHQ I�U GHQ DXVJHKHQGHQ 'D�
WHQYHUNHKU DQ $SSOLNDWLRQHQ ]X �EHUQHKPHQ� 'DU�EHU KLQDXV VLQG VLH LQ GHU /DJH GLH
]XJHZLHVHQHQ %DQGEUHLWHQ I�U $SSOLNDWLRQHQ ]X VWHXHUQ �5XVVHO� ������

'HV :HLWHUHQ VLQG 1*):V LQ GHU /DJH� GHQ HLJHQWOLFKHQ 'DWHQVWURP ]X DQDO\VLHUHQ
XQG XQJHZ|KQOLFKH 9HUKDOWHQVPXVWHU ]X HUNHQQHQ� 6LH NRPELQLHUHQ GHQ 3DNHWILOWHU
UHJXOlUHU )LUHZDOOV HQJ PLW HLQHP ,36 XQG N|QQHQ $NWLYLWlWHQ GHU LP 1HW]ZHUN EHILQG�
OLFKHQ %HQXW]HULQQHQ XQG %HQXW]HU HUNHQQHQ XQG DXI %DVLV YRQ 5LFKWOLQLHQ VWHXHUQ�
'DU�EHU KLQDXV N|QQHQ VLH HEHQIDOOV $QWLYLUXV� XQG $QWLVSDP )XQNWLRQHQ� GDV )LOWHUQ
YRQ ,QKDOWHQ� 931�)XQNWLRQHQ� 85/�)LOWHUXQJ RGHU DXFK $GYDQFHG 7KUHDW 'HWHFWLRQ�

�EHUQHKPHQ �*�WWLFK 	 6FKPLW]� ������

$XIEDXHQG DXI GLHVHQ 3ULQ]LSLHQ YRQ 1HW]ZHUN� XQG 1H[W *HQHUDWLRQ )LUHZDOOV KDEHQ
VLFK PLWWOHUZHLOH HEHQIDOOV QRFK VRJHQDQQWH :HE$SSOLFDWLRQ )LUHZDOOV DP0DUNW HWDEOLHUW�
6ROFKH :HE $SSOLFDWLRQ )LUHZDOOV IRNXVVLHUHQ VLFK DXI GLH VLHEHQWH 6FKLFKW GHV 26,�
0RGHOOV �YHUJOHLFKH $EELOGXQJ ����� GHQ $SSOLFDWLRQ�/D\HU XQG ZHUGHQ LQ HUVWHU /LQLH
HLQJHVHW]W� XP :HE�6HUYHU YRU HLQHU 9LHO]DKO DQ $QJULIIVYHNWRUHQ ]X VFK�W]HQ� 'LH
9HUZHQGXQJ YRQ$FFHVV &RQWURO /LVWV �$&/�� ,3�7DEOHV XQG GLH$QDO\VH GHV 'DWHQVWURPV
VLQG GDEHL QXU HLQLJH )XQNWLRQHQ� GLH HLQH VROFKH )LUHZDOO I�U GHQ 6FKXW] YRQ :HE�
6HUYHUQ XQG GDUDXI ODXIHQGHQ $SSOLNDWLRQHQ� OHLVWHW �(QGUDFD� .LQJ� 1RGDOR� 0DULD 	
6DEDV� ������

�(UNHQQXQJ YRQ $QJULIIHQ� GLH PLW IRUWVFKULWWOLFKHU 0DOZDUH XQG GDXHUKDIWHP )HUQ]XJULII YHUVXFKHQ�
VHQVLEOH 8QWHUQHKPHQVGDWHQ �EHU HLQHQ OlQJHUHQ =HLWUDXP ]X VWHKOHQ �/RUG� ������

��
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$SSOLFDWLRQ

3UHVHQWDWLRQ

3K\VLFDO

'DWD��/LQN

7UDQVSRUW

1HWZRUN

6HVVLRQ

�

�

�

�

�

�

�

:$)

$EELOGXQJ ���� 26,�6FKLFKWHQ�

,Q GLHVHP .DSLWHO ZLUG GHU )RNXV DXI VROFKH :$)V JHOHJW XQG GHUHQ )XQNWLRQVZHLVH
WLHIJUHLIHQG HUOlXWHUW�

3.1 Anwendungsfälle und Verwendung

:LH EHUHLWV HUZlKQW� ZHUGHQ :HE $SSOLFDWLRQ )LUHZDOOV YHUZHQGHW� XP :HE�6HUYHU
XQG GDUDXI ODXIHQGH $SSOLNDWLRQHQ DXI $QZHQGXQJVHEHQH YRU HLQHU 9LHO]DKO DQ %H�
GURKXQJHQ ]X VFK�W]HQ� :$)V ZHUGHQ W\SLVFKHUZHLVH LQ &ORXG�8PJHEXQJHQ RGHU LQ
GHPLOLWDULVLHUWHQ =RQHQ �'0=�� HLQJHVHW]W� XP GHQ HLQJHKHQGHQ 'DWHQYHUNHKU ]X SU�IHQ
XQG VRPLW %HGURKXQJHQ IU�K]HLWLJ ]X HUNHQQHQ XQG ]X EHVHLWLJHQ� 6LH YHUI�JHQ �EHU
IRUWVFKULWWOLFKH (UNHQQXQJV�0HFKDQLVPHQ� GLH VRZRKO 6FKXW] YRU =HUR�'D\�$QJULIIHQ��
DOV DXFK 6FKXW] YRU GHQ ]HKQ KlXILJVWHQ 6FKZDFKVWHOOHQ GHU 2:$63 )RXQGDWLRQ XQG
GHQ �� KlXILJVWHQ 6RIWZDUHIHKOHUQ GHV 6$16 ,QVWLWXWV ELHWHQ �5XVVHO� ������

'LH ]HKQ KlXILJVWHQ 6LFKHUKHLWVO�FNHQ GHU 2:$63 )RXQGDWLRQ DXV GHP -DKUH ����
VLQG LQ $EELOGXQJ ��� GDUJHVWHOOW�

�*UDILN YRP $XWRU HUVWHOOW�
�1HXWUDOH =RQH ]ZLVFKHQ GHP SULYDWHQ XQG |IIHQWOLFKHQ 1HW]ZHUN�ZHOFKH GLH %HLGHQ GXUFK )LUHZDOOV
XQG VWUHQJH .RPPXQLNDWLRQVUHJHOQ YRQHLQDQGHU WUHQQW �/XEHU 	 6FKPLW]� ����D��

�$XVQXW]HQ YRQ 6LFKHUKHLWVO�FNHQ� GLH GHP MHZHLOLJHQ 8QWHUQHKPHQ ]XP =HLWSXQNW QRFK XQEHNDQQW
VLQG �)UHGD� ������

��
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2:$63
723���

���'HIHNWH�=XJUL΍V��
.RQWUROOH

���.U\SWRJUDSKLVFKHb
$XVI¦OOH

���'LYHUVH�ΖQMHFWLRQV

���8QVLFKHUHV�'HVLJQ

���)HKOHUKDIWHb
.RQȴJXUDWLRQHQ

���*HI¦KUGHWHb
.RPSRQHQWHQ

����6HUYHUVHLWLJHb
$QIUDJHQ��)¦OVFKXQJ

��b
�EHUZDFKXQJVIHKOHU

���ΖQWHJULW¦WVIHKOHU�LQb
'DWHQ�XQG�6RIWZDUH

���$XWKHQWLȴ]LHUXQJV��
)HKOHU

$EELOGXQJ ���� 2:$63 7RS ���

(LQHUVHLWV ELHWHQ :$) HLQHQ %DVLVVFKXW] YRU EHNDQQWHQ $QJULIIHQ RGHU 6FKZDFKVWHOOHQ
GXUFK 9HUZHQGXQJ YRQ VRJHQDQQWHQ %ODFNOLVWV� 'DV PDFKW VLH ]X HLQHP JHHLJQHWHQ
:HUN]HXJ� XP LQGXVWULHOOH 6WDQGDUGV XP]XVHW]HQ XQG GHQ $QIRUGHUXQJHQ YRQ JHVHW]OL�
FKHQ 5HJHOXQJHQ JHUHFKW ]X ZHUGHQ� %HVRQGHUV UHOHYDQW ZLUG GHU (LQVDW] YRQ :$)
DOOHUGLQJV EHLP $XIGHFNHQ YRQ 6LFKHUKHLWVO�FNHQ GXUFK 3HQHWUDWLRQVWHVWV RGHU &RGH�
5HYLHZV� $XFK ZHQQ GLH 6LFKHUKHLWVO�FNH LQQHUKDOE GHU $QZHQGXQJ ]HLWQDK XQG PLW
YHUWUHWEDUHP $XIZDQG JHVFKORVVHQ ZHUGHQ NDQQ� NDQQ HLQH :$) ELV ]XP WDWVlFKOLFKHQ
$XVUROOHQ GHV 6RIWZDUH�3DWFKHV GLH /�FNH ZHVHQWOLFK VFKQHOOHU VFKOLH�HQ� 'LHV WULWW
RIW EHL 6\VWHPHQ DXI� ZHOFKH DXV PHKUHUHQ .RPSRQHQWHQ RGHU JDU )UHPGV\VWHPHQ
EHVWHKHQ� GHUHQ :DUWXQJV]\NOHQ VHKU ODQJH RGHU XQGHILQLHUW VLQG �'HUPDQQ HW DO�� ������

hEHU GHQ 6FKXW] YRU EHNDQQWHQ $QJULIIHQ KLQDXV� EHVWHKW HLQHU GHU +DXSWQXW]HQ I�U GLH
9HUZHQGXQJ YRQ :HE $SSOLFDWLRQ )LUHZDOOV GDULQ� EHUHLWV IHUWLJJHVWHOOWH $SSOLNDWLRQHQ
LQ 3URGXNWLYXPJHEXQJHQ DXI $QZHQGXQJVHEHQH PLW �EHUVFKDXEDUHP $XIZDQG XQG
RKQH bQGHUXQJ DQ GHQ $QZHQGXQJHQ DQ VLFK� QDFKWUlJOLFK ]X VFK�W]HQ� 'DV ELHWHW
VLFK VRZRKO I�U YHUDOWHWH 6RIWZDUH DOV DXFK I�U )UHPGV\VWHPH DQ� EHL ZHOFKHQ HLQH
bQGHUXQJ GHV 6RXUFH�&RGHV QXU HLQJHVFKUlQNW EH]LHKXQJVZHLVH JDU QLFKW P|JOLFK
LVW �'HUPDQQ HW DO�� ������

1HEHQ GHU VFKQHOOHQ 5HDNWLRQVIlKLJNHLW LQ %H]XJ DXI 6LFKHUKHLWVO�FNHQ� YHUHLQIDFKHQ

�*UDILN DGDSWLHUW YRQ �2:$63 )RXQGDWLRQ� ����D��

��
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:HE $SSOLFDWLRQ )LUHZDOOV HEHQIDOOV GHQ 3UR]HVV GHU )HKOHUORNDOLVLHUXQJ HUKHEOLFK�
YRUDXVJHVHW]W GLH ,PSOHPHQWLHUXQJ GHU :$) ELHWHW GLH 0|JOLFKNHLW YRQ ]HQWUDOHQ )HK�
OHUPHOGXQJHQ� %HL HLQHP 6\VWHP� GDV DXV PHKUHUHQ .RPSRQHQWHQ EHVWHKW� NDQQ GLH
$XVZHUWXQJ LP )HKOHUIDOO HLQLJH =HLW LQ $QVSUXFK QHKPHQ� 'LHV ZLUG GXUFK GDV %HUHLW�
VWHOOHQ YRQ ]HQWUDOHQ )HKOHUPHOGXQJHQ GXUFK HLQH :$) HUOHLFKWHUW XQG EHVFKOHXQLJW
GLH )HKOHUVXFKH� $XIEDXHQG GDUDXI NDQQ HLQH :$) HEHQIDOOV DOV ]HQWUDOH 6WHOOH I�U
0RQLWRULQJ XQG 5HSRUWLQJ YHUZHQGHW ZHUGHQ �'HUPDQQ HW DO�� ������

:HLWHUV GHILQLHUW GLH 2:$63 )RXQGDWLRQ IROJHQGH 9RUWHLOH I�U GLH 9HUZHQGXQJ YRQ :HE
$SSOLFDWLRQ )LUHZDOOV �'HUPDQQ HW DO�� ������

� 6HVVLRQ�0DQDJHPHQW

� 85/�9HUVFKO�VVHOXQJ

� 6LWH�8VDJH�(QIRUFHPHQW�

� 5REXVWKHLW JHJHQ�EHU H[WHUQHQ $QJULIIHQ

� /DVWHQYHUWHLOXQJ

� 7HUPLQLHUXQJ YRQ 66/�9HUELQGXQJHQ

3.1.1 Schutz vor SQL-Injection

(LQH )XQNWLRQ YRQ :HE $SSOLFDWLRQ )LUHZDOOV LVW GDV $EZHKUHQ YRQ 64/�,QMHFWLRQ� 64/�
,QMHFWLRQ LVW 7HLO GHU KlXILJVWHQ %HGURKXQJHQ GHU 2:$63 )RXQGDWLRQ XQG ZXUGH EHUHLWV
LQ .DSLWHO ����� JHQDXHU EHVFKULHEHQ� 'LHVH )RUP GHV $QJULIIV EDVLHUW KlXILJ DXI %DVLV
YRQ +773�3RVW $QIUDJHQ XQG YHUVXFKW PDQLSXOLHUWHQ 64/ &RGH DQ GLH GHU $SSOLNDWLRQ
DQJHNQ�SIWH 'DWHQEDQN ]X VHQGHQ �5XVVHO� ������

(V VWHOOW VLFK GHPQDFK GLH )UDJH� ZLH HLQH :HE $SSOLFDWLRQ )LUHZDOO GLHVH )RUP GHV
$QJULIIV HUNHQQHQ XQG EORFNLHUHQ NDQQ" ,P 3ULQ]LS� QLFKW DEHU LQ GHU WDWVlFKOLFKHQ WHFK�
QLVFKHQ 8PVHW]XQJ� LVW GDV UHODWLY HLQIDFK� 'LH :$) DQDO\VLHUW DXI %DVLV YRQ JHZLVVHQ
5HJHOVlW]HQ GLH (LQJDEH� DOVR GLH 64/�$EIUDJH� XQG VXFKW GDULQ QDFK JHZLVVHQ 0HUN�
PDOHQ YRQ W\SLVFKHQ 64/�,QMHFWLRQ $QJULIIHQ� EHLVSLHOVZHLVH QDFK UHVHUYLHUWHQ =HLFKHQ�
6ROFKH 5HJHOVlW]H VXFKHQ RIWPDOV QDFK 7DXWRORJLHQ� (LQH 7DXWRORJLH EH]HLFKQHW HLQH

�'LH P|JOLFKH 5HLKHQIROJH EHLP $XIUXIHQ YRQ 85/V NDQQ IHVWJHOHJW RGHU HUNDQQW ZHUGHQ �'HUPDQQ HW
DO�� ������

��



.DSLWHO �� :HE $SSOLFDWLRQ )LUHZDOOV

%HGLQJXQJ� ZHOFKH LPPHU ZDKU LVW� 'DV ZRKO HLQIDFKVWH %HLVSLHO I�U HLQH 7DXWRORJLH LVW
IROJHQGHV �5XVVHO� ������

¶ RU � � � � ¶

+LHUEHL ZLUG DQJHQRPPHQ� GDVV HV YRU GHP HUVWHQ HLQIDFKHQ$QI�KUXQJV]HLFKHQ EHUHLWV
HLQH 64/�$EIUDJH JDE� 'XUFK GLHVH 7DXWRORJLH ZLUG GLHVH $EIUDJH XP GHQ $XVGUXFN RU
� � HUZHLWHUW� 0LW GHQ ]ZHL GDUDXIIROJHQGHQ 6XEWUDNWLRQV�2SHUDWRUHQ� ZHOFKH LQ 64/
DOV ,QGLNDWRU I�U .RPPHQWDUH YHUZHQGHW ZHUGHQ� ZLUG MHGHV ZHLWHUH GDUDXI IROJHQGH
64/�6WDWHPHQW DOV .RPPHQWDU PDUNLHUW XQG YRU HLQHU $XVZHUWXQJ DXVJHVFKORVVHQ�
'HPQDFK Z�UGH GLH $XVZHUWXQJ GLHVHU $EIUDJH LQ MHGHP )DOO HUIROJUHLFK VHLQ� GD
(LQV JOHLFK (LQV LQ MHGHP )DOO ZDKU LVW� DXFK ZHQQ GDV GDYRUVWHKHQGH 6WDWHPHQW DOV
ÄIDOVFK³ DXVJHZHUWHW ZHUGHQ Z�UGH� (LQH :$) ZLUNW GHP HQWJHJHQ� LQGHP VLH VROFKH
7DXWRORJLHQ� XQDEKlQJLJ GHU YHUZHQGHWHQ :HUWH� HUNHQQW XQG LQ ZHLWHUH )ROJH ILOWHUQ
XQG EORFNLHUHQ NDQQ �5XVVHO� ������

3.1.2 Schutz vor XSS

1HEHQ GHU 9RUEHXJXQJ YRU 64/�,QMHFWLRQ� NDQQ HLQH :HE $SSOLFDWLRQ )LUHZDOO HEHQIDOOV
$QJULIIH DXI %DVLV GHV LQ .DSLWHO ����� EHVFKULHEHQHQ &URVV�6LWH�6FULSWLQJ HUNHQQHQ�
;66 LVW HEHQIDOOV HLQ GRPLQLHUHQGHU (LQWUDJ LQ GHQ 2:$63 7RS �� XQG EH]HLFKQHW GDV
(LQVFKOHXVHQ YRQ PDQLSXOLHUWHP +70/ RGHU -DYD6FULSW &RGH LQ :HEVHLWHQ XQG GHQ
GDKLQWHUOLHJHQGHQ 'DWHQEDQNHQ �5XVVHO� ������

bKQOLFK ZLH HLQH :$) 64/�,QMHFWLRQ YRUEHXJW� DJLHUW GLHVH DXFK EHL ;66� $XIJUXQG GHU
HQGORVHQ 0|JOLFKNHLWHQ YRQ PDQLSXOLHUWHQ +70/ RGHU -DYD6FULSW� LVW HV ZHQLJ VLQQYROO�
DXI H[DNWH 'DWHQVDW]�EHUHLQVWLPPXQJHQ ]X SU�IHQ� 9LHOPHKU P�VVHQ DXFK EHL VROFKHQ
$WWDFNHQ JHZLVVH 0XVWHU XQG 9HUKDOWHQVZHLVHQ HUNDQQW ZHUGHQ� XP GLHVH HIIHNWLY ILOWHUQ
RGHU EORFNLHUHQ ]X N|QQHQ� 'LH 5HJHOVlW]H YRQ :HE $SSOLFDWLRQ )LUHZDOOV VLQG EHUHLWV
VR YRUNRQILJXULHUW� GDVV VLH EHNDQQWH 0XVWHU YRQ ;66�$WWDFNHQ LQQHUKDOE GHU 85/V
RGHU LQ GHQ 7H[WN|USHUQ GHU $QIUDJH HUNHQQHQ XQG EORFNLHUHQ N|QQHQ �5XVVHO� ������

3.1.3 Schutz vor Session Tampering

(LQH ZHLWHUH EHNDQQWH $QJULIIVDUW� GLH VLFK LQQHUKDOE GHU �� *UXSSHQ GHU 2:$63
)RXQGDWLRQ HLQEHWWHW� LVW GLH 0DQLSXODWLRQ YRQ 6LW]XQJHQ �6HVVLRQ 7DPSHULQJ� RGHU

��



.DSLWHO �� :HE $SSOLFDWLRQ )LUHZDOOV

6HVVLRQ +LMDFNLQJ�� 8QWHU 6HVVLRQ 7DPSHULQJ YHUVWHKW PDQ $QJULIIH� ZHOFKH GXUFK
JH]LHOWH 0DQLSXODWLRQ YRQ 6LW]XQJVGDWHQ ZLH 6HVVLRQ�,'V� 6HVVLRQ�3DUDPHWHU RGHU
DXFK &RRNLHV� YHUVXFKHQ� GLH DNWXHOOH 6HVVLRQ YRQ %HQXW]HULQQHQ RGHU %HQXW]HUQ ]X
�EHUQHKPHQ RGHU LQ GHUHQ 1DPHQ HLQH QHXH ]X VWDUWHQ� +LHUEHL VSULFKW PDQ DXFK YRQ
0DQ�LQ�WKH�0LGGOH RGHU 6HVVLRQ�5HSOD\ $WWDFNHQ �5XVVHO� ������

'D EHL GHU .RPPXQLNDWLRQ �EHU GDV +773�3URWRNROO PHLVW YLHOH YHUVFKLHGHQH 7&3�
9HUELQGXQJHQ YHUZHQGHW ZHUGHQ� EHQ|WLJHQ GLH :HE�6HUYHU 0HWKRGHQ� XP GLH 9HUELQ�
GXQJ HLQ]HOQHU %HQXW]HU ]X HUNHQQHQ� 'LHV ZLUG RIW GXUFK HLQHQ 7RNHQ VLFKHUJHVWHOOW�
GHU QDFK HUIROJUHLFKHU $XWKHQWLIL]LHUXQJ DQ GHQ %URZVHU GHV &OLHQWV JHVHQGHW ZLUG�
6ROFKH 7RNHQV N|QQHQ LQ GLH 85/ HLQJHEHWWHW ZHUGHQ� LP %RG\ RGHU DEHU DXFK DOV
&RRNLH LQ GHQ +773�+HDGHUV� %HLP 6HVVLRQ�+LMDFNLQJ ZLUG YHUVXFKW� VROFKH 7RNHQV ]X
VWHKOHQ RGHU ]X PDQLSXOLHUHQ� XP =XJULII DXI GHQ :HE�6HUYHU ]X HUKDOWHQ� 'LHV NDQQ
EHLVSLHOVZHLVH GXUFK 6HVVLRQ�6QLIILQJ� FOLHQWVHLWLJH $QJULIIH ZLH ;66 RGHU DXFK GXUFK
0DQ�LQ�WKH�0LGGOH�$QJULIIH JHVFKHKHQ �2:$63 )RXQGDWLRQ� ����E��

(LQLJH ,PSOHPHQWLHUXQJHQ YRQ :HE $SSOLFDWLRQ )LUHZDOOV ELHWHQ GLH 0|JOLFKNHLW� $UWH�
IDNWH ZLH EHLVSLHOVZHLVH &RRNLHV� GLJLWDO ]X VLJQLHUHQ� EHYRU GLHVH DQ GLH %URZVHU GHU
%HQXW]HULQQHQ XQG %HQXW]HU ZHLWHUJHOHLWHW ZHUGHQ� 6HQGHW GHU MHZHLOLJH &OLHQW GLHVH
VLJQLHUWHQ &RRNLHV PLW GHU QlFKVWHQ $QIUDJH ZLHGHU UHWRXU� NDQQ GLH :$) GLH 6LJQDWXU
GHU &RRNLHV DXVOHVHQ XQG HQWVSUHFKHQG YDOLGLHUHQ� 'XUFK GLHVHV 3ULQ]LS NDQQ HEHQIDOOV
VLFKHUJHVWHOOW ZHUGHQ� GDVV NHLQH )lOVFKXQJHQ YRQ &RRNLHV LQ GDV 6\VWHP JHODVVHQ
ZHUGHQ �5XVVHO� ������

(LQH ZHLWHUH 0|JOLFKNHLW LQ GLHVHP .RQWH[W LVW HV� GDVV :$) HEHQIDOOV UHVWULNWLHUHQ� GDVV
&OLHQWV QXU PLW VLFKHUHQ 6HUYHUQ NRPPXQL]LHUHQ� ZHOFKH �EHU J�OWLJH =HUWLILNDWH YHUI�JHQ�
6RPLW NDQQ VLFKHUJHVWHOOW ZHUGHQ� GDVV GHU 'DWHQYHUNHKU ZlKUHQG GHU .RPPXQLNDWLRQ
YHUVFKO�VVHOW LVW� XQG GLH :HE$SSOLFDWLRQ )LUHZDOO GLH �EHUWUDJHQHQ 'DWHQ HQWVFKO�VVHOQ
XQG LQ ZHLWHUHU )ROJH YROOVWlQGLJ SU�IHQ NDQQ �5XVVHO� ������

��
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3.2 Architektur

:LH EHUHLWV HUZlKQW� EDVLHUHQ :HE $SSOLFDWLRQ )LUHZDOOV DXI �YRU��GHILQLHUHQ 5HJHO�
ZHUNHQ� DXI %DVLV ZHOFKHU GHU HLQ� RGHU DXVJHKHQGH 7UDIILF HQWZHGHU ZHLWHUJHOHLWHW
RGHU EORFNLHUW ZLUG� 'LHVH GHILQLHUWHQ 5HJHOZHUNH WHLOHQ GHU :$) PLW� QDFK ZHOFKHQ
6FKZDFKVWHOOHQ� 6LFKHUKHLWVO�FNHQ XQG YHUGlFKWLJHP 7UDIILF VLH VXFKHQ P�VVHQ XQG
ZDV LP )DOOH GHV 9HUOHW]HQV HLQHU GLHVHU 5HJHOQ SDVVLHUHQ VROO� ,QWHOOLJHQWH ,PSOHPHQ�
WLHUXQJHQ N|QQHQ GLH 4XHOOH GHU $QIUDJH VRJDU KHUDXVIRUGHUQ� XP ]X EHZHLVHQ� GDVV
VLH YRQ 0HQVFKHQ XQG QLFKW YRQ %RWV VWDPPW� :LUG HLQH 6LFKHUKHLWVO�FNH HQWGHFNW�
ZLUG GLHVH XPJHKHQG JHVFKORVVHQ� XP E|VZLOOLJH $NWHXUH GDUDQ ]X KLQGHUQ� GLHVH
DXV]XQXW]HQ �6XQGDU� ������

6LH N|QQHQ HQWZHGHU DOV +DUGZDUH�*HUlWH EHUHLWJHVWHOOW ZHUGHQ� DOV 6RIWZDUH�3URGXNWH
�RQ�3UHPLVH RGHU LQ GHU &ORXG� RGHU JDU DOV HLQH .RPELQDWLRQ DXV EHLGHQ .RQ]HSWHQ
XQG VLQG LQ GHU 5HJHO DXI %DVLV GHU IROJHQGHQ 6LFKHUKHLWVPRGHOOH NRQILJXULHUW �6XQGDU�
������

� :KLWHOLVWLQJ

� %ODFNOLVWLQJ

� +\EULG

3.2.1 Sicherheitsmodelle & Regelwerke

'DV 3ULQ]LS YRQ :KLWHOLVWLQJ EDVLHUW DXI GHP *UXQGNRQ]HSW� GDVV HV ZHVHQWOLFK HLQID�
FKHU LVW� ]X GHILQLHUHQ� ZHOFKH $UW YRQ $QIUDJHQ JXW XQG VLFKHU I�U GLH GDKLQWHUOLHJHQGHQ
$SSOLNDWLRQHQ VLQG� 'LHVH JXWHQ XQG VLFKHUHQ $QIUDJHQ VLQG LQ GHU 5HJHO ZHVHQWOLFK
�EHUVFKDXEDUHU DOV MHJOLFKH )RUP YRQ YHUGlFKWLJHQ XQG VFKlGOLFKHQ $QJULIIHQ� ZHO�
FKH LP 9HUJOHLFK HLQH YLHO EUHLWHUH 0DVVH HLQQHKPHQ XQG UHJHOPl�LJ JHSIOHJW XQG
�EHUDUEHLWHW ZHUGHQ P�VVHQ �+DOWGRV ,QF�� ������

$UWHIDNWH ZLH &RRNLHV� 5RXWHQ XQG 3DUDPHWHU VLQG GHP 8QWHUQHKPHQ PHLVW EHNDQQW
XQG N|QQHQ RKQH YLHO $XIZDQG LQ HLQH VROFKH :KLWHOLVW HLQJHSIOHJW ZHUGHQ� :KLWH�
OLVWLQJ LVW GHPQDFK I�U 6LWXDWLRQHQ JHHLJQHW� LQ ZHOFKHQ GLH (LQJDEHQ YRQ HLQ� RGHU
DXVJHKHQGHQ $QIUDJHQ EHNDQQW VLQG XQG HV VFK�W]W ]XNXQIWVVLFKHU YRU XQEHNDQQWHQ %H�
GURKXQJHQ �+DOWGRV ,QF�� ������ (V ZLUG HPSIRKOHQ� LP 5DXP YRQ LQWHUQHQ 1HW]ZHUNHQ
DXI ZKLWHOLVW�EDVLHUWH :HE $SSOLFDWLRQ )LUHZDOOV ]X VHW]HQ �6XQGDU� ������

��
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,P 9HUJOHLFK GD]X� LVW GLH 9HUZHQGXQJ YRQ %ODFNOLVWV ZHVHQWOLFK DXIZHQGLJHU XQG DXFK
XQVLFKHUHU� %HL GHU VWHWLJ ZDFKVHQGHQ 0HQJH DQ *HIDKUHQ� GLH LQ GHU KHXWLJHQ =HLW DXI
8QWHUQHKPHQ XQG GHUHQ %HQXW]HULQQHQ XQG %HQXW]HU ODXHUQ� VFKHLQW HV IDVW XQP|JOLFK�
MHGH )RUP YRQ EHNDQQWHQ $QJULIIVYHNWRUHQ LQ HLQHU %ODFNOLVW ]XVDPPHQ]XIDVVHQ� 'XUFK
GLH LPPHQVH$Q]DKO GHU 5HJHOQ� GLH HQWVWHKHQ Z�UGH� ZHQQ GLH :HE$SSOLFDWLRQ )LUHZDOO
UHLQ DXI %DVLV YRQ %ODFNOLVWV NRQILJXULHUW ZlUH� OHLGHW DXFK GLH (IIL]LHQ] GHV 6\VWHPV� GD
MHGHV HLQ� RGHU DXVJHKHQGH 'DWHQSDNHW GLH 9DOLGLHUXQJ MHGHU GLHVHU 5HJHOQ GXUFKODXIHQ
P�VVWH �+DOWGRV ,QF�� ������

'DU�EHU KLQDXV OlVVW VLFK DXI %DVLV YRQ %ODFNOLVW QXU GLH 9HUJDQJHQKHLW DEELOGHQ XQG HV
NDQQ QLFKW DXI QHXDUWLJH� XQHUNDQQWH %HGURKXQJHQ UHDJLHUW ZHUGHQ �+DOWGRV ,QF�� ������
'LH 9HUZHQGXQJ YRQ %ODFNOLVWV ZLUG I�U $SSOLNDWLRQHQ LP |IIHQWOLFKHQ 5DXP HPSIRKOHQ�
GD EHLVSLHOVZHLVH 'LVWULEXWHG 'HQLDO RI 6HUYLFH $WWDFNHQ� DXVJHO|VW GXUFK HLQH JUR�H
$Q]DKO DQ $QIUDJHQ GHUVHOEHQ ,3�$GUHVVH� YHUKLQGHUW ZHUGHQ N|QQHQ �6XQGDU� ������

:LH GHU 1DPH EHUHLWV HUZDUWHQ OlVVW� ZLUG LP +\EULGHQ 0RGHOO VRZRKO DXI GLH 9HUZHQ�
GXQJ YRQ:KLWHOLVWV� DOV DXFK DXI GLH 9HUZHQGXQJ YRQ %ODFNOLVWV JHVHW]W� 'LHVHV .RQ]HSW
HUODXEW HV� VSH]LHOO DXI GLH %HG�UIQLVVH YRQ HLQ]HOQHQ :HE�$SSOLNDWLRQHQ LP 'HWDLO HLQ]X�
JHKHQ� 'LH 9HUZHQGXQJ GHV K\EULGHQ .RQ]HSWV ELHWHW VLFK VRZRKO I�U GLH 9HUZHQGXQJ
LQ SULYDWHQ 1HW]ZHUNHQ DQ� DOV DXFK I�U 1HW]ZHUNH LP |IIHQWOLFKHQ 5DXP �6XQGDU� ������

'LH 5HJHOZHUNH� GLH DXI %DVLV GLHVHU .RQ]HSWH HUVWHOOW ZHUGHQ� XP GHQ WDWVlFKOLFKHQ
,QKDOW GHU 'DWHQSDNHWH ]X YDOLGLHUHQ� N|QQHQ GDEHL VHKU HLQIDFK RGHU DXFK HQWVSUHFKHQG
NRPSOH[ VHLQ� MH QDFKGHP ZHOFKH %HGURKXQJHQ YRQ GHU MHZHLOLJHQ 5HJHO EHKDQGHOW
ZHUGHQ VROO� *UXQGVlW]OLFK EHVWHKW MHGH 5HJHO DXV GUHL .HUQNRPSRQHQWHQ �6PLWK� ������

� 2EMHNWPRGHOO GHU +773�$QIUDJH

� 5HJXODU ([SUHVVLRQ (QJLQH

� 3XQNWHV\VWHP �6FRULQJ�6\VWHP�

'DV 2EMHNWPRGHOO GHU +773�$QIUDJH HQWKlOW GLH WDWVlFKOLFKHQ 'DWHQ� GLH I�U GLH
9DOLGLHUXQJ ]XU 9HUI�JXQJ VWHKHQ� ZLH EHLVSLHOVZHLVH GLH ,3�,QIRUPDWLRQHQ� MHJOLFKH
+773�+HDGHU� GHU %RG\ GHU +773�$QIUDJH� GHU 85/ XQG HQWVSUHFKHQGH 9DULDEOHQ GHU
$QIUDJH� $OO GLHVH ,QIRUPDWLRQHQ ELOGHQ HLQH %DXP�6WUXNWXU� LQ ZHOFKHU DQ YHUVFKLHGHQHQ
6WHOOHQ QDFK XQWHUVFKLHGOLFKHQ $UWHQ YRQ $WWDFNHQ JHVXFKW ZHUGHQ NDQQ �6PLWK� ������
'LHVHV 2EMHNWPRGHOO LVW LQ $EELOGXQJ ��� H[HPSODULVFK GDUJHVWHOOW�

��
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$QIUDJH

85/+773��+HDGHUV
$UJXPHQWH�	b
9DULDEHQ

+RVW 8VHU��$JHQW #DUJV�
#DUJV>
9DULDEOHQb

1DPH
@

7&3�Ζ3

$EELOGXQJ ���� 2EMHNWPRGHOO HLQHV +773 5HTXHVWV��

'LH ]ZHLWH .RPSRQHQWH ELOGHW HLQH VRJHQDQQWH 5HJXODU ([SUHVVLRQ (QJLQH� 1DFK�
GHP VR JXW ZLH DOOH ,PSOHPHQWLHUXQJHQ YRQ :HE $SSOLFDWLRQ )LUHZDOOV DXI %DVLV YRQ
JHZLVVHQ 0XVWHUQ QDFK $QJULIIV�,QGLNDWRUHQ VXFKHQ� ELOGHW HLQH VROFKH (QJLQH HLQHQ
lX�HUVW ZLFKWLJHQ 7HLO HLQHV :$) 6\VWHPV� 'LHVH LVW GHPQDFK GDI�U YHUDQWZRUWOLFK�
GLHVH GHILQLHUWHQ 0XVWHU LQ GHQ HPSIDQJHQHQ 'DWHQ ]X HUNHQQHQ �6PLWK� ������

'LH GULWWH XQG OHW]WH .RPSRQHQWH ELOGHW HLQ 6FRULQJ�6\VWHP� 'LHVHV 3XQNWHV\VWHP LVW
GDI�U ]XVWlQGLJ� XP ]X YDOLGLHUHQ� RE HLQH %HGURKXQJ YRUKDQGHQ LVW RGHU QLFKW� 'DV
6FRULQJ�6\VWHP HQWVFKHLGHW� RE JHQXJ 7UHIIHU HLQHU 5HJHO DQJHVFKODJHQ KDEHQ� XP
GLH $QIUDJH DOV %HGURKXQJ DQVHKHQ ]X N|QQHQ �6PLWK� ������

'LHVH GUHL .RPSRQHQWHQ ELOGHQ GHPQDFK GDV +HU]VW�FN YRQ :HE $SSOLFDWLRQ )LUHZDOOV�
XP GDV UHJHOEDVLHUWH %ORFNLHUHQ YRQ HLQ� XQG DXVJHKHQGHQ +773�$QIUDJHQ JHZlKU�
OHLVWHQ ]X N|QQHQ� (LQIDFKH 5HJHOQ ]LHOHQ LQ GHQ PHLVWHQ )lOOHQ DXI GLH 0HWDGDWHQ GHU
$QIUDJHQ DE XQG OLPLWLHUHQ GLHVH DXI %DVLV VLPSOHU .ULWHULHQ� (LQLJH %HLVSLHOH I�U VROFKH
HLQIDFKHQ 5HJHOQ VLQG �6PLWK� ������

� 'HU 85/ GDUI QLFKW OlQJHU DOV ��� =HLFKHQ VHLQ

� (V PXVV HLQ +RVW�+HDGHU DQJHJHEHQ VHLQ

� 'HU 8VHU�$JHQW +HDGHU GDUI GDV :RUW Ä%RW³ QLFKW HQWKDOWHQ

� 'DV YHUZHQGHWH +773�3URWRNROO PXVV PLQGHVWHQV GHU 9HUVLRQ +773���� HQWVSUH�
FKHQ

:HVHQWOLFK NRPSOH[HU ZHUGHQ GLHVH 5HJHOZHUNH� ZHQQ YHUVXFKW ZLUG $QJULIIH ZLH
��*UDILN DGDSWLHUW YRQ �6PLWK� ������

��
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&RPPDQG�� 64/�,QMHFWLRQ RGHU &URVV�6LWH�6FULSWLQJ ]X HUNHQQHQ� 'LH 8UVDFKH GDI�U
OLHJW GDULQ� GDVV GDEHL 5�FNVLFKW DXI 6RQGHU]HLFKHQ XQG UHVHUYLHUWH 6FKO�VVHOZ|UWHU
JHQRPPHQ ZHUGHQ PXVV� GLHVH 6FKO�VVHOZ|UWHU VLFK DOOHUGLQJV PLW QRUPDOHQ� KDUP�
ORVHQ 'DWHQ �EHUVFKQHLGHQ N|QQHQ� %HLVSLHOVZHLVH N|QQHQ :|UWHU ZLH Ä6(/(&7³�
Ä7$%/(³ RGHU Ä86(5³� ZHOFKH UHVHUYLHUWH $XVGU�FNH LP 64/�'LDOHNW GDUVWHOOHQ� HEHQ�
IDOOV LQ KDUPORVHQ 'DWHQ� ZLH HWZD %ORJSRVWV YRUNRPPHQ �6PLWK� ������

'DV 6FRULQJ�6\VWHP HLQHU :$) YHUVXFK GHP PLWKLOIH HLQHV 3XQNWHV\VWHPV XQG GHILQLHU�
WHQ 6FKZHOOZHUWHQ HQWJHJHQ]XZLUNHQ� 'DEHL ZHUGHQ 6RQGHU]HLFKHQ XQG 6FKO�VVHOZ|U�
WHU DQ HLQH 3XQNWH]DKO JHNQ�SIW� %HLVSLHOVZHLVH EHNRPPHQ UHVHUYLHUWH 6RQGHU]HLFKHQ
YRQ 64/�6WDWHPHQWV ]HKQ 3XQNWH ]XJHZLHVHQ� ZlKUHQG 64/�6FKO�VVHOEHJULIIH I�QI
3XQNWH ]XJHZLHVHQ EHNRPPHQ� $XVGU�FNH� GLH QLFKW DXV HLQHP UHVHUYLHUWHQ %HUHLFK
VWDPPHQ� ZHUGHQ PLW QXOO 3XQNWHQ TXDQWLIL]LHUW� -HGHU 7UHIIHU DGGLHUW QXQ GLH GHILQLHUWH
3XQNWH]DKO ]XP (UJHEQLV KLQ]X� hEHUVWHLJW GDV (UJHEQLV VFKOXVVHQGOLFK GHQ GHILQLHUWHQ
6FKZHOOZHUW� ZLUG YRQ HLQHU $WWDFNH DXVJHJDQJHQ �6PLWK� ������

(LQ HLQIDFKHV %HLVSLHO I�U HLQ 6FRULQJ 6\VWHP ]XU (UNHQQXQJ YRQ 64/�,QMHFWLRQ ZLUG
YRQ 6PLWK ������ JHQDQQW XQG LOOXVWULHUW� *HKW PDQ YRQ IROJHQGHP 64/�,QMHFWLRQ $QJULII
DXV

5REHUW¶��'523 7$%/( 678'(176�� �

NDQQ GHU ,QKDOW LQ XQWHUVFKLHGOLFKH 7HLOH DXIJHWHLOW ZHUGHQ� 5HVHUYLHUWH =HLFKHQ� 6FKO�V�
VHOZ|UWHU XQG �EULJ EOHLEHQGH $XVGU�FNH� 'LHV LVW H[HPSODULVFK LQ HLQHP 9HQQ�
'LDJUDPP LQ $EELOGXQJ ��� GDUJHVWHOOW�

4XDQWLIL]LHUW PDQ QXQ GDV DQJHI�KUWH %HLVSLHO PLW GHQ GDYRU IHVWJHOHJWHQ 3XQNWHZHUWHQ�
HUJLEW VLFK GDV (UJHEQLV DXV 7DEHOOH ���� /LHJW GDV (UJHEQLV GLHVHU 5HJHO QXQ XQWHU GHP
GHILQLHUWHQ 6FKZHOOHQZHUW� ZLUG QLFKW YRQ HLQHP $QJULII DXVJHJDQJHQ� /LHJW HV GDU�EHU�
VFKOlJW GLH :$) $QJULIIVDODUP� XQG EORFNLHUW GLH HQWVSUHFKHQGHQ 'DWHQSDNHWH� 'LHVH
4XDQWLIL]LHUXQJ NDQQ GDEHL UHFKW IOH[LEHO XQG PRGXODU VHLQ� %HLVSLHOVZHLVH NDQQ HV
XQWHUVFKLHGOLFKH 6FKZHOOZHUWH I�U GLH XQWHUVFKLHGOLFKHQ ]X HUNHQQHQGHQ %HGURKXQJHQ
JHEHQ� $OOHUGLQJV NDQQ VR HLQ 6FKZHOOZHUW HEHQIDOOV I�U GLH JHVDPWH $QIUDJH GHILQLHUW
ZHUGHQ XQG QLFKW QXU I�U HLQ]HOQH 7HLOH GHV +773�2EMHNWPRGHOV �6PLWK� ������

��
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5REHUW

6WXGHQW


��

���

'523

7$%/(

5HVHUYLHUWH

=HLFKHQ

5HVWOLFKH

$XVGU�FNH

6FKO�VVHO��

:|UWHU

$EELOGXQJ ���� 7HLOH HLQHU 64/�,QMHFWLRQ��

:HUW 3XQNWH
5REHUW �
¶�� ��
'523 �
7$%/( �
6WXGHQWV �
�� � ��
6XPPH� ��

7DEHOOH ���� 4XDQWLIL]LHUXQJ 64/�,QMHFWLRQ��

'HPQDFK HUVFKZHUHQ VROFKH NRPSOH[HQ 5HJHOQ QLFKW QXU GLH NRUUHNWH .RQILJXUDWLRQ�
VRQGHUQ I�KUHQ DXFK KlXILJ ]X HUK|KWHQ )DOVFK�3RVLWLY�5DWHQ �IDOVH�SRVLWLY UDWHV�� DOVR
]X IlOVFKOLFKHUZHLVH DOV %HGURKXQJ HLQJHVWXIWHQ $QIUDJHQ� GLH LQ GHU 5HDOLWlW JDU NHLQH
VLQG� 'LHV VWHOOW HLQH +HUDXVIRUGHUXQJ I�U GHQ HIIL]LHQWHQ XQG NRUUHNWHQ %HWULHE HLQHU
:HE $SSOLFDWLRQ )LUHZDOO GDU� =LHO EHL GHU 9HUZHQGXQJ YRQ :$) VROOWH VHLQ� GLHVH
)DOVFK�3RVLWLY�5DWHQ P|JOLFKVW JHULQJ ]X KDOWHQ �6PLWK� ������

*OHLFK]HLWLJ PXVV DEHU DXFK YHUVXFKW ZHUGHQ� GLH )DOVFK�1HJDWLY�5DWHQ �IDOVH�QHJDWLY
UDWHV� DXI HLQHP 0LQLPXP ]X KDOWHQ� DOVR $QIUDJHQ� GLH IlOVFKOLFKHUZHLVH QLFKW DOV
%HGURKXQJ DQJHVHKHQ ZXUGHQ� REZRKO VLH HLQH GDUVWHOOHQ� 'LH PHLVWHQ $GPLQLVWUDWRUHQ
XQG 6LFKHUKHLWVEHDXIWUDJWHQ YHUEULQJHQ FLUFD ��� LKUHU =HLW PLW GHP 9HUVXFK� LKUH
5HJHOZHUNH DXI GDV DNNXUDWH 1LYHDX ]X KHEHQ� ZLH HV YRQ GHQ GDKLQWHUOLHJHQGHQ
$SSOLNDWLRQHQ YHUODQJW ZLUG� XQG GLH 5DWHQ HQWVSUHFKHQG JHULQJ ]X KDOWHQ �6PLWK� ������
��*UDILN DGDSWLHUW YRQ �6PLWK� ������
��'DWHQ �EHUQRPPHQ YRQ �6PLWK� ������

��
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3.2.2 Typen & Betriebsarten

)�U GLH %HUHLWVWHOOXQJ �'HSOR\PHQW� XQG GDV WDWVlFKOLFKH (LQVDW]JHELHW YRQ :HE $S�
SOLFDWLRQ )LUHZDOOV JLEW HV XQWHUVFKLHGOLFKH $QVlW]H XQG 0|JOLFKNHLWHQ� DXI ZHOFKH MH
QDFK $QIRUGHUXQJ ]XU�FNJHJULIIHQ ZHUGHQ NDQQ� 'LH (LQVDW]JHELHWH UHLFKHQ GDEHL YRQ
6HUYHU�3OXJLQV� �EHU )LOWHU�,QVWDOODWLRQHQ ELV KLQ ]X PD�JHVFKQHLGHUWHQ /|VXQJHQ I�U
VSH]LHOOH $SSOLNDWLRQHQ� 'DU�EHU KLQDXV NDQQ ]ZLVFKHQ IROJHQGHQ XQWHUVFKLHGOLFKH$UWHQ
YRQ :HE $SSOLFDWLRQ )LUHZDOOV XQWHUVFKLHGHQ ZHUGHQ �6HUPSLQLV� ������

� +DUGZDUH�EDVLHUWH :$)

� &ORXG�EDVLHUWH XQG K\EULGH :$)

� &RGH�LQWHJULHUWH :$)

+DUGZDUH�EDVLHUWH :HE $SSOLFDWLRQ )LUHZDOOV EH]HLFKQHQ HLQ 6W�FN +DUGZDUH� GDV
SK\VLVFK DXI HLQHP 6HUYHU LQVWDOOLHUW ZLUG� 'DPLW ZHUGHQ VLH YRU GHU :HE�,QIUDVWUXNWXU
GHV 6HUYHUV SODW]LHUW XQG HUP|JOLFKHQ� GDVV I�U GHQ :$) 6HUYLFH NHLQH 9HUELQGXQJ ]X
HLQHP 5HPRWH�6HUYHU KHUJHVWHOOW ZHUGHQ PXVV� 1DFKGHP KDUGZDUH�EDVLHUWH /|VXQJHQ
YRU MHJOLFKHU +DUGZDUH GHU HLJHQWOLFKHQ :HE�6HUYHU SODW]LHUW ZHUGHQ� PXVV GHU JHVDPWH
'DWHQYHUNHKU LQLWLDO GLH :$) SDVVLHUHQ� EHYRU HU DQ GLH HQWVSUHFKHQGH :HE�$SSOLNDWLRQ
ZHLWHUJHOHLWHW ZLUG� 'LHVH $UW YRQ :$) LVW lX�HUVW ]XYHUOlVVLJ XQG EHILQGHW VLFK LQ
GHQ HLJHQHQ YLHU 5lXPHQ� ZRGXUFK GDV %HKHEHQ YRQ 3UREOHPHQ YHUHLQIDFKW ZLUG�
*OHLFK]HLWLJ NDQQ GLHV DOV 1DFKWHLO DQJHVHKHQ ZHUGHQ� GD EHL DXIWUHWHQGHQ 3UREOHPHQ
)DFKSHUVRQDO YRU 2UW VHLQ PXVV �6HUPSLQLV� ������

'DU�EHU KLQDXV PXVV GLHVH )RUP YRQ :HE $SSOLFDWLRQ )LUHZDOO PLW GHP JHVDPWHQ
'DWHQYHUNHKU XQG GHQ $QIRUGHUXQJHQ XQWHUVFKLHGOLFKHU 3URWRNROOH GHV 6HUYHUV ]XUHFKW�
NRPPHQ XQG VRPLW I�U MHJOLFKHQ GHQNEDUHQ )DOO NRQILJXULHUW ZHUGHQ� XP ]XN�QIWLJ NHLQH
3UREOHPH ]X YHUXUVDFKHQ �6HUPSLQLV� ������

&ORXG�EDVLHUWH �RGHU K\EULGH� :$) 6\VWHPH KLQJHJHQ� ZHUGHQ H[WHUQ DXI HQWIHUQWHQ
6HUYHUQ YRQ &ORXG�'LHQVWOHLVWHUQ RGHU LQ =XVDPPHQDUEHLW PLW VROFKHQ EHWULHEHQ� 'LHVHU
7\S YRQ :$) NDQQ DXV HLQHU .RPELQDWLRQ DXV +DUGZDUH XQG 5HPRWH�&ORXG�6HUYLFHV
EHVWHKHQ� EHL ZHOFKHU GHU 7UDIILF LQLWLDO LP 5HPRWH�&ORXG�6HUYLFH JHILOWHUW ZLUG� EHYRU GLH�
VHU DQ GHQ MHZHLOLJHQ :HE�6HUYHU ZHLWHUJHOHLWHW ZLUG� 6ROFKH :HE $SSOLFDWLRQ )LUHZDOOV
ELHWHQ LQ GHQ PHLVWHQ )lOOHQ HLQHQ DXVJH]HLFKQHWHQ 6FKXW] YRU 'LVWULEXWHG 'HQLDO RI
6HUYLFH $QJULIIHQ� ZHOFKH VLFK LP OHW]WHQ -DKU]HKQW ]X HLQHU GHU KlXILJVWHQ %HGURKXQJHQ
I�U 8QWHUQHKPHQ HWDEOLHUW KDW �6HUPSLQLV� ������

��
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$EJHVHKHQ YRP 6FKXW] YRU ''R6 $QJULIIHQ� ELHWHW GLHVH $UW YRQ :HE $SSOLFDWLRQ
)LUHZDOOV HLQHQ 0HKUZHUW I�U 8QWHUQHKPHQ� ZHOFKH LKUHQ %HWULHE �EHU PHKUHUH YHUWHLOWH
6WDQGRUWH KLQZHJ DXVI�KUHQ XQG QLFKW MHGHU GLHVHU 6WDQGRUWH �EHU HLQH HLJHQH SK\VLVFKH
6HUYHU�,QIUDVWUXNWXU YHUI�JW RGHU HLQH HLJHQH /|VXQJ EHQ|WLJW �6HUPSLQLV� ������

1HEHQ GHQ EHUHLWV JHQDQQWHQ /|VXQJHQ JLEW HV HEHQIDOOV QRFK 6RIWZDUH� RGHU &RGH�
LQWHJULHUWH:HE $SSOLFDWLRQ )LUHZDOO 6\VWHPH� 'LHVH EDVLHUHQ UHLQ DXI 6RIWZDUHLPSOH�
PHQWLHUXQJHQ XQG N|QQHQ HQWZHGHU GLUHNW LQ GLH ]X VFK�W]HQGHQ :HE�$SSOLNDWLRQHQ
LQWHJULHUW ZHUGHQ RGHU DOV 6RIWZDUHLQVWDOODWLRQ DP 6HUYHU EHUHLWJHVWHOOW ZHUGHQ� 'DEHL
PXVV GHU 'DWHQYHUNHKU ]XHUVW GLH ]XU )LOWHUXQJ YHUZHQGHWH 6RIWZDUH SDVVLHUHQ� EHYRU
GLHVHU GHQ HLJHQWOLFKHQ 6HUYHU RGHU GLH =LHO�$SSOLNDWLRQ HUUHLFKHQ NDQQ �6HUPSLQLV�
������

(LQH VRIWZDUHVHLWLJH /|VXQJ KDW GHQ 9RUWHLO� GDVV GLHVH UHODWLY NRVWHQHIIL]LHQW LVW� GLH 3UR�
EOHPEHKDQGOXQJ OHLFKWHU IlOOW XQG ZHVHQWOLFK OHLFKWHU DNWXDOLVLHUW ZHUGHQ NDQQ� =ZDU ZLUG
I�U VROFKH /|VXQJHQ WHLOZHLVH WURW]GHP VSH]LHOOH +DUGZDUH EHQ|WLJW� DOOHUGLQJV NDQQ GLH
:DUWXQJ HLQHU VRIWZDUHVHLWLJHQ /|VXQJ DXFK YRP UHJXOlUHQ ,7�3HUVRQDO �EHUQRPPHQ
ZHUGHQ �6HUPSLQLV� ������

1HEHQ GHQ XQWHUVFKLHGOLFKHQ 7\SHQ YRQ :HE $SSOLFDWLRQ )LUHZDOOV� JLEW HV HEHQIDOOV
QRFK XQWHUVFKLHGOLFKH $UWHQ� XP GLHVH ]X EHWUHLEHQ� (LQLJH XQWHUVFKLHGOLFKH 0|JOLFK�
NHLWHQ I�U GHQ %HWULHE YRQ :$) XPIDVVHQ IROJHQGH �6HUPSLQLV� ����� 5XVVHO� �����
$QGHUV� R� -���

� 5HYHUVH 3UR[\

� 7UDQVSDUHQW 3UR[\

� )RUZDUG 3UR[\

� 1HW]ZHUN�hEHUZDFKXQJVPRGXV

� 6HUYHU�0RGXV

Reverse Proxy

'LH PHLVWHQ 0HQVFKHQ EHWUDFKWHQ HLQH :HE $SSOLFDWLRQ )LUHZDOO DOV 5HYHUVH�3UR[\�
6HUYHU� 'LHVH $UW GHV 'HSOR\PHQWV OHLWHW HLQJHKHQGHQ 'DWHQYHUNHKU DXI %DVLV YRQ
1HWZRUN $GGUHVV 7UDQVODWLRQ �1$7��� ]ZLVFKHQ LQWHUQHQ XQG H[WHUQHQ 1HW]ZHUNHQ

��(UVHW]HQ YRQ 4XHOO� RGHU =LHO�,3�$GUHVVHQ YRQ 'DWHQSDNHWHQ GXUFK DQGHUH $GUHVVHQ �/XEHU 	 'RQQHU�
������

��
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DQ GLH =LHO�6HUYHU ZHLWHU� 'LH :$) EHVLW]W GDEHL HLQH HLJHQH ,3�$GUHVVH �6HUPSLQLV�
������ 1$7 VRUJW LQ GLHVHP .RQWH[W GDI�U� GDVV GLH LQWHUQHQ ,3�$GUHVVHQ YROOVWlQGLJ
YRU GHU $X�HQZHOW YHUERUJHQ ZHUGHQ� :LUG HLQH :$) DOV 5HYHUVH�3UR[\ HLQJHVHW]W�
OlXIW GHU JHVDPWH 'DWHQYHUNHKU �EHU GLH :$) XQG HV JLEW NHLQH 'DWHQSDNHWH� GLH GDUDQ
YRUEHLNRPPHQ �5XVVHO� ������

(LQH $XVI�KUXQJ GLHVHU 9DULDQWH ELOGHW GDV 'UHLEHLQLJH�0RGHOO� ,Q GLHVHP 0RGHOO ZLUG
QXU HLQH HLQ]LJH :$) HLQJHVHW]W� ZHOFKH �EHU GUHL JHWUHQQWH 6FKQLWWVWHOOHQ YHUI�JW�
(LQH |IIHQWOLFKH 6FKQLWWVWHOOH� HLQH LQWHUQH XQG HLQH DEJHVFKLUPWH I�U 6XEQHW]H� ZLH EHL�
VSLHOVZHLVH HLQH '0=� 'LHVHV GUHLEHLQLJH 0RGHOO KDW GHQ 9RUWHLO� GDVV ZHQLJ +DUGZDUH
EHQ|WLJW ZLUG� EULQJW DEHU VLPXOWDQ GLH 1DFKWHLOH� GDVV NHLQH KRKH 9HUI�JEDUNHLW HUUHLFKW
ZHUGHQ NDQQ XQG� GDVV HV EHL IDOVFKHU .RQILJXUDWLRQ ]XU *HIlKUGXQJ GHV LQWHUQHQ
RGHU DEJHVFKLUPWHQ 1HW]ZHUNHV NRPPHQ NDQQ �5XVVHO� ������ 'LHVHV 0RGHOO ZLUG
H[HPSODULVFK LQ $EELOGXQJ ��� GDUJHVWHOOW�

ΖQWHUQHV�1HW]ZHUN

'0=

�΍HQWOLFKHV�1HW]ZHUN

$EELOGXQJ ���� 'UHLEHLQLJH :$)��

%HZlKUWHU LVW DOOHUGLQJV GLH %HUHLWVWHOOXQJ YRQ :$) DOV VRJHQDQQWHV )LUHZDOO�6DQGZLFK�
ZLH HV LQ ��� GDUJHVWHOOW LVW� ,Q GLHVHP 0RGHOO VHW]W PDQ DXI GHQ (LQVDW] YRQ ]ZHL :$)�
'LH HUVWH EHILQGHW VLFK DP 5DQG GHV lX�HUHQ 1HW]ZHUNHV XQG GLH ]ZHLWH DP 5DQG GHV
,QQHUHQ� 'HU %HUHLFK ]ZLVFKHQ GHQ EHLGHQ :$) IXQJLHUW DOV '0=� (LQ )LUHZDOO�6DQGZLFK
EULQJW GHQ 9RUWHLO� GDVV GLH bQGHUXQJ HLQHU )LUHZDOO QLFKW ]ZDQJKDIW GDV LQWHUQH 1HW]ZHUN
��*UDILN YRP $XWRU HUVWHOOW�

��
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JHIlKUGHW� 'DU�EHU KLQDXV NDQQ LQ GLHVHP 0RGHOO GLH lX�HUVWH :$) DOV 66/�7/6�
7HUPLQLHUXQJVSXQNW YHUZHQGHW ZHUGHQ� 'XUFK GLHVH 7HUPLQLHUXQJ KDW GLH ]ZHLWH �LQQHUH�
:$) GLH 0|JOLFKNHLW� GHQ ,QKDOW GHU 'DWHQSDNHWH JHQDXHU ]X EHWUDFKWHQ �5XVVHO� ������

ΖQWHUQHV�1HW]ZHUN �΍HQWOLFKHV�1HW]ZHUN'0=

66/

�X¡HUH�:$)ΖQQHUH�:$)

$EELOGXQJ ���� :$) 6DQGZLFK��

Transparent Proxy

bKQOLFK GHU %HUHLWVWHOOXQJ DOV 5HYHUVH�3UR[\ LVW GLH 9HUZHQGXQJ DOV 7UDQVSDUHQW 3UR[\�
GDUJHVWHOOW LQ $EELOGXQJ ���� 'HU 8QWHUVFKLHG ]XU 9HUZHQGXQJ DOV 5HYHUVH�3UR[\ LVW�
GDVV GLH:$) LQ GLHVHU )RUP NHLQH HLJHQH ,3�$GUHVVH EHVLW]W XQG DOV WUDQVSDUHQWHU /D\HU
� 6ZLWFK IXQJLHUW� GD VLH KLQWHU HLQHU 1HW]ZHUN�)LUHZDOO SODW]LHUW ZLUG� 'LH 9HUZHQGXQJ
DOV WUDQVSDUHQWHU 3UR[\ EULQJW GLH 9RUWHLOH� GDVV KRKH 9HUI�JEDUNHLW HUUHLFKW ZHUGHQ
NDQQ XQG NHLQH bQGHUXQJHQ DP 1HW]ZHUN RGHU GHQ GDKLQWHUOLHJHQGHQ $SSOLNDWLRQHQ
QRWZHQGLJ VLQG �5XVVHO� ����� 6HUPSLQLV� ������

(LQLJH ,PSOHPHQWLHUXQJHQ YRQ :HE $SSOLFDWLRQ )LUHZDOOV XQWHUVW�W]HQ GDU�EHU KLQDXV
HLQHQ Ä5RXWLQJ�0RGH³� (LQ VROFKHU 0RGXV LVW YRUWHLOKDIW� ZHQQ 1$7 YHUZHQGHW ZHUGHQ
PXVV� RGHU ZHQQ JHZLVVH 6XEQHW]H LQ HLQHQ DQGHUHQ ,3�$GUHVVEHUHLFK IDOOHQ DOV GLH
UHVWOLFKHQ 7HLOH GHV 1HW]ZHUNV �5XVVHO� ������

��*UDILN YRP $XWRU HUVWHOOW�

��
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ΖQWHUQHV�1HW]ZHUN
�΍HQWOLFKHV�1HW]ZHUN

1HW]ZHUN��
)LUHZDOO

:$)

$EELOGXQJ ���� 7UDQVSDUHQW 3UR[\ :$)��

Forward Proxy

(LQ )RUZDUG�3UR[\ GHILQLHUW GDV *HJHQVW�FN ]X HLQHP 5HYHUVH�3UR[\� 'LHVHU LVW HEHQ�
IDOOV DP 5DQGH GHV 1HW]ZHUNHV VWDWLRQLHUW� UHJHOW DOOHUGLQJV LP *HJHQVDW] ]X HLQHP
5HYHUVH�3UR[\ QXU GHQ DXV GHP 1HW]ZHUN DXVJHKHQGHQ 'DWHQYHUNHKU QDFK YRUJHJHEH�
QHQ 5LFKWOLQLHQ� 6ROFKH )RUZDUG�3UR[LHV ZHUGHQ LQ GHU 5HJHO LQ GHQ LQWHUQHQ 1HW]ZHUNHQ
YRQ JUR�HQ 2UJDQLVDWLRQHQ� ZLH 8QLYHUVLWlWHQ RGHU 8QWHUQHKPHQ� EHWULHEHQ� 'DGXUFK
VLQG GLHVH LQ GHU /DJH� GDV 9HUKDOWHQ GHU VLFK LP 1HW]ZHUN EHILQGOLFKHQ %HQXW]HULQQHQ
XQG %HQXW]HU DXI JHZLVVH $UW XQG :HLVH ]X UHVWULNWLHUHQ XQG ]X �EHUZDFKHQ �/DNKQR HW
DO�� ����� ,PSHUYD ,QF�� R� -�� %KDUGZDM� R� -���

(LQHUVHLWV N|QQHQ GLH %HQXW]HULQQHQ XQG %HQXW]HU GDUDQ JHKLQGHUW ZHUGHQ� JHZLVVH
:HEVHLWHQ ]X EHVXFKHQ� 'DU�EHU KLQDXV� NDQQ GDV 9HUKDOWHQ GLHVHU �EHUZDFKW XQG
YHUGlFKWLJHU 'DWHQYHUNHKU EORFNLHUW ZHUGHQ� EHYRU GLHVHU HLQHQ 6HUYHU HUUHLFKW� $EJH�
VHKHQ YRQ 5HVWULNWLRQHQ JHJHQ�EHU GHQ $QZHQGHULQQHQ XQG $QZHQGHUQ� NDQQ GXUFK
9HUZHQGXQJ HLQHV )RUZDUG�3UR[LHV JOHLFK]HLWLJ GLH (UIDKUXQJ XQG 6LFKHUKHLW I�U GLHVH
YHUEHVVHUW ZHUGHQ� 'LHV ZLUG HUP|JOLFKW� GD GHU ,QKDOW YRQ RIW EHVXFKWHQ :HEVHLWHQ LQ
&DFKHV JHKDOWHQ XQG VR GLH $QWZRUW]HLWHQ EHLP %HVXFK VROFKHU HUKHEOLFK EHVFKOHX�
QLJW ZHUGHQ NDQQ� 'DU�EHU KLQDXV YHUVFKOHLHUW GHU )RUZDUG 3UR[\ GLH ,3�$GUHVVH GHU
&OLHQWV XQG HUP|JOLFKW GLHVHQ VRPLW HLQHQ DQRQ\PHQ $XIWULWW LP ,QWHUQHW �/DNKQR HW DO��
����� ,PSHUYD ,QF�� R� -�� %KDUGZDM� R� -��� 'HU %HWULHE HLQHU :HE $SSOLFDWLRQ )LUHZDOO
DOV )RUZDUG�3UR[\ LVW LQ $EELOGXQJ ���� GDUJHVWHOOW�

��*UDILN DGDSWLHUW YRQ �$QGHUV� R� -���

��



.DSLWHO �� :HE $SSOLFDWLRQ )LUHZDOOV

ΖQWHUQHV�1HW]ZHUN �΍HQWOLFKHV�1HW]ZHUN

:$)

$EELOGXQJ ����� )RUZDUG 3UR[\ :$)��

Netzwerk-Überwachungsmodus

(LQH :HE $SSOLFDWLRQ )LUHZDOO NDQQ HEHQIDOOV LQ HLQHP 1HW]ZHUN�hEHUZDFKXQJVPRGXV
EHWULHEHQ ZHUGHQ� DXFK 2XW�2I�%DQG JHQDQQW� GDUJHVWHOOW LQ $EELOGXQJ ����� 'LH :$)
ZLUG GDEHL GLUHNW YRU GHP :HE�6HUYHU SODW]LHUW XQG �EHUZDFKW GHQ HLQJHKHQGHQ 'DWHQ�
YHUNHKU GHV 6HUYHUV �EHU 7HVW $FFHVV 3RLQWV �7$3��� RGHU 6ZLWFK 3RUW $QDO\]HU 3RUWV
�63$1� ���

'DV EHGHXWHW� GDVV GLH :$) QLFKW GLUHNW LQQHUKDOE GHV 'DWHQIOXVVHV SODW]LHUW ZLUG�
VRQGHUQ GHQ 'DWHQYHUNHKU VSLHJHOW XQG SDVVLY DQDO\VLHUW� 'LHVHU 0RGXV ELHWHW HLQH
OHLFKWH XQG VFKQHOOH %HUHLWVWHOOXQJ GHV :$) 6HUYLFHV� KDW HLQH lX�HUVW QLHGULJH /DWHQ]
XQG ELHWHW VLFK JXW I�U 3LORWSURMHNWH XQG 7HVWV DQ� $OOHUGLQJV VLQG LQ GLHVHP 0RGXV QLFKW
DOOH )XQNWLRQHQ GHU :$) YHUI�JEDU XQG HLQ %ORFNLHUHQ YRQ YHUGlFKWLJHP 'DWHQYHUNHKU
RGHU HUNDQQWHQ EHGURKXQJHQ LVW QXU PLWKLOIH YRQ 7&3�5HVHWV�� P|JOLFK �6HUPSLQLV�
����� $QGHUV� R� -�� 5XVVHO� ������

��*UDILN DGDSWLHUW YRQ �/DNKQR HW DO�� ������
��'HGL]LHUWHV *HUlW ]XU SDVVLYHQ $XIWHLOXQJ GHV 1HW]ZHUNYHUNHKUV �6FKXEHUW� ������
��'HGL]LHUWHU 3RUW HLQHV 1HW]ZHUN�6ZLWFK ]XU (UVWHOOXQJ YRQ .RSLHQ GHU 'DWHQSDNHWH XQG �EHUPLWWOXQJ

GLHVHU DQ DQJHVFKORVVHQH 7RROV �6FKXEHUW� ������
��6HQGHQ HLQHV EHVWLPPWHQ 7&3 'DWHQSDNHWV� XP DXI 3UREOHPH KLQ]XZHLVHQ XQG HLQ 7HUPLQLHUHQ E]Z�

HUQHXWHV $XIEDXHQ GHU 9HUELQGXQJ ]X LQGL]LHUHQ �0ROHV� ������

��



.DSLWHO �� :HE $SSOLFDWLRQ )LUHZDOOV

ΖQWHUQHV�1HW]ZHUN

�΍HQWOLFKHV�1HW]ZHUN

:$)

1HW]ZHUN��
)LUHZDOO7$3�63$1

$EELOGXQJ ����� :$) 0RQLWRULQJ 0RGH��

Server-Modus

,P 6HUYHU�0RGXV� DEJHELOGHW LQ $EELOGXQJ ����� EHILQGHQ VLFK GLH :$) GLUHNW DQ GHQ ]X
VFK�W]HQGHQ :HE�6HUYHUQ� 'DEHL ZHUGHQ VLH DQKDQG YRQ 3OXJLQV� 6HUYLFH�0RGXOHQ
RGHU HLJHQVWlQGLJHQ 6RIWZDUH�$SSOLNDWLRQHQ GLUHNW DP 6HUYHU EHWULHEHQ� (LQH :HE
$SSOLFDWLRQ )LUHZDOO LQ GLHVHP 0RGXV LVW HEHQIDOOV OHLFKW EHUHLW]XVWHOOHQ� EULQJW DEHU GHQ
1DFKWHLO� GDVV ZLFKWLJH 5HVVRXUFHQ GHV 6HUYHUV YHUEUDXFKW ZHUGHQ� 'DU�EHU KLQDXV
N|QQHQ DXFK LQ GLHVHP %HWULHEVPRGXV QLFKW DOOH )XQNWLRQHQ YROO DXVJHQXW]W ZHUGHQ XQG
bQGHUXQJHQ P�VVHQ VWUHQJ NRQWUROOLHUW ZHUGHQ� XP VRZRKO GLH NRUUHNWH )XQNWLRQVZHLVH
GHU :$)� DOV DXFK GLH GHU :HE�6HUYHU ]X JHZlKUOHLVWHQ �$QGHUV� R� -���

ΖQWHUQHV�1HW]ZHUN
�΍HQWOLFKHV�1HW]ZHUN

:$) 1HW]ZHUN��
)LUHZDOO

$EELOGXQJ ����� :$) 6HUYHU 0RGH��

��*UDILN DGDSWLHUW YRQ �$QGHUV� R� -���
��*UDILN DGDSWLHUW YRQ �$QGHUV� R� -���

��
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3.3 Grenzen & Herausforderungen

2EZRKO :HE $SSOLFDWLRQ )LUHZDOOV HLQH EUHLWH 3DOHWWH DQ )XQNWLRQHQ ELHWHQ� XP $SSOLND�
WLRQHQ YRU EHNDQQWHQ %HGURKXQJHQ ]X VFK�W]HQ� LVW GLHV LQ GHQ OHW]WHQ -DKUHQ ZHVHQWOLFK
LQHIIL]LHQWHU JHZRUGHQ� DOV HV LQ GHU 9HUJDQJHQKHLW ZDU� 'DV )LOWHUQ� hEHUZDFKHQ XQG
%ORFNLHUHQ YRQ E|VDUWLJHP 'DWHQYHUNHKU UHLFKW KHXW]XWDJH QLFKW PHKU DXV� XP GLH
6HUYHU XQG 'DWHQ HLQHV 8QWHUQHKPHQV HIIHNWLY YRU &\EHUDQJULIIHQ ]X VFK�W]HQ �/�
'HIHQVH /WG�� ������

$EELOGXQJ ����� 'HU 5LWWHU GHU )LUHZDOO� 'XUFKEUXFK��

'HU *UXQG GDI�U LVW� GDVV PRGHUQH $QJULIIH LPPHU NRPSOH[HU ZHUGHQ XQG DXV HLQHU
.RPELQDWLRQ YRQ WHFKQLVFKHQ XQG IXQNWLRQDOHQ $QJULIIVIRUPHQ EHVWHKHQ� :lKUHQG HLQ
WHFKQLVFKHU $QJULII EHLVSLHOVZHLVH YHUVXFKW� 'LHQVWH GXUFK ''R6�$WWDFNHQ YRQ %RW�
1HW]ZHUNHQ ]X XQWHUEUHFKHQ� ZLUG GXUFK HLQHQ IXQNWLRQDOHQ $QJULII YHUVXFKW� 6FKZDFK�
VWHOOHQ ]XU SHUV|QOLFKHQ %HUHLFKHUXQJ DXV]XQXW]HQ RGHU GLH *HVFKlIWVORJLN GXUFK 0DQL�
SXODWLRQHQ ]X VW|UHQ� (UVWHUHV HUIRUGHUW IXQNWLRQVXQDEKlQJLJH� XQG ULFKWOLQLHQEDVLHUWH
6FKXW]PD�QDKPHQ� XP VROFKHQ $QJULIIHQ HIIHNWLY YRUEHXJHQ ]X N|QQHQ� /HW]WHUHV
KLQJHJHQ EHQ|WLJW HLQH YROOVWlQGLJH 1XW]ODVWDQDO\VH �/� 'HIHQVH /WG�� ������

'DU�EHU KLQDXV JHUDWHQ WUDGLWLRQHOOH 1HW]ZHUN�8PJHEXQJHQ LPPHU ZHLWHU LQ GHQ 6FKDW�
WHQ� GD 8QWHUQHKPHQ LPPHU PHKU DXI &ORXG�QDWLYH ,QIUDVWUXNWXUHQ VHW]HQ XQG $SSOLND�
WLRQHQ� $EOlXIH XQG 'DWHQ LQ GLH &ORXG YHUODJHUQ� 'DUDXV HUJHEHQ VLFK QHXH 9HNWRUHQ
I�U $QJULIIH� QHXH 6LFKHUKHLWVO�FNHQ XQG QHXH +HUDXVIRUGHUXQJHQ� XP VLFK HIIL]LHQW YRU
%HGURKXQJHQ ]X VFK�W]HQ �/� 'HIHQVH /WG�� ������

��*UDILN YRP $XWRU HUVWHOOW�

��



.DSLWHO �� :HE $SSOLFDWLRQ )LUHZDOOV

3.3.1 Herausforderungen

'HU %HWULHE HLQHU :$) XQWHUVW�W]W 8QWHUQHKPHQ ]ZDU GDEHL� GLH 6LFKHUKHLW I�U LKUH
$QZHQGXQJHQ ]X HUK|KHQ� JOHLFK]HLWLJ DEHU HUJHEHQ VLFK GDGXUFK JHZLVVH +HUDXVIRU�
GHUXQJHQ� GLH HLQHQ HIIL]LHQWHQ (LQVDW] HUVFKZHUHQ� %DEX ������ IDVVW GLHVH +HUDXVIRU�
GHUXQJHQ LQ IROJHQGH I�QI 3XQNWHQ ]XVDPPHQ �%DEX� ������

� 9LHOH $ODUPH GXUFK )DOVH�3RVLWLYHV

� /DQJZLHULJH 8QWHUVXFKXQJV]HLWHQ

� 8QHUNDQQWH $QJULIIH GXUFK )DOVH�1HJDWLYHV

� (UK|KWH :DUWXQJ GXUFK 'HY2SV

� +RKH .RVWHQ

,Q .DSLWHO ����� ZXUGH EHUHLWV HLQ NXU]HU (LQEOLFN LQ )DOVH�3RVLWLYH�5DWHV JHJHEHQ� 'LH�
VH )DOVH�3RVLWLYHV EHVFKUHLEHQ GDV %ORFNLHUHQ YRQ $QIUDJHQ� ZHOFKH IlOVFKOLFKHUZHLVH
DOV %HGURKXQJ HLQJHVWXIW ZXUGHQ� -H K|KHU GLHVH 5DWH EH]LHKXQJVZHLVH GLH $Q]DKO
GLHVHU )DOVH�3RVLWLYHV LVW� GHVWR PHKU :DUQXQJHQ ZHUGHQ YRQ GHU :$) DXVJHJHEHQ
XQG OHJLWLPHU 'DWHQYHUNHKU ZLUG EORFNLHUW� ,VW GLH 5DWH GHU )DOVH�3RVLWLYHV VHKU KRFK�
N|QQHQ $GPLQLVWUDWRULQQHQ XQG $GPLQLVWUDWRUHQ GHU :$) OHLFKW YRQ GHU $Q]DKO DQ ]X
SU�IHQGHQ :DUQXQJHQ �EHUZlOWLJW ZHUGHQ �%DEX� ����� :LFNHWW� ������

1DFKGHP :$) DX�HUKDOE GHU $QZHQGXQJHQ SODW]LHUW VLQG XQG QLFKW ZLVVHQ� I�U ZHOFKH
%HGURKXQJHQ GLH $QZHQGXQJHQ DQIlOOLJ VLQG� LVW HV I�U GLH :HE $SSOLFDWLRQ )LUHZDOO
VFKZLHULJ ]X HQWVFKHLGHQ� ZHOFKH $QJULIIH HFKW VLQG XQG ZHOFKH QLFKW� +RKH )DOVH�
3RVLWLYH�5DWHV ODVVHQ 8QWHUQHKPHQ GD]X QHLJHQ� LKUH :$) QLFKW LP %ORFNLQJ�0RGH
�VRQGHUQ QXU LP 0RQLWRULQJ�0RGH� ]X EHWUHLEHQ� RGHU LKUH :$)�5HJHO DXI HLQHP 0LQL�
PXP ]X KDOWHQ� ZHOFKH QXU GLH RIIHQVLFKWOLFKVWHQ %HGURKXQJHQ HUNHQQHQ N|QQHQ �%DEX�
����� :LFNHWW� ������

'DU�EHU KLQDXV N|QQHQ VROFKH )DOVH�3RVLWLYHV HEHQIDOOV $XVZLUNXQJHQ DXI GLH %HQXW�
]HUHUIDKUXQJ GHU .XQGLQQHQ XQG .XQGHQ GHV 8QWHUQHKPHQV KDEHQ� %HLVSLHOVZHLVH
N|QQHQ SRWHQ]LHOOH .XQGLQQHQ XQG .XQGHQ LKUH %HVWHOOXQJHQ QLFKW SODW]LHUHQ� GD GLHVH
IlOVFKOLFKHUZHLVH DOV %HGURKXQJ HLQJHVWXIW XQG GLH HQWVSUHFKHQGH $QIUDJH YRQ GHU
:$) EORFNLHUW ZXUGH �%DEX� ����� :LFNHWW� ������

(LQKHUJHKHQG PLW HLQHU KRKHQ )DOVH�3RVLWLYH�5DWH XQG HQWVSUHFKHQG YLHOHQ 0HOGXQ�

��



.DSLWHO �� :HE $SSOLFDWLRQ )LUHZDOOV

JHQ GHU :$)� VLQG ODQJZLHULJH 8QWHUVXFKXQJV]HLWHQ I�U GLH $GPLQLVWUDWRULQQHQ XQG
$GPLQLVWUDWRUHQ GHU :HE $SSOLFDWLRQ )LUHZDOO� (LQHUVHLWV PXVV JHUDGH EHLP (LQI�KUHQ
HLQHU :$) DXI HLQH P|JOLFKHUZHLVH VHKU KRKH )DOVH�3RVLWLY�5DWH HLQJHJDQJHQ ZHUGHQ�
DQGHUHUVHLWV EHGDUI HV ODXIHQG $QSDVVXQJHQ DQ GHQ 5HJHOQ� XP GLHVH )DOVH�3RVLWLYHV
]X HOLPLQLHUHQ �%DEX� ����� 1RYLNRY� ������

'HU .RQWH[W� GHQ HLQH :$) XQWHUVXFKW� KlOW VLFK GDEHL LQ *UHQ]HQ XQG JHKW PHLVW
QLFKW �EHU GLH 'DWHQ HLQHU +773�$QIUDJH KLQDXV� )�U GLH 3HUVRQHQ� ZHOFKH GLH :$)
DGPLQLVWULHUHQ� ZLUG HV DXIJUXQG GLHVHV JHULQJHQ .RQWH[WV HUVFKZHUW� HIIHNWLY DXI 9RUIlOOH
HLQ]XJHKHQ JHQXJ ,QIRUPDWLRQHQ ]X VDPPHOQ� XP GLH YHUGlFKWLJH $NWLYLWlW XQWHUVXFKHQ
]X N|QQHQ� 'DGXUFK ZLUG YLHO =HLW XQG )DFKZLVVHQ YRP ]XVWlQGLJHQ 3HUVRQDO HUIRUGHUW�
XP HLQH :$) HIIHNWLY ]X EHWUHLEHQ �%DEX� ����� 1RYLNRY� ������

1HEHQ )DOVH�3RVLWLYHV HUVFKZHUHQ DXFK )DOVH�1HJDWLYHV GHQ HIIL]LHQWHQ %HWULHE HLQHU
:$) HUKHEOLFK� 6ROFKH )DOVH�1HJDWLYHV EH]HLFKQHQ E|VDUWLJH $QIUDJHQ� GLH YRQ GHU
:$) QLFKW DOV VROFKH HUNDQQW ZHUGHQ XQG GHPQDFK QLFKW EORFNLHUW ZHUGHQ N|QQHQ� 'LHVH
)DOVH�1HJDWLYHV VLQG LQ GHU 5HJHO $QJULIIH� ZHOFKH VLFK QXU VFKZHU GXUFK EHNDQQWH
0XVWHU HUNHQQHQ ODVVHQ� %HLVSLHOVZHLVH I�KUHQ ;0/ ([WHUQDO (QWLW\ �;;(� $QJULIIH
KlXILJ ]X VROFKHQ )DOVH�1HJDWLYHV� %HL ;;( $QJULIIHQ LVW HLQH 5HIHUHQ] DXI HLQH H[WHUQH
(QWLWlW LQQHUKDOE GHU �EHUPLWWHOWHQ ;0/ 'DWHQ HLQJHEHWWHW� 'LHVH (QWLWlW LVW GDKHU QLFKW
GLUHNW 7HLO GHU �EHUPLWWHOWHQ 'DWHQ� VRQGHUQ DOV UHIHUHQ]LHUHQGHU 85, LQWHJULHUW� GHU
HUVW YRQ GHU $SSOLNDWLRQ� GLH GLH 'DWHQ HLQOLHVW� DXIJHO|VW ZLUG �%DEX� ����� 2:$63
)RXQGDWLRQ� ������

'HU :$) ZLUG HV VRPLW XQP|JOLFK JHPDFKW� YHUGlFKWLJH 0XVWHU LQQHUKDOE GLHVHU H[�
WHUQHQ (QWLWlW ]X HUNHQQHQ� 'LH (OLPLQLHUXQJ YRQ )DOVH�1HJDWLYHV VWHOOW GDKHU HLQH
VFKZLHULJH +HUDXVIRUGHUXQJ I�U GLH DGPLQLVWULHUHQGHQ 3HUVRQHQ GHU :$) GDU� GD GLHVH
GDV (LQGULQJHQ YRQ WDWVlFKOLFK VFKDGKDIWHQ $QIUDJHQ LQ GDV 6\VWHP GHV 8QWHUQHKPHQV
HUP|JOLFKHQ �%DEX� ����� 2:$63 )RXQGDWLRQ� ������

=XVlW]OLFK ]XU +HUDXVIRUGHUXQJ� $QJULIIH HIIHNWLY ]X HUNHQQHQ� HUVFKZHUHQ HEHQIDOOV
PRGHUQH 'HY2SV�3UR]HVVH GHQ HIIL]LHQWHQ (LQVDW] YRQ :HE $SSOLFDWLRQ )LUHZDOOV�
:$) ZHUGHQ LPPHU |IWHU LQ 8PJHEXQJHQ SODW]LHUW� LQ ZHOFKHQ HLQH KlXILJH bQGHUXQJ
GHV 6RIWZDUH�&RGHV GHU GDKLQWHUOLHJHQGHQ $SSOLNDWLRQHQ GHU )DOO LVW� 0RGHUQH :HE
$SSOLNDWLRQHQ EDVLHUHQ DXI &RQWLQXRXV ,QWHJUDWLRQ XQG 'HOLYHU\ XQG ZHUGHQ VRPLW
ODXIHQG PLW 8SGDWHV XQG bQGHUXQJHQ YHUVRUJW� /LHJW HLQH VROFKH $SSOLNDWLRQ KLQWHU HLQHU
:$)� PXVV GDPLW JHUHFKQHW ZHUGHQ� GDVV KlXILJH bQGHUXQJHQ DQ GHU $SSOLNDWLRQ VHOEVW�
DXFK bQGHUXQJHQ DQ GHU :$) YRUDXVVHW]HQ �%DEX� ����� 9HODVFR� ������

��
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6FKOXVVHQGOLFK VSLHOHQ DXFK .RVWHQ HLQH ZLFKWLJH 5ROOH I�U HLQHQ HIIL]LHQWHQ (LQVDW] YRQ
:$)� *HUDGH LQ &ORXG�8PJHEXQJHQ N|QQH GLH .RVWHQ VHKU VFKQHOO VHKU KRFK ZHUGHQ�
%HVRQGHUV GDQQ� ZHQQ GLH :$) QLFKW I�U HLQH %HUHLWVWHOOXQJ LQ GHU &ORXG DXVJHOHJW LVW�
=XVlW]OLFK PXVV GDUDXI 5�FNVLFKW JHQRPPHQ ZHUGHQ� GDVV GLH 5LFKWOLQLHQ GHU :$)
DQJHSDVVW ZHUGHQ P�VVHQ� ZHQQ VLFK GLH GDKLQWHUOLHJHQGH $SSOLNDWLRQ lQGHUW RGHU
VNDOLHUW ZLUG� 6RPLW VLQG ODXIHQG $QSDVVXQJHQ DQ GHU :$) VHOEVW QRWZHQGLJ� GLH YLHO
=HLW LQ $QVSUXFK QHKPHQ N|QQHQ XQG HQVWVSUHFKHQG LP %XGJHW HLQJHSODQW ZHUGHQ
VROOWHQ �%DEX� ����� 1RYLNRY� ������

'HPQDFK JLEW HV EHLP %HWULHE HLQHU :$) HLQLJHV ]X EHDFKWHQ XQG HV VROOWH GDYRQ
DEJHVHKHQ ZHUGHQ� VLFK DXI GDV UHLQH %HUHLWVWHOOHQ HLQHU VROFKHQ ]X YHUODVVHQ� 9LHOPHKU
PXVV GLHVH UHJHOPl�LJ �EHUDUEHLWHW XQG YHUEHVVHUW ZHUGHQ� XP GHQ HIIHNWLYHQ 6FKXW]
GHU GDKLQWHUOLHJHQ $SSOLNDWLRQHQ ]X JHZlKUOHLVWHQ� $OOHUGLQJV JLEW HV HEHQIDOOV HLQLJH
$VSHNWH� GLH HLQH :$) QLFKW EHU�FNVLFKWLJHQ NDQQ�

3.3.2 Grenzen

1HEHQ GHQ JHQDQQWHQ +HUDXVIRUGHUXQJHQ EHLP %HWULHE YRQ :$)� JLEW HV HEHQIDOOV
*UHQ]HQ� ZHOFKH HLQH :$) QLFKW �EHUVFKUHLWHQ NDQQ� =ZDU ZXUGHQ :$) LQ YLHOHQ
%HUHLFKHQ YRQ 8QWHUQHKPHQ DGDSWLHUW� WURW]GHP VFKHLQHQ VLH YHUDOWHW ]X VHLQ XQG VLFK
QLFKW DOV EHZlKUWH 6LFKHUKHLWVPHWKRGH HWDEOLHUW ]X KDEHQ �6SKHULFDO 'HIHQFH $, ,QF�
������

(LQH *UHQ]H YRQ :HE $SSOLFDWLRQ )LUHZDOOV LVW GHU 8PJDQJ PLW =HUR�'D\�([SORLWV�
(LQH :$) NDQQ QXU DXI %DVLV GHU GHILQLHUWHQ 5HJHOQ DJLHUHQ� =HUR�'D\�([SORLWV EH�
]HLFKQHQ DOOHUGLQJV QHXH 6LFKHUKHLWVO�FNHQ� GLH ]XYRU QRFK QLFKW EHNDQQW ZDUHQ XQG
I�U ZHOFKH QRFK NHLQ 3DWFK YHUI�JEDU LVW� =ZDU NDQQ DQKDQG GLHVHU 5HJHOQ EHWURIIHQHU
'DWHQYHUNHKU VFKQHOO EORFNLHUW ZHUGHQ� DOOHUGLQJV NDQQ GLH :$) QXU VFKZHU VHOEVW DXI
VROFKH %HGURKXQJHQ UHDJLHUHQ �6SKHULFDO 'HIHQFH $, ,QF� ������

=HUR�'D\�([SORLWV DEHU DXFK bQGHUXQJHQ GHU $SSOLNDWLRQHQ XQG GDV (QWVWHKHQ QHXHU
6LFKHUKHLWVO�FNHQ EULQJHQ HLQHQ KRKHQ :DUWXQJVDXIZDQG GHU :$)V PLW VLFK� 'LH
:DUWXQJ YRQ :$)�1HW]ZHUNHQ LVW lX�HUVW ]HLWLQWHQVLY XQG PXVV UHJHOPl�LJ JHPDFKW
ZHUGHQ� -HGHV QHXH )HDWXUH HLQHU ]X VFK�W]HQGHQ $SSOLNDWLRQ XQG MHGH QHXH 6LFKHU�
KHLWVO�FNH P�VVHQ PLW GHU :$) DEJHVWLPPW ZHUGHQ� 'LHV NDQQ HLQ JUR�HV 3UREOHP
GDUVWHOOHQ� $QSDVVXQJHQ DQ GHU :$) N|QQHQ YHUVlXPW ZHUGHQ RGHU EHVWHKHQGH 5HJHOQ
ZHUGHQ GDKLQJHKHQG JHlQGHUW� GDVV VLH LKUHQ HLJHQWOLFKHQ =ZHFN QLFKW PHKU HUI�OOHQ
XQG ZHLWHUH 6LFKHUKHLWVO�FNHQ RIIHQOHJHQ �6SKHULFDO 'HIHQFH $, ,QF� ������

��
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'HV :HLWHUHQ KDEHQ :$) 6\VWHPH 3UREOHPH GDPLW� 5HSOD\�$WWDFNHQ ]X HUNHQQHQ�
'LH )XQNWLRQVZHLVH YRQ :$) VFKUlQNW GLHVH DXI GLH $QDO\VH HLQ]HOQHU $QIUDJHQ HLQ
XQG PDFKW VLH JHJHQ�EHU $QJULIIHQ� GLH �EHU PHKUHUH $QIUDJHQ KLQZHJ JHVFKHKHQ�
PDFKWORV� 5HSOD\�$WWDFNHQ IDOOHQ EHLVSLHOVZHLVH LQ GLHVH .DWHJRULH� 6ROFKH $QJULIIH
VHQGHQ J�OWLJH $QIUDJHQ LQ E|VZLOOLJHU $EVLFKW ZLHGHUKROW RGHU YHU]|JHUW �6SKHULFDO
'HIHQFH $, ,QF� ������

3.4 Anbieter

hEHU GLH -DKUH KDW VLFK HLQH 9LHO]DKO DQ$QELHWHUQ YRQ:HE$SSOLFDWLRQ )LUHZDOO /|VXQJHQ
HWDEOLHUW� 'LHVH UHLFKHQ YRQ QDPKDIWHQ 8QWHUQHKPHQ� �EHU 1LVFKHQ�6SLHOHU ELV KLQ ]X
YROOVWlQGLJHQ 2SHQ�6RXUFH�/|VXQJHQ� -HGHU GLHVHU $QELHWHU KDW GDEHL VHLQH 6WlUNHQ
XQG 6FKZlFKHQ� ,Q GLHVHP $EVFKQLWW VROO HWZDV QlKHU DXI HLQLJH GLHVHU $QELHWHU YRQ
NRPPHU]LHOOHQ DOV DXFK YRQ 2SHQ�6RXUFH /|VXQJHQ HLQJHJDQJHQ ZHUGHQ �'¶+RLQQH�
+LOV� .DXU 	 :DWWV� ������

3.4.1 Kommerziell

'DV 0DUNWIRUVFKXQJVXQWHUQHKPHQ *DUWQHU KDW EHUHLWV PHKUIDFK %HULFKWH �EHU :HE
$SSOLFDWLRQ )LUHZDOOV YHU|IIHQWOLFKW� 8QWHU GLHVHQ %HULFKWHQ EHILQGHQ VLFK XQWHU DQGHUHP
$QDO\VHQ XQWHUVFKLHGOLFKHU $QELHWHU YRQ :$)V� ZHOFKH GLH GLYHUVHQ 8QWHUQHKPHQ DXI
%DVLV LKUHU 6WlUNHQ XQG 6FKZlFKHQ LQ IROJHQGH .DWHJRULHQ JOLHGHUW �'¶+RLQQH HW DO��
������

� 1LVFKHQ�6SLHOHU

� 9LVLRQlUH

� +HUDXVIRUGHUHU

� )�KUHU

'LH $QDO\VH YRQ *DUWQHU DXV GHP -DKU ���� OLVWHW ]HKQ YHUVFKLHGHQH $QELHWHU YRQ
:$)�6\VWHPHQ DXI XQG ZHLVW LKQHQ MHZHLOV HLQH GHU JHQDQQWHQ .DWHJRULHQ ]X �'¶+RLQQH
HW DO�� ������ ,Q $EELOGXQJ ���� VLQG GLHVH (UJHEQLVVH GDUJHVWHOOW�

'D HV VLFK EHL GLHVHQ +HUVWHOOHUQ XP NRPPHU]LHOOH $QELHWHU KDQGHOW� VROOHQ QXQ MHZHLOV

��
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HLQHU DXV GHU MHZHLOLJHQ .DWHJRULH HWZDV QlKHU EHVFKULHEHQ ZHUGHQ� &ORXGIODUH DOV
+HUDXVIRUGHUHU� ,PSHUYD DOV )�KUHU� $PD]RQ :HE 6HUYLFHV DOV 1LVFKHQ�6SLHOHU XQG
5DGZDUH DOV 9LVLRQlU �'¶+RLQQH HW DO�� ������

9LVLRQ¦UH1LVFKHQ௶७6SLHOHU

+HUDXVIRUGHUHU )¾KUHU

&ORXG)ODUH

)�

%DUUDFXGD)RUWLQHW

0LFURVRIW

$PD]RQ
:HE

6HUYLFHV

$NDPDL

ΖPSHUYD

6LJQDO
6FLHQFHV

5DGZDUH

)¦
KL
JN
HL
W�]
XU
�$
XV
I¾
KU
XQ

J

9ROOVW¦QGLJNHLW�GHU�9LVLRQHQ

$EELOGXQJ ����� *DUWQHU :$) 0DJLF 4XDGUDQW��

Cloudflare

'DV E|UVHQQRWLHUWH 8QWHUQHKPHQ &ORXGIODUH PLW 6LW] LQ 6DQ )UDQFLVFR ZLUG LP 4XD�
GUDQWHQ GHU +HUDXVIRUGHUHU JHOLVWHW XQG ZLUG JUXQGVlW]OLFK DOV HUQVWKDIWHU $QZlUWHU LP
%HUHLFK YRQ :HE $SSOLFDWLRQ XQG $3, 3URWHFWLRQ �:$$3� EHZHUWHW� 0LW EHUHLWV PHKU
DOV ���� 0LWDUEHLWHQGHQ ELHWHW GDV 8QWHUQHKPHQ KDXSWVlFKOLFK 'LHQVWH LP %HUHLFK
YRQ ''R6 3URWHFWLRQ XQG &'1 �&RQWHQW 'HOLYHU\ 1HWZRUN� 1HW]ZHUNHQ� DOOHUGLQJV
DXFK HLQH HLJHQH 6LQJOH�6LJQ�2Q /|VXQJ� ,P %HUHLFK YRQ :HE $SSOLFDWLRQ )LUHZDOOV
ELHWHW &ORXGIODUH HLQH SUDNWLVFKH 6HOI�6HUYLFH�/|VXQJ I�U 8QWHUQHKPHQ MHGHU *U|�H
XQG PHKUHUHQ 1LHGHUODVVXQJHQ �'¶+RLQQH HW DO�� ������

&ORXGIODUH EULOOLHUW JUXQGVlW]OLFK PLW HLQHU DXVJH]HLFKQHWHQ ,QIUDVWUXNWXU XQG ELHWHW VHLQH
6HUYLFHV LQ HLQHU 9LHO]DKO YRQ 5HJLRQHQ DQ� 'DUXQWHU DXFK &KLQD� LQ ZHOFKHQ DQGHUH
8QWHUQHKPHQ RIWPDOV QLFKW SUlVHQW VLQG� 'LH :$)�/|VXQJ YRQ &ORXGIODUH LVW UHLQ &ORXG�
EDVLHUW XQG OlVVW VLFK HLQIDFK PLW GHQ DQGHUHQ 'LHQVWOHLVWXQJHQ GHV 8QWHUQHKPHQV
NRPELQLHUHQ �'¶+RLQQH HW DO�� ������

��*UDILN DGDSWLHUW YRQ �'¶+RLQQH HW DO�� ������

��
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'DV :$)�6\VWHP KHEW VLFK GDGXUFK YRQ DQGHUHQ :$)V DE� GDVV HV HLQHV GHU HLQ]LJHQ
6\VWHPH LVW� GDV GLH 9HUZHQGXQJ YRQ 5HPRWH�+DUGZDUH�6LFKHUKHLWVPRGXOHQ �+60���

XQWHUVW�W]W� 'DU�EHU KLQDXV YHUI�JW GLH :$) YRQ &ORXGIODUH �EHU HLQ lX�HUVW IOH[LEOHV
%RW�0DQDJHPHQW XQG HLQ KHUYRUUDJHQGHV 5HJHO�0DQDJHPHQW� )�U EHLGH JLEW HV HLQ
0RGXO� XP GLH GHILQLHUWHQ 5HJHOQ ]X WHVWHQ� GDV ]HLJW ZLH RIW HLQH 5HJHO LQ GHQ OHW]WHQ
�� 6WXQGHQ DQJHVFKODJHQ KDW� ,Q .RPELQDWLRQ PLW IOH[LEOHQ 0|JOLFKNHLWHQ I�U 5HDN�
WLRQVPD�QDKPHQ ZLUG GLH %HQXW]HUHUIDKUXQJ I�U GLH $QZHQGHULQQHQ XQG $QZHQGHU
GDGXUFK VWDUN HUK|KW� (LQ JXWHU 2Q�%RDUGLQJ 3UR]HVV XQG UHJHOPl�LJH 9HU|IIHQWOLFKXQ�
JHQ QHXHU )XQNWLRQHQ JHEHQ GHP 8QWHUQHKPHQ JXWH 1RWHQ YRQ LKUHQ .XQGLQQHQ XQG
.XQGHQ �'¶+RLQQH HW DO�� ������

$OOHUGLQJV LVW &ORXGIODUH LQ HLQLJHQ 3XQNWHQ QRFK QLFKW SHUIHNW XQG KDW 9HUEHVVHUXQJV�
EHGDUI� 'DV 8QWHUQHKPHQ DJLHUW QDFK GHP 3ULQ]LS VFKQHOO ]X KDQGHOQ XQG ]X H[SHUL�
PHQWLHUHQ� 'DEHL NDQQ HV VFKRQ PDO ]X $XVIlOOHQ NRPPHQ� $XFK ZHQQ GLHVH PHLVW
VFKQHOO EHKREHQ ZHUGHQ� NDQQ GDV I�U 8QWHUQHKPHQ PLW JHULQJHU 5LVLNREHUHLWVFKDIW
HLQH +HUDXVIRUGHUXQJ VHLQ �'¶+RLQQH HW DO�� ������

'HU :$)�/|VXQJ PDQJHOW HV GDU�EHU KLQDXV DQ HLQHP DXWRPDWLVLHUWHQ SRVLWLYHQ 6LFKHU�
KHLWVPRGHOO XQG LVW DXFK LP %HUHLFK GHU $3,�6LFKHUKHLW KLQWHU NRQNXUULHUHQGHQ /|VXQJHQ�
=ZDU ZHUGHQ ODXIHQG IRUWVFKULWWOLFKH )XQNWLRQHQ KLQ]XJHI�JW� DOOHUGLQJV KDW GLHV HLQH XQ�
�EHUVLFKWOLFKH %HQXW]HUREHUIOlFKH ]XU )ROJH� (LQ ZHLWHUHV 0DQNR GHU &ORXGIODUH :$) LVW
GDV )HKOHQ YRQ )XQNWLRQHQ I�U JUHQ]�EHUVFKUHLWHQGH 'DWHQ�EHUPLWWOXQJ� 8QWHUQHKPHQ
KDEHQ GDGXUFK 3UREOHPH GDPLW� GLH 9RUJDEHQ GHU '6*92 HLQ]XKDOWHQ� ZLH EHLVSLHOV�
ZHLVH GDV 6LFKHUVWHOOHQ� GDVV GHU 'DWHQYHUNHKU QXU LQ HXURSlLVFKHQ 5HFKHQ]HQWUHQ
DXIJH]HLFKQHW ZLUG� :HLWHUV IHKOW HV &ORXGIODUH DQ )XQNWLRQHQ ZLH 0DOZDUH�hEHUSU�IXQJ
XQG GHU 0|JOLFKNHLW ]XU 3ODQXQJ YRQ DJJUHJLHUWHQ %HULFKWHQ �'¶+RLQQH HW DO�� ������

Imperva

'DV NDOLIRUQLVFKH 8QWHUQHKPHQ ,PSHUYD ZLUG YRQ *DUWQHU DOV )�KUHU LP %HUHLFK YRQ:HE
$SSOLFDWLRQ )LUHZDOOV JHOLVWHW� 'LH 2Q�3UHPLVHV� XQG &ORXG�$QJHERWH GHV 8QWHUQHKPHQV
ELHWHQ VWDUNHQ 6LFKHUKHLWVVFKXW] I�U GHUHQ .XQGLQQHQ XQG .XQGHQ� 'DV 3RUWIROLR UHLFKW
YRQ 3URGXNWHQ I�U 'DWHQVLFKHUKHLW� �EHU 5XQWLPH�$SSOLFDWLRQ�6HOI�3URWHFWLRQ �5$63��
ELV KLQ ]X +DUGZDUH�� &ORXG� XQG YLUWXHOOHQ :$) 6\VWHPHQ� 'DU�EHU KLQDXV ELHWHW
,PSHUYD $ERQQHPHQWV I�U LQWHJULHUWH (FKW]HLW�$QDO\VHQ LKUHU :$)�6\VWHPH XQG GLH
0|JOLFKNHLW GHV %HWULHEHV GHU :$)V DOV 0DQDJHG 6HUYLFH RGHU LQQHUKDOE HLQHV 0DQDJHG
6HFXULW\ 2SHUDWLRQV &HQWHU �62&�� 'DV $QJHERW YRQ ,PSHUYD ULFKWHW VLFK JUXQGVlW]OLFK

��+DUGZDUH�.RPSRQHQWH ]XU $EVLFKHUXQJ XQG 9HUZDOWXQJ YRQ NU\SWRJUDSKLVFKHQ 9HUIDKUHQ �/XEHU 	
6FKPLW]� ����E��

��
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DQ DOOH $UWHQ YRQ 2UJDQLVDWLRQHQ� ELHWHW VLFK DEHU JHUDGH I�U JUR�H 8QWHUQHKPHQ DQ�
ZHOFKH %HGDUI DQ KRFKVLFKHUHQ :$)�6\VWHPHQ KDEHQ XQG YHUWHLOWH :$$3�'LHQVWH
EHQ|WLJHQ �'¶+RLQQH HW DO�� ������

'LH :$)�6\VWHPH YRQ ,PSHUYD EHVLW]HQ XPIDVVHQGH )XQNWLRQDOLWlWHQ I�U $3,�6LFKHUKHLW
XQG GLH 3URGXNWSDOHWWH NRQ]HQWULHUW VLFK JUXQGVlW]OLFK DXI (QG�WR�(QG 6LFKHUKHLW YRQ
$QZHQGXQJHQ� 6LH ELHWHQ HLQHUVHLWV 6FKXW] YRU ''R6�$QJULIIHQ XQG DQGHUHUVHLWV GLH
0|JOLFKNHLW� NRPSOH[H VHUYHUVHLWLJH $QIUDJHQ ZLH -621� ;0/� :HEVRFNHWV� *UDSK4/
RGHU 5HPRWH 3URFHGXUH &DOOV �53&� ]X DQDO\VLHUHQ� 1HEHQ GHQ JHQDQQWHQ )XQNWLRQD�
OLWlWHQ ELHWHW ,PSHUYD HEHQIDOOV )XQNWLRQHQ I�U HLQH HIIL]LHQWH (UNHQQXQJ XQG $EZHKU
YRQ %RW�$QIUDJHQ XQG HUP|JOLFKW HLQH 6LPXODWLRQ GHU GHILQLHUWHQ 5HJHOQ� XP GHQ %H�
QXW]HULQQHQ XQG %HQXW]HUQ ]X KHOIHQ GLH $XVZLUNXQJ GHUHU YRU GHU ,QEHWULHEQDKPH ]X
WHVWHQ� 'XUFK GLH DQJHERWHQHQ 'LHQVWOHLVWXQJHQ KDW ,PSHUYD VLFK HLQH JUR�H %DVLV DQ
]XIULHGHQHQ .XQGHQ HLQJHIDKUHQ XQG VFKQHLGHW JHUDGH LP %HUHLFK YRQ :$) XQG :$$3
ZHVHQWOLFK EHVVHU DOV NRQNXUULHUHQGH 8QWHUQHKPHQ DE �'¶+RLQQH HW DO�� ������

7URW] GHU GXUFKDXV SRVLWLYHQ %HZHUWXQJHQ GHU .XQGLQQHQ XQG .XQGHQ XQG GHV lX�
�HUVW JUR�HQ .XQGHQVWDPPV JLEW HV DOOHUGLQJV DXFK HLQLJH 3XQNWH� GLH EHL ,PSHUYD ]X
EHGHQNHQ VLQG� ,P 9HUJOHLFK ]XU .RQNXUUHQ] XQG GHU HLJHQHQ YLUWXHOOHQ :$)� YHUI�JW
GLH &ORXG�EDVLHUWH :$)�/|VXQJ EHLVSLHOVZHLVH QLFKW �EHU 0DFKLQH /HDUQLQJ ]XU ,P�
SOHPHQWLHUXQJ HLQHV SRVLWLYHQ 6LFKHUKHLWVPRGHOOV XQG YHUOlVVW VLFK GDEHL DXI VWDWLVFK
GHILQLHUWH 5HJHOZHUNH� 'LH &ORXG�EDVLHUWH :$)�/|VXQJ KLQJHJHQ YHUI�JW �EHU NHLQH
0|JOLFKNHLW� XP 'DWHLHQ QDWLY DXI 0DOZDUH ]X SU�IHQ� $XFK GLH JHRJUDILVFKH 3UlVHQ]
GHV 8QWHUQHKPHQV KlOW VLFK LQ *UHQ]HQ XQG ELHWHW ZHQLJ 6XSSRUW I�U GLH 5HJLRQHQ
&KLQD XQG ,QGLHQ �'¶+RLQQH HW DO�� ������

'DU�EHU KLQDXV YHUI�JW GLH JHQHUHOOH ,QIUDVWUXNWXU YRQ ,PSHUYD �EHU ZHQLJHU 3RLQWV
RI 3UHVHQFH �323� LP 9HUJOHLFK ]X NRQNXUULHUHQGHQ 8QWHUQHKPHQ� =ZDU ZLUG GDV
8QWHUQHKPHQ YRQ VHLQHQ .XQGLQQHQ XQG .XQGHQ �EHUZLHJHQG SRVLWLY EHZHUWHW� LQ GHQ
%HUHLFKHQ 6HUYLFH XQG 6XSSRUW OLHJW HV DEHU KLQWHU GHU .RQNXUUHQ]� 'DU�EHU KLQDXV
VFKHLQHQ HLQLJH .XQGLQQHQ XQG .XQGHQ HQWWlXVFKW YRQ GHU &ORXG�EDVLHUWHQ :$)�
/|VXQJ ]X VHLQ� ZDV DXI 3UREOHPH GHU 6WDQGDUGNRQILJXUDWLRQHQ XQG GHQ OLPLWLHUWHQ
2SWLRQHQ I�U GLH .RQILJXUDWLRQ GLHVHU ]XU�FN]XI�KUHQ LVW �'¶+RLQQH HW DO�� ������

Amazon Web Services

$PD]RQ :HE 6HUYLFHV �$:6� ZLUG YRQ *DUWQHU LQ GHQ 4XDGUDQWHQ GHU 1LVFKHQ�6SLHOHU
JHVWHFNW� 'LH 7RFKWHUJHVHOOVFKDIW YRQ $PD]RQ ELHWHW DOV &ORXG 6HUYLFH 3URYLGHU QHEHQ
,GHQWLWlWV� XQG =XJULIIVPDQDJHPHQW �,$0� HEHQIDOOV 'LHQVWH I�U YHUZDOWHWH %HGURKXQJV�

��
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HUNHQQXQJ� )LUHZDOO 0DQDJHPHQW XQG HEHQ HLQH :HE $SSOLFDWLRQ )LUHZDOO DQ� GLH $:6
:$)� 'DV :$)�6\VWHP YRQ $:6 EH]LHKW VLFK JUXQGVlW]OLFK DXI &ORXG�EDVLHUWH :HE�
DQZHQGXQJHQ� GLH LQQHUKDOE RGHU DX�HUKDOE YRQ $:6 JHKRVWHW ZHUGHQ XQG ELHWHW
JUXQGOHJHQGH 6LFKHUKHLW XQG 6FKXW] YRU ''R6�$WWDFNHQ �'¶+RLQQH HW DO�� ������

'LHVHV 6\VWHP ELHWHW VLFK GHPQDFK JHUDGH I�U EHVWHKHQGH .XQGLQQHQ XQG .XQGHQ YRQ
$:6�6HUYLFHV DQ� GLH QDFK HLQHU HLQIDFKHQ 0|JOLFKNHLW VXFKHQ� LKUHQ $SSOLNDWLRQHQ
6LFKHUKHLWV�6LJQDWXUHQ YRUDQ]XVWHOOHQ� $:6 ELHWHW GDEHL HLQHUVHLWV 5HJHOVlW]H� GLH YRQ
$:6 VHOEVW YHUZDOWHW ZHUGHQ� VRJHQDQQWH 0DQDJHG 5XOHV� DOV DXFK 5HJHOVlW]H YRQ
'ULWWDQELHWHUQ� =ZDU LVW $:6 LP 9HUJOHLFK ]XU .RQNXUUHQ] LP %HUHLFK YRQ &ORXG�:$)V
EHL HLQLJHQ )XQNWLRQHQ LP 5�FNVWDQG� GHQQRFK KDW GDV :$)�6\VWHP YRQ $:6 VHLQH
9RUWHLOH �'¶+RLQQH HW DO�� ������

'HU +DXSWYRUWHLO GHU $:6:$) OLHJW GDULQ� GDVV VLH VLFK XQNRPSOL]LHUW XQG NRVWHQJ�QVWLJ
PLW DQGHUHQ $:6�6HUYLFHV NRPELQLHUHQ OlVVW XQG GDGXUFK I�U EHVWHKHQGH .XQGLQQHQ
XQG .XQGHQ HLQH YHUEHVVHUWH (UIDKUXQJ PLW VLFK EULQJW� 'LH EHPHUNHQVZHUWH &ORXG�
,QIUDVWUXNWXU YRQ $:6 ELHWHW JUXQGVlW]OLFK HLQH KRKH 9HUI�JEDUNHLW GHU YRUKDQGHQHQ
6HUYLFHV XQG DXFK HLQLJH DQGHUH :$) $QELHWHU VWHOOHQ LKUH 6HUYLFHV DOV YLUWXHOOH ,Q�
VWDQ]HQ �EHU $:6 ]XU 9HUI�JXQJ� 6RZRKO GLH $:6 0DQDJHG 5XOHV� DOV DXFK GLH YRQ
EHNDQQWHQ 0663V EHUHLWJHVWHOOWHQ 5HJHOVlW]H DXV GHP $:6 0DUNHWSODFH� ELHWHQ GHQ
.XQGLQQHQ XQG .XQGHQ HLQHQ KRKHQ 6LFKHUKHLWVVWDQGDUG XQG HUK|KWH )OH[LELOLWlW� 'HU
$:6 :$) 6HUYLFH LVW GDEHL YROOVWlQGLJ SURJUDPPLHUEDU XQG HUP|JOLFKW GHQ $GPLQLVWUD�
WRUHQ GLH DXWRPDWLVFKH (UVWHOOXQJ QHXHU 5HJHOQ DXI %DVLV YRQ EHREDFKWHWHQ $NWLYLWlWHQ
ZLH EHLVSLHOVZHLVH 64/�,QMHFWLRQ RGHU ;66 �'¶+RLQQH HW DO�� ������

'LH $:6 :$) ]HLJW DOOHUGLQJV DXFK HLQLJH 6FKZlFKHQ DXI� %HLVSLHOVZHLVH VLQG 'HIL]LWH
LP %HUHLFK YRQ DQZHQGXQJVVSH]LILVFKHQ 6FKXW]IXQNWLRQHQ JHJHQ�EHU %RWV HUNHQQEDU�
ZHOFKH EHL NRQNXUULHUHQGHQ 3URGXNWHQ 6WDQGDUG VLQG� 'DU�EHU KLQDXV LVW GLH $:6 :$)
VWDUN DXI GDV $:6 $PD]RQ $3, *DWHZD\ DQJHZLHVHQ� XP HUZHLWHUWH 9HUZDOWXQJVIXQN�
WLRQHQ DXVI�KUHQ ]X N|QQHQ XQG NDQQ VHOEVW NHLQH 6LFKHUKHLWVIXQNWLRQHQ LP %HUHLFK
0RELOH�6HFXULW\ GXUFKVHW]HQ� &RQWHQG 'HOLYHU\ 1HWZRUNV N|QQHQ QXU LQWHJULHUW ZHUGHQ�
ZHQQ VLH VLFK XQPLWWHOEDU YRU RGHU LQQHUKDOE YRQ $:6 EHILQGHQ� =XVlW]OLFK ]HLJW GLH
(UIDKUXQJ YRQ .XQGLQQHQ XQG .XQGHQ� GDVV HV ]X 3UREOHPHQ PLW )DOVH�3RVLWLYH 5DWHV
XQG GHU (UVWHOOXQJ YRQ %HULFKWHQ NRPPW �'¶+RLQQH HW DO�� ������

Radware

5DGZDUH ZLUG DXIJUXQG GHU 9HUIROJXQJ HLQHV GLIIHUHQ]LHUWHQ $QVDW] DOV 9LVLRQlU LP
%HUHLFK YRQ :HE $SSOLFDWLRQ )LUHZDOOV HLQJHVWXIW� 'DV 8QWHUQHKPHQ YHUVXFKW HLQ SRVL�

��
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WLYHV 6LFKHUKHLWVPRGHOO DXI %DVLV YRQ 0DFKLQH�/HDUQLQJ I�U GLH HLJHQH :$)�/|VXQJ
XP]XVHW]HQ XQG VHW]W VWDUN DXI ,QQRYDWLRQ� 'DV $QJHERW GHV 8QWHUQHKPHQV UHLFKW
YRP 6FKXW] YRU ''R6�$QJULIIHQ ELV KLQ ]XU %HUHLWVWHOOXQJ XQG $EVLFKHUXQJ YRQ $Q�
ZHQGXQJHQ� 'DV HLJHQH :$)�6\VWHP� $SS:DOO� NDQQ GDEHL HQWZHGHU DOV +DUGZDUH�
RGHU YLUWXHOOH .RPSRQHQWH� DOV DXFK DOV 7HLO GHV HLJHQHQ &ORXG�6HUYLFHV HLQJHVHW]W
ZHUGHQ� 'LH /|VXQJHQ YRQ 5DGZDUH VFKHLQHQ I�U GLH PHLVWHQ 8QWHUQHKPHQ LQ )UDJH ]X
NRPPHQ� JHUDGH DEHU I�U 8QWHUQHKPHQ� GLH VWDUN DXI HLQ SRVLWLYHV 6LFKHUKHLWVPRGHOO
VHW]HQ �'¶+RLQQH HW DO�� ������

'LH %HUHLWVFKDIW ]XU ,QQRYDWLRQ U�FNW 5DGZDUH LPPHU ZLHGHU LQ GHQ 9RUGHUJUXQG� GD GDV
8QWHUQHKPHQ ODXIHQG LQ QHXH $UFKLWHNWXUHQ XQG $QZHQGXQJVIlOOH LQYHVWLHUW� %HLVSLHOV�
ZHLVH ELHWHW GDV 8QWHUQHKPHQ QDWLYH 8QWHUVW�W]XQJ YRQ .XEHUQHWHV XQG VWHOOW ,QWHJUDWLR�
QHQ I�U .LEDQD XQG *UDSKDQD EHUHLW� XP 0RQLWRULQJ XQG 5HSRUWLQJ I�U 'HY2SV�3UR]HVVH
]X HUP|JOLFKHQ� 'LH IRUWVFKULWWOLFKHQ� DXI 0DFKLQH�/HDUQLQJ EDVLHUWHQ $OJRULWKPHQ N|Q�
QHQ VRZRKO I�U SRVLWLYH DOV DXFK QHJDWLYH 6LFKHUKHLWVPRGHOOH HLQJHVHW]W ZHUGHQ XQG
HUP|JOLFKHQ HLQH DXWRPDWLVFKH *HQHULHUXQJ YRQ 5HJHOZHUNHQ XQG 5LFKWOLQLHQ� 'DU�EHU
KLQDXV YHUI�JW $SS:DOO �EHU HLQHQ /HUQ�0RGXV XQG HQWKlOW YRUGHILQLHUWH 9RUODJHQ I�U
YHUVFKLHGHQH $QZHQGXQJVW\SHQ� ZLH EHLVSLHOVZHLVH 3+3�$QZHQGXQJHQ �'¶+RLQQH HW
DO�� ������

'LH &ORXG�EDVLHUWH :$)�/|VXQJ EDVLHUW DXI $SS:DOO� ZRGXUFK HLQ ELGLUHNWLRQDOHU hEHU�
WUDJ GHU GHILQLHUWHQ 5LFKWOLQLHQ HUP|JOLFKW ZLUG XQG HLQ XQNRPSOL]LHUWHU 8PVWLHJ LQ GLH
&ORXG RGHU XPJHNHKUW JHZlKUOHLVWHW ZLUG� 8QDEKlQJLJ GHU YHUZHQGHWHQ 8PJHEXQJ�
YHUI�JHQ GLH :$) 3URGXNWH YRQ 5DGZDUH �EHU GLH JOHLFKHQ )XQNWLRQDOLWlWHQ XQG ELHWHQ
VRPLW HLQH NRQVLVWHQWH (UIDKUXQJ I�U GLH .XQGLQQHQ XQG .XQGHQ� 'DU�EHU KLQDXV YHUI�JW
DXFK 5DGZDUH �EHU HLQH YROOVWlQGLJ LQWHJULHUWH %RW�0DQDJHPHQW�/|VXQJ XQG VRIWZDUH�
VHLWLJH $XWRPDWLVLHUXQJHQ I�U 2QERDUGLQJ�3UR]HVVH� .RQILJXUDWLRQVlQGHUXQJHQ XQG
%HWULHEVPDQDJHPHQW �'¶+RLQQH HW DO�� ������

:LH DXFK YHUJOHLFKEDUH 8QWHUQHKPHQ� PDQJHOW HV 5DGZDUH DQ GHU 3UlVHQ] LQ JH�
ZLVVHQ 5HJLRQHQ ZLH &KLQD RGHU /DWHLQDPHULND� %HVWDQGVNXQGHQ GHV 8QWHUQHKPHQ
NULWLVLHUHQ GDU�EHU KLQDXV ODQJH $QWZRUW]HLWHQ GHV WHFKQLVFKHQ 6XSSRUWV XQG VFKHLQHQ
3UREOHPH PLW GHU ,QWHJUDWLRQ ]X DQGHUHQ 3URGXNWHQ ZLH 6HFXULW\ ,QIRUPDWLRQ DQG (YHQW
0DQDJHPHQW �6,(0� 6\VWHPHQ ]X KDEHQ� 5DGZDUH YHUI�JW �EHU HLQ UHODWLY NOHLQHV
%HGURKXQJVIRUVFKXQJVWHDP LP 9HUJOHLFK ]XU .RQNXUUHQ] XQG YHUOlVVW VLFK GDEHL DXI HL�
JHQH 6LJQDWXUHQ XQG GLH (UJHEQLVVH GHV HLJHQHQ (57�'LHQVWHV� XP GLH :$)�/|VXQJHQ
I�U DNWXHOOH %HGURKXQJHQ ]X DNWXDOLVLHUHQ �'¶+RLQQH HW DO�� ������

$XI WHFKQLVFKHU (EHQH KDW 5DGZDUH HEHQIDOOV QRFK 9HUEHVVHUXQJVEHGDUI� 'LH &ORXG�

��
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/|VXQJ XQWHUVW�W]W EHLVSLHOVZHLVH NHLQH $QIUDJHQ� GLH YRQ 6HUYHUQ PLW ,3Y� $GUHVVHQ
JHVHQGHW ZXUGHQ� 'DU�EHU KLQDXV IHKOW HV 5DGZDUH DQ JHZLVVHQ 6LFKHUKHLWVIXQNWLRQHQ�
ZLH EHLVSLHOVZHLVH GDV 8QWHUVW�W]HQ YRQ 2$XWK� $3,�6FKO�VVHOYHUZDOWXQJ XQG GHU
$QDO\VH YRQ :HEKRRNV XQG VHUYHUVHLWLJHQ $QIUDJHQ �'¶+RLQQH HW DO�� ������

3.4.2 Open Source

1HEHQ GHQ JHOLVWHWHQ XQG EHVFKULHEHQHQ $QELHWHUQ DXV GHP NRPPHU]LHOOHQ %HUHLFK�
JLEW HV DXFK HLQLJH 2SHQ�6RXUFH /|VXQJHQ YRQ :HE $SSOLFDWLRQ )LUHZDOOV� ,Q GLHVHP
$EVFKQLWW VROO HLQ (LQEOLFN LQ VROFKH JHJHEHQ ZHUGHQ� 'LH $XVZDKO HUIROJW DXI %DVLV
HLQHU 3XEOLNDWLRQ YRQ 6DPSDLR XQG %HUQDUGLQR ������� ZHOFKH IROJHQGH 2SHQ�6RXUFH
:$) $QELHWHU HWZDV JHQDXHU XQWHU GLH /XSH QHKPHQ �6DPSDLR 	 %HUQDUGLQR� ������

� 0RG6HFXULW\

� :HE&DVWHOOXP

� ,URQ%HH

ModSecurity

0RG6HFXULW\ LVW HLQH GHU EHNDQQWHVWHQ 2SHQ�6RXUFH :HE $SSOLFDWLRQ )LUHZDOOV XQG
EDVLHUW DXI GHP $SDFKH +773 :HE 6HUYHU XQG ZXUGH XQWHU GHU $SDFKH ��� /L]HQ]
YHU|IIHQWOLFKW� :LH YLHOH DQGHUH 2SHQ�6RXUFH 3URMHNWH DXFK� ZXUGH 0RG6HFXULW\ LP
5DKPHQ HLQHV +REE\V LP -DKU ���� YRQ ,YDQ 5LVWLü LQV /HEHQ JHUXIHQ� 'LHVHP ZXUGH
EHZXVVW� GDVV HV XQP|JOLFK VFKHLQW� HLQH LQ MHGHU +LQVLFKW VLFKHUH :HE $SSOLNDWLRQ ]X
HQWZLFNHOQ� ZRGXUFK VLFK GLH )DQWDVLH HQWZLFNHOWH� HLQ 7RRO ]X EHVLW]HQ� GDVV HV HUODXEW�
GHQ 'DWHQIOXVV HLQHU :HEDSSOLNDWLRQ ]X NRQWUROOLHUHQ QRFK EHYRU GLHVHU GLH $QZHQGXQJ
HUUHLFKW� 'LH HUVWH 9HUVLRQ YRQ 0RG6HFXULW\ ZXUGH LP JOHLFKHQ -DKU YHU|IIHQWOLFKW� EHUHLWV
HLQ SDDU 0RQDW VSlWHU ZXUGHQ GLH )XQNWLRQHQ YRQ 0RG6HFXULW\ HUVW ZLUNOLFK Q�W]OLFK
XQG GLH 3RSXODULWlW QDKP UDVDQW ]X �)ROLQL 	 5LVWLF� ������

%HUHLWV LP -DKU ���� ZXUGH 0RG6HFXULW\ DOV .RQNXUUHQW ]X KHUN|PPOLFKHQ :$)�
6\VWHPHQ JHOLVWHW XQG HU]LHOWH DX�HUJHZ|KQOLFK JXWH (UJHEQLVVH� 1RFK LP JOHLFKHQ
-DKU ZXUGH 0RG6HFXULW\ YRQ %UHDFK 6HFXULW\ �EHUQRPPHQ XQG ZHLWHUHQWZLFNHOW� ����
HQWVFKOLH� ,YDQ 5LVWLü� GDV 3URMHNW XQG %UHDFK 6HFXULW\ ]X YHUODVVHQ� HLQ -DKU GDQDFK
ZXUGH %UHDFK 6HFXULW\ PLWVDPW 0RG6HFXULW\ YRP8QWHUQHKPHQ 7UXVWZDYH �EHUQRPPHQ�
ZHOFKH HV ELV KHXWH ZHLWHU HQWZLFNHOQ �)ROLQL 	 5LVWLF� ������ 7UXVWZDYH JDE DOOHUGLQJV

��
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EHNDQQW� GDVV GHU 6XSSRUW I�U 0RG6HFXULW\ PLW HUVWHP -XOL ���� HLQJHVWHOOW ZLUG XQG
GDV 3URMHNW ZLHGHU LQ GLH +lQGH GHU 2SHQ�6RXUFH�&RPPXQLW\ �EHUJHEHQ ZLUG�

0RG6HFXULW\ ELHWHW GLH 0|JOLFKNHLW GHU hEHUZDFKXQJ� 3URWRNROOLHUXQJ� )HKOHUVXFKH XQG
=XJULIIVNRQWUROOH YRQ :HEDQZHQGXQJHQ LQ (FKW]HLW XQG YHU]LFKWHW GDEHL DXI IHVWJHOHJWH
5HJHOQ XQG 5LFKWOLQLHQ� 6WDWWGHVVHQ OHJW HV GLH $XVZDKO GHU )XQNWLRQHQ LQ GLH +DQG
GHU $QZHQGHULQQHQ XQG $QZHQGHU XQG XQWHUVWUHLFKW GDPLW GLH 1DWXU YRQ 2SHQ�6RXUFH�
'DV 6\VWHP NDQQ GDEHL HQWZHGHU GLUHNW LQ GHQ YHUZHQGHWHQ $SDFKH +773�6HUYHU
HLQJHEHWWHW RGHU VHOEVWVWlQGLJ DOV 5HYHUVH�3UR[\ YHUZHQGHW ZHUGHQ� 'LH 2IIHQKHLW GHV
4XHOOFRGHV ELHWHW GDU�EHU KLQDXV GLH 0|JOLFKNHLW GHU (UZHLWHUXQJ GHV 6\VWHPV DXI %DVLV
GHU HLJHQHQ $QIRUGHUXQJHQ� 'LH ZLFKWLJVWHQ $QZHQGXQJVV]HQDULHQ YRQ 0RG6HFXULW\
XPIDVVHQ IROJHQGH �)ROLQL 	 5LVWLF� ������

� (FKW]HLW�=XJULII DXI +773�EDVLHUWH 'DWHQIO�VVH ]XU hEHUZDFKXQJ XQG .RQWUROOH
GHV =XJULIIV

� 9LUWXHOOHV 3DWFKLQJ ]XU %HKHEXQJ YRQ 6LFKHUKHLWVO�FNHQ RKQH $QSDVVXQJHQ DQ
GHU $QZHQGXQJ VHOEVW

� 9ROOVWlQGLJH XQG IOH[LEOH 3URWRNROOLHUXQJ GHV 'DWHQYHUNHKUV

� )U�K]HLWLJH (UNHQQXQJ YRQ $QRPDOLHQ XQG 6LFKHUKHLWVVFKZlFKHQ

� 5HGX]LHUXQJ GHU $QJULIIVIOlFKH GXUFK VHOHNWLYH (LQVFKUlQNXQJ DXI %DVLV JHZLVVHU
+773�0HUNPDOH

0RG6HFXULW\ NDQQ DOOHUGLQJV DXFK 1DFKWHLOH PLW VLFK EULQJHQ� )DOOV GLH :$) QLFKW DOV
5HYHUVH�3UR[\ YHUZHQGHW� PXVV 0RG6HFXULW\ DXI MHGHP :HE�6HUYHU LQVWDOOLHUW VHLQ�
ZRGXUFK WHLOZHLVH NRVWEDUH 5HVVRXUFHQ YHUEUDXFKW ZHUGHQ� 'DPLW HLQKHUJHKHQG LVW
HV QRWZHQGLJ� 'XSOLNDWH GHU YHUZHQGHWHQ .RQILJXUDWLRQHQ ]X HUVWHOOHQ� ZRGXUFK HLQH
HIIL]LHQWH :DUWXQJ HUVFKZHUW ZLUG� 1DFKGHP GLH YHUZHQGHWHQ )XQNWLRQDOLWlWHQ LQ GHU
+DQG GHU $QZHQGHULQQHQ XQG $QZHQGHU OLHJHQ� P�VVHQ GLHVH ([SHUWHQ LP %HUHLFK
YRQ 3URWRNROOHQ XQG 6LFKHUKHLW VHLQ� XP GLH :$) NRUUHNW NRQILJXULHUHQ ]X N|QQHQ�
'DU�EHU KLQDXV P�VVHQ NRPSOH[H 5HJHOQ VHOEVW HUVWHOOW ZHUGHQ� VRODQJH QLFKW DXI
HLQH NRPPHU]LHOO XQWHUVW�W]WH 9HUVLRQ ]XU�FNJHJULIIHQ ZLUG� 6FKOXVVHQGOLFK ZLUG GLH
:DUWXQJ XQG GLH (IIL]LHQ] YRQ 0RG6HFXULW\ EHHLQWUlFKWLJW� VREDOG YRQ /RDG�%DODQFLQJ
JHVSURFKHQ ZLUG �0DF9LWWLH� ������

��
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WebCastellum

:HE&DVWHOOXP VWHOOW HLQHQ HLJHQHQ $QVDW] YRQ :HE $SSOLFDWLRQ )LUHZDOO GDU� 'LHVH
:$)�/|VXQJ LVW HLQH DXI -DYD EDVLHUWH $QZHQGXQJ� GLH VLFK GLUHNW LP $UFKLY GHU $QZHQ�
GXQJ VHOEVW EHILQGHW XQG GLUHNW DXI GLHVH HLQZLUNW� ,P *HJHQVDW] ]X NODVVLVFKHQ :$)�
ZHOFKH QXU LQ %H]XJ DXI ,QIUDVWUXNWXU IXQNWLRQLHUHQ� ZlKOW :HE&DVWHOOXP GLHVHQ DQGHUHQ
$QVDW] XQG LVW GLUHNW PLW GHQ ]X VFK�W]HQGHQ $SSOLNDWLRQHQ YHUEXQGHQ� RKQH GDEHL GHQ
4XHOOFRGH GHU $QZHQGXQJ lQGHUQ ]X P�VVHQ �LWDQLXV LQIRUPDWLN *PE+� R� -���

$XI %DVLV GLHVHV 3ULQ]LSV ZLUG HV HUP|JOLFKW� :HE&DVWHOOXP EHUHLWV ZlKUHQG GHU (QW�
ZLFNOXQJ ]X LQWHJULHUHQ� 'HU =XVFKQLWW GHU .RQILJXUDWLRQ SDVVLHUW GDEHL LP EHVWHQ )DOO
SDUDOOHO� $OOHUGLQJV LVW DXFK HLQH QDFKWUlJOLFKH ,QWHJUDWLRQ XQG .RQILJXUDWLRQ RKQH 3UR�
EOHPH P|JOLFK� :HE&DVWHOOXP ZLUG GDEHL DOV GLUHNWHU %HVWDQGWHLO GHU ]X VFK�W]HQGHQ
$QZHQGXQJ DXVJHOLHIHUW� 'LHVH :$) KDW YROOHQ =XJULII DXI GLH :HE�6HVVLRQV DOV DXFK
DXI GHQ JHQDXHQ =XVWDQG GHU $SSOLNDWLRQ VHOEVW� 'DGXUFK ZLUG HLQH KRFKZHUWLJHUH $QDO\�
VH GHU $QZHQGXQJVVLFKHUKHLW JHZlKUOHLVWHW� DOV KHUN|PPOLFKH :$)V HV N|QQHQ �LWDQLXV
LQIRUPDWLN *PE+� R� -���

:HE&DVWHOOXP EDVLHUW DXI HLQHU UHLQHQ -DYD�,PSOHPHQWLHUXQJ� ZHOFKH NRPSOHWW RKQH
H[WHUQH $EKlQJLJNHLWHQ �'HSHQGHQFLHV� DXVNRPPW XQG VRPLW GLH $QJULIIVIOlFKH GXUFK
H[WHUQH 6LFKHUKHLWVO�FNHQ HOLPLQLHUW� 'DV :$)�6\VWHP LVW GDEHL PLW GHQ JlQJLJVWHQ
-DYD(( 6HUYHUQ NRPSDWLEHO� ZLH EHLVSLHOVZHLVH 7RPFDW� %($ :HEORJLF� -%RVV RGHU
:HE6SKHUH XQG LVW HLQ LQWHJUDOHU %HVWDQGWHLO GHU $SSOLNDWLRQ RKQH GDEHL HLQH bQGHUXQJ
DP HLJHQWOLFKHQ 6RXUFH�&RGH YRUQHKPHQ ]X P�VVHQ� 'DEHL NDQQ GLH :$) QLFKW QXU
MHJOLFKHQ +773 XQG +7736 'DWHQYHUNHKU SU�IHQ� VRQGHUQ GDU�EHU KLQDXV GHWDLOOLHUWH
3URWRNROOH I�U GLH IRUHQVLVFKH $QDO\VH YRQ $QJULIIHQ OLHIHUQ� :HE�6LW]XQJHQ LP )DOOH
HLQHV $QJULIIHV VRIRUW WHUPLQLHUHQ� 5HJHOQ DXI %DVLV YRQ 5HJXODU�([SUHVVLRQV DXVI�KUHQ
XQG JlQJLJH 'HNRGLHUXQJHQ YRUQHKPHQ �LWDQLXV LQIRUPDWLN *PE+� R� -���

:HLWHUH )XQNWLRQHQ YRQ :HE&DVWHOOXP XPIDVVHQ �LWDQLXV LQIRUPDWLN *PE+� R� -���

� 'LH IOH[LEOH $GPLQLVWUDWLRQ GHU 5HJHOZHUNH

� 'HILQLWLRQ YRQ $XVQDKPHQ

� 2SWLRQDOH :KLWHOLVW�0RGHOOH

� (LQ /HUQPRGXV

��
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IronBee

,URQ%HH LVW HLQ ZHLWHUHV 2SHQ�6RXUFH 3URMHNW HLQHU :HE $SSOLFDWLRQ )LUHZDOO� GDV YRP
8QWHUQHKPHQ 4XDO\V YHUZDOWHW XQG LQ =XVDPPHQDUEHLW PLW GHP 8UKHEHU YRQ 0RG6H�
FXULW\� ,YDQ 5LVWLü� VHLW ���� HQWZLFNHOW ZLUG� ,URQ%HH KDW QLFKW QXU GLH (QWZLFNOXQJ GHV
*UXQGJHU�VWV XQG GHU 5HJHOZHUNH GLHVHU :$) ]XP =LHO� VRQGHUQ HEHQIDOOV HLQH &RP�
PXQLW\ UXQG XP GDV 3URMHNW DXI]XEDXHQ� $XI OHW]WHUHV ZLUG GDEHL GHU )RNXV JHOHJW� GD
4XDO\V GHQ (UIROJ YRQ ,URQ%HH LQ GLH +lQGH GHU &RPPXQLW\ OHJW� 8P GDV ]X HUUHLFKHQ�
OHJW 4XDO\V YLHO :HUW DXI GLH 9HUZHQGXQJ YRQ OLEHUDOHQ 2SHQ�6RXUFH /L]HQ]HQ XQG
HLQH 1DFKKDOWLJH *HPHLQVFKDIW� 'LHVH 6FKO�VVHODVSHNWH VROOHQ GDEHL GDI�U VRUJHQ�
GDVV VLFK GLH *HPHLQVFKDIW GXUFK *OHLFKEHUHFKWLJXQJ ELOGHQ XQG ZDFKVHQ NDQQ XQG
GDVV HV HLQH 9LHO]DKO DQ +HUDXVIRUGHUXQJHQ XQG ,PSOHPHQWLHUXQJHQ JLEW� GLH DXI GLH
XQWHUVFKLHGOLFKHQ )lKLJNHLWHQ XQG ,QWHUHVVHQ GHU *HPHLQVFKDIW DEJHVWLPPW VLQG� GDPLW
HV I�U MHGHQ 0|JOLFKNHLWHQ ]XP 0LWZLUNHQ JLEW �4XDO\V ,QF�� ������

'DV 3URMHNW ,URQ%HH YHUVXFKW GDEHL PLW YLHOIlOWLJHQ (LQVDW]P|JOLFKNHLWHQ GLH EHNDQQWHQ
$QIRUGHUXQJHQ PRGHUQHU $UFKLWHNWXUHQ DE]XGHFNHQ XQG NDQQ VRZRKO DOV SDVVLYH� HLQ�
JHEHWWHWH� 5HYHUVH�3UR[\� &RPPDQG�/LQH XQG 2XW�2I�3URFHVV :$) HLQJHVHW]W ZHUGHQ�
'DEHL ZHUGHQ$EVWUDNWLRQHQ YHUZHQGHW� XP GHQ *UR�WHLO GHV &RGHV XQDEKlQJLJ YRQ GHU
YHUZHQGHWHQ 8PJHEXQJ ]X PDFKHQ XQG GLH 3RUWLHUXQJ YRQ ,URQ%HH DXI HLQH PLQLPDOH
bQGHUXQJ DXI GHU 6FKLFKW GHU 'DWHQHUIDVVXQJ ]X UHGX]LHUHQ� 0RGXODULWlW LVW HLQ HEHQ
VR ZLFKWLJHU $VSHNW EHL GHU :$) YRQ ,URQ%HH� (LQHUVHLWV JHZlKUOHLVWHW 0RGXODULWlW�
GDVV QHXH (QWZLFNOHU VLFK LQQHUKDOE GHV 2SHQ�6RXUFH 3URMHNWHV VFKQHOO ]X UHFKW ILQGHQ
XQG QLFKW GDV JHVDPWH 6\VWHP YHUVWHKHQ ]X P�VVHQ XQG DQGHUHUVHLWV VWHLJHUW HV GLH
%HQXW]HUHUIDKUXQJ GHU (QGDQZHQGHULQQHQ XQG (QGDQZHQGHU� GD GLHVH LQ GHU /DJH
VLQG� GLH .RQILJXUDWLRQ GHU :$) DXI LKUH %HG�UIQLVVH DEVWLPPHQ ]X N|QQHQ �4XDO\V
,QF�� ������

)�U GLH WDWVlFKOLFKH hEHUZDFKXQJ XQG 9HUWHLGLJXQJ GHU $QZHQGXQJVVLFKHUKHLW ELHWHW
,URQ%HH HLQH 5HLKH YRQ )XQNWLRQHQ DXI XQWHUVFKLHGOLFKHQ $EVWUDNWLRQVHEHQHQ� ZHOFKH
HV GHQ %HQXW]HULQQHQ XQG %HQXW]HUQ HUP|JOLFKW� HLQHQ $QVDW] ]X ZlKOHQ� GHU I�U GHUHQ
=ZHFNH DP EHVWHQ JHHLJQHW VFKHLQW �4XDO\V ,QF�� ������

�� )OH[LEOH (LQVDW]�0RGL

�� 3HUV|QOLFKNHLWV�EDVLHUWH 'DWHQYHUDUEHLWXQJ

�� HLQ 'DWHQPRGHOO� GDVV (QWLWlWHQ ZLH $QZHQGXQJHQ� 6LW]XQJHQ� %HQXW]HU RGHU
,3�$GUHVVHQ GDUVWHOOHQ NDQQ

��
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�� $JJUHJDWLRQ KLVWRULVFKHU 'DWHQ

�� 3URILOLHUXQJ YRQ 8VHU�$JHQWV

�� HLQH HIIL]LHQWH (QJLQH ]XP $EUXI XQG ]XU 8PZDQGOXQJ YRQ 'DWHQ

�� PHKUHUH 3DWWHUQ�0DWFKLQJ 'LHQVWH

�� HLQH $XVZDKO DQ $QVlW]HQ ]XU ,PSOHPHQWLHUXQJ EHQXW]HUGHILQLHUWHU 6LFKHUKHLWVOR�
JLNHQ� ZLH HLQH OHLVWXQJVVWDUNH 6FULSWLQJ�3ODWWIRUP

�� $QDO\VH GHV HLQ� XQG DXVJHKHQGHQ 'DWHQYHUNHKUV

��� 6LFKHUKHLWVPRGXOH DXI KRKHU (EHQH� ZLH ''R6 (UNHQQXQJ

��� (QWVFKHLGXQJHQ DXI %DVLV YRQ 5LFKWOLQLHQ

��� 0D�JHVFKQHLGHUWH 9HUWHLGLJXQJVPD�QDKPHQ

��� 'DWHQDXVWDXVFK XQG ,QWHUDNWLRQ PLW H[WHUQHQ 6LFKHUKHLWVV\VWHPHQ

3.4.3 Gegenüberstellung

%HL GHU JUR�HQ $Q]DKO DQ 8QWHUQHKPHQ� GLH HLQH :HE $SSOLFDWLRQ )LUHZDOO DQELHWHQ� LVW
HV QLFKW HLQIDFK� HLQH SDVVHQGH :DKO ]X WUHIIHQ� -HGHV 3URGXNW KDW GDEHL VHLQH HLJHQHQ
6WlUNHQ� GXUFK ZHOFKH YHUVXFKW ZLUG� VLFK YRQ GHU .RQNXUUHQ] DE]XKHEHQ� $OOHUGLQJV
LVW NHLQHV GDEHL SHUIHNW RGHU NDQQ HLQHQ ��� SUR]HQWLJHQ 6FKXW] GHU $QZHQGXQJHQ
JDUDQWLHUHQ� %HL GHU *HVFKZLQGLJNHLW� PLW GHU VLFK GHU WHFKQLVFKH )RUWVFKULWW HQWZLFNHOW�
XQG EHL GHU LPPHU JU|�HU ZHUGHQGHQ $Q]DKO DQ %HGURKXQJHQ� GLH GDPLW HLQKHUJHKW� LVW
GDV DXFK QLFKW P|JOLFK�

'DV VWHOOW GLH 8QWHUQHKPHQ� GLH %HGDUI DQ HLQHU :$) KDEHQ� YRU HLQH +HUDXVIRUGHUXQJ�
8P GLH ULFKWLJH :DKO ]X WUHIIHQ� P�VVHQ GLH HLJHQHQ 6\VWHPH XQG $QIRUGHUXQJHQ
DQ GLHVH JHQDX DQDO\VLHUW XQG YHUVWDQGHQ ZHUGHQ� 'LH :DKO VROOWH GDEHL QLFKW QXU
I�U GHQ DNWXHOOHQ 0RPHQW JHWURIIHQ ZHUGHQ� VRQGHUQ GDU�EHU KLQDXV GLH PLWWHO� ELV
ODQJIULVWLJHQ 3OlQH GHV 8QWHUQHKPHQV EHDFKWHQ� 3ODQW GDV 8QWHUQHKPHQ EHLVSLHOVZHLVH
VHLQH 'LHQVWH JUR�WHLOV LQ GLH &ORXG ]X YHUODJHUQ� VROOWH NHLQH +DUGZDUH�EDVLHUWH 2Q�
3UHPLVHV :$) DQJHVFKDIIW ZHUGHQ�

*OHLFK]HLWLJ VLQG QDW�UOLFK GLH .RVWHQ HEHQIDOOV HLQ 3XQNW GHU EHDFKWHW ZHUGHQ PXVV�

��
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=ZDU ZXUGH LQ GLHVHU $UEHLW DXI HLQHQ .RVWHQ�9HUJOHLFK YHU]LFKWHW� LQ GHU KHXWLJHQ =HLW
JHK|UHQ DOOHUGLQJV /L]HQ]� RGHU :DUWXQJVYHUWUlJH ]XP 6WDQGDUG� *HUDGH EHL NRPPHU�
]LHOOHQ $QELHWHUQ N|QQHQ YHUVWHFNWH .RVWHQ DQIDOOHQ� GLH VLFK VFKQHOO DXIVXPPLHUHQ�
'DI�U LVW YRQ GLHVHQ PHLVW HLQ ODQJOHELJHU 3URGXNW�6XSSRUW JHZlKUOHLVWHW XQG HLQLJH
ELHWHQ LKUH :$)�/|VXQJ DOV 0DQDJHG 6HUYLFH DQ�

,P 2SHQ�6RXUFH %HUHLFK VLQG VROFKH *DUDQWLHQ RGHU IRUWODXIHQGH 9HUEHVVHUXQJ GHU
'LHQVWH QLFKW JDUDQWLHUW� =ZDU ELHWHQ GLHVH HLQH NRVWHQORVH RGHU NRVWHQJ�QVWLJH $OWHUQD�
WLYH ]X NRPPHU]LHOOHQ $QELHWHUQ� DOOHUGLQJV HUZLUEW PDQ EHL VROFKHQ /|VXQJHQ PHLVW QXU
GDV *UXQGJHU�VW XQG LVW VHOEVW I�U $NWXDOLVLHUXQJHQ XQG (UZHLWHUXQJHQ YHUDQWZRUWOLFK�
2KQH HLQ GHGL]LHUWHV 7HDP NDQQ HLQH 2SHQ�6RXUFH /|VXQJ ZRKO QLFKW HIIHNWLY EHWULHEHQ
ZHUGHQ�

$OOHUGLQJV KDW HV GHQ $QVFKHLQ� GDVV 2SHQ�6RXUFH :$)V LQQRYDWLYHUH $QVlW]H ZlKOHQ�
DOV NRPPHU]LHOOH $QELHWHU� *OHLFK]HLWLJ KDW GLHV DOOHUGLQJV GLH .RQVHTXHQ]� GDVV GLH
DQJHERWHQHQ )XQNWLRQHQ OLPLWLHUW VLQG XQG LQ LKUHU $Q]DKO ZHVHQWOLFK JHULQJHU DXVIDOOHQ�
8SGDWHV RGHU QHXH )XQNWLRQHQ ODVVHQ EHL 6\VWHPHQ� GLH YRQ HLQHU &RPPXQLW\ HQWZLFNHOW
ZHUGHQ� JHUQH HWZDV DXI VLFK ZDUWHQ� ,P NRPPHU]LHOOHQ %HUHLFK ZHUGHQ UHJHOPl�LJ
QHXH )XQNWLRQHQ XQG 9HUEHVVHUXQJHQ DXVJHUROOW XQG HV NDQQ ZHVHQWOLFK VFKQHOOHU DXI
QHXH %HGURKXQJHQ UHDJLHUW ZHUGHQ�

2E HV QXQ EHVVHU LVW� GLUHNW HLQ NRPPHU]LHOOHV 3URGXNW ]X HUZHUEHQ� RGHU VLFK DXI HLQH
2SHQ�6RXUFH /|VXQJ ]X VW�W]HQ� NDQQ LP WKHRUHWLVFKHQ .RQWH[W QLFKW HQWVFKLHGHQ ZHU�
GHQ� 'LHVH (QWVFKHLGXQJ LVW DEKlQJLJ YRQ GHQ HLJHQHQ $QIRUGHUXQJHQ XQG 6\VWHPHQ�
YRQ GHU %HUHLWVFKDIW ]XU HLJHQHQ :DUWXQJ� GHQ YHUI�JEDUHQ ILQDQ]LHOOHQ 0LWWHOQ XQG GHP
ODQJIULVWLJHQ 3OlQHQ GHV 8QWHUQHKPHQV�

��



.DSLWHO �� &RRNLH 9DOLGLHUXQJ PLW 0RG6HFXULW\

4 Cookie Validierung mit ModSecurity

%LVKHU ZXUGH LQ GLHVHU $UEHLW GDUDXI HLQJHJDQJHQ� ZDUXP GLH $EVLFKHUXQJ YRQ $SSOLND�
WLRQHQ XQG 6\VWHPHQ LQ GHU KHXWLJHQ =HLW VR ZLFKWLJ LVW XQG ZHOFKHQ EHNDQQWHQ %HGUR�
KXQJHQ GLHVH DXVJHVHW]W VLQG� ,Q GLHVHP .RQWH[W ZXUGHQ :HE $SSOLFDWLRQ )LUHZDOOV LP
'HWDLO EHVFKULHEHQ XQG HUOlXWHUW� ZLH GHUHQ (LQVDW] ]XP 6FKXW] GHU GDKLQWHUOLHJHQGHQ
$SSOLNDWLRQHQ I�U HLQ KRKHV 0D� DQ 6LFKHUKHLW VRUJHQ N|QQHQ� 'DU�EHU KLQDXV ZXUGH
HLQ (LQEOLFN LQ HLQH $XVZDKO DQ EHVWHKHQGHQ :$) /|VXQJHQ VRZRKO LP NRPPHU]LHOOHQ
DOV DXFK LP 2SHQ�6RXUFH %HUHLFK JHJHEHQ XQG GHUHQ 9RU� XQG 1DFKWHLOH XQWHUVXFKW�

,Q IROJHQGHP $EVFKQLWW GHU $UEHLW ZLUG QXQ HWZDV WLHIHU LQ HLQHV GLHVHU EHVWHKHQGHQ
6\VWHPH HLQJHWDXFKW XQG GHVVHQ )XQNWLRQVZHLVH SUDNWLVFK YHUDQVFKDXOLFKW� (V ZLUG
YHUVXFKW� DQKDQG HLQHV UHDOLWlWVQDKHQ 6]HQDULRV� GLH ,QWHJUDWLRQ GHU 2SHQ�6RXUFH :$)
0RG6HFXULW\ ]XP 6FKXW] HLQHU :HE�$SSOLNDWLRQ SUD[LVQDK GDU]XVWHOOHQ� ,Q .DSLWHO �����
ZXUGH EHUHLWV HUOlXWHUW� GDVV :HE $SSOLFDWLRQ )LUHZDOOV JUXQGVlW]OLFK GLH 0|JOLFKNHLW
ELHWHQ� &RRNLHV GLJLWDO ]X VLJQLHUHQ XQG LQ ZHLWHUHU )ROJH GHUHQ ,QWHJULWlW ]X YDOLGLHUHQ�
6WDQGDUGPl�LJ ZLUG GLHVH )XQNWLRQDOLWlW QLFKW YRQ 0RG6HFXULW\ XQWHUVW�W]W� DOOHUGLQJV
VROOWH VLFK VR HLQH )XQNWLRQDOLWlW DQKDQG YRQ VHOEVW GHILQLHUWHQ 5HJHOQ XPVHW]HQ ODVVHQ�

'LHVHV .DSLWHO ZLGPHW VLFK GHP.RQ]HSW XQG GHU 8PVHW]XQJ HLQHU VROFKHQ )XQNWLRQDOLWlW�
=X %HJLQQ ZLUG HLQ .RQ]HSW HUDUEHLWHW� GDV YHUDQVFKDXOLFKHQ VROO� ZLH HLQH &RRNLH�
9DOLGLHUXQJ PLWKLOIH HLQHU :HE$SSOLFDWLRQ )LUHZDOO DXVVHKHQ N|QQWH� :HLWHUV ZHUGHQ DXI
%DVLV GLHVHV .RQ]HSWV GLH$QIRUGHUXQJHQ I�U HLQH SUDNWLVFKH ,PSOHPHQWLHUXQJ DQDO\VLHUW
XQG HUOlXWHUW� 6FKOXVVHQGOLFK ZLUG YHUVXFKW� GLHVHV .RQ]HSW LQ GLH 3UD[LV XP]XVHW]HQ
XQG PLWKLOIH GHU 2SHQ�6RXUFH :$) 0RG6HFXULW\ &RRNLHV ]X VLJQLHUHQ XQG ]X YDOLGLHUHQ�

��
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4.1 Konzept

:LH EHUHLWV HUZlKQW ZXUGH� VLQG +773�&RRNLHV HLQ ZLFKWLJHU %HVWDQGWHLO LQ GHU .RPPX�
QLNDWLRQ �EHU GDV +773�3URWRNROO XQG ZHUGHQ RIW I�U GLH ,GHQWLIL]LHUXQJ HLQ]HOQHU &OLHQWV
JHJHQ�EHU HLQHP :HE�6HUYHU YHUZHQGHW� $OOHUGLQJV N|QQHQ GLHVH YRQ $QJUHLIHULQQHQ
XQG $QJUHLIHUQ JHVWRKOHQ� PDQLSXOLHUW RGHU YRUKHUJHVDJW ZHUGHQ� XP VLFK XQUHFKWPl�
�LJHQ =XJULII DXI GHQ :HE�6HUYHU ]X YHUVFKDIIHQ� 8P GDV ]X YHUKLQGHUQ� EHGDUI HV
HLQHU )XQNWLRQDOLWlW� XP VROFKH HLQJHKHQGHQ &RRNLHV ]X YDOLGLHUHQ XQG JHJHEHQHQIDOOV
$QIUDJHQ ]X EORFNLHUHQ� IDOOV GLH ,QWHJULWlW GHU &RRNLHV QLFKW JHJHEHQ LVW�

8P HLQ .RQ]HSW I�U GLH ,QWHJULWlWVSU�IXQJ YRQ &RRNLHV EHUHLWVWHOOHQ ]X N|QQHQ� LVW
HV QRWZHQGLJ� GLH )XQNWLRQVZHLVH YRQ &RRNLHV ]X YHUVWHKHQ� &RRNLHV VLQG NOHLQH
'DWHQSDNHWH� GLH PLW GHU $QWZRUW DXI HLQH $QIUDJH EHL %HGDUI YRP 6HUYHU DQ GHQ &OLHQW
JHVHQGHW XQG DP &OLHQW JHVSHLFKHUW ZHUGHQ� 6HQGHW GHU JOHLFKH &OLHQW HUQHXW HLQH
$QIUDJH DQ GHQVHOEHQ 6HUYHU� ZHUGHQ GLH &RRNLHV DXWRPDWLVFK PLWJHVHQGHW XQG N|QQHQ
YRP 6HUYHU DXVJHZHUWHW ZHUGHQ �0R]LOOD &RUSRUDWLRQ� ������

+773��$QIUDJH

+773��$QWZRUW
6HW��&RRNLH��WRNHQ ���������

WRNHQ����������

+773��$QIUDJH
WRNHQ ���������

$EELOGXQJ ���� +773�&RRNLH $EODXI�

&RRNLHV ZHUGHQ YRQ :HE�6HUYHUQ �EHU HLQHQ 6HW�&RRNLH +773�+HDGHU JHVHW]W XQG
EHVWHKHQ DXV HLQHU HLQGHXWLJHQ %H]HLFKQXQJ XQG GHP HQWVSUHFKHQGHQ :HUW� 'DU�EHU
KLQDXV N|QQHQ &RRNLHV PLW YHUVFKLHGHQHQ $WWULEXWHQ YHUVHKHQ ZHUGHQ� ZLH EHLVSLHOV�
ZHLVH HLQHP $EODXIGDWXP RGHU HLQHP +773�2QO\ .HQQ]HLFKHQ� ZHOFKHU GHQ =XJULII DXI
GHQ &RRNLH LQQHUKDOE YRQ -DYD6FULSW XQWHUVDJW �0R]LOOD &RUSRUDWLRQ� ������ 'HU JUREH
$XIEDX HLQHV 6HW�&RRNLH +HDGHU LVW LQ /LVWLQJ ��� GDUJHVWHOOW�

SetíCookie � �cookieíname! �cookieívalue !� Expires �date !� HttpOnly

/LVWLQJ ���� &RRNLH $XIEDX �

�*UDILN YRP $XWRU HUVWHOOW�
�$GDSWLHUW YRQ �0R]LOOD &RUSRUDWLRQ� ������

��



.DSLWHO �� &RRNLH 9DOLGLHUXQJ PLW 0RG6HFXULW\

&RRNLHV EHLQKDOWHQ LKUH ,QIRUPDWLRQHQ PHLVW LQ XQYHUVFKO�VVHOWHU )RUP XQG N|QQHQ
GDKHU GLUHNW DXVJHOHVHQ ZHUGHQ� 'DV HUP|JOLFKW $QJUHLIHULQQHQ XQG $QJUHLIHUQ VLH I�U
LKUH =ZHFNH ]X PLVVEUDXFKHQ� 'DKHU VROOWHQ &RRNLHV HQWZHGHU YHUVFKO�VVHOW RGHU GD�
KLQJHKHQG YDOLGLHUW ZHUGHQ� GDVV VLFKHUJHVWHOOW ZHUGHQ NDQQ� GDVV GLHVH QLFKW YHUlQGHUW
ZXUGHQ� 'DV NDQQ JUXQGVlW]OLFK OHLFKW YRQ GHU :HE�$SSOLNDWLRQ VHOEVW JHPDFKW ZHUGHQ�
$OOHUGLQJV JLEW HV 6]HQDULHQ� LQ ZHOFKHQ PDQ NHLQHQ (LQIOXVV DXI GLH $SSOLNDWLRQ DQ VLFK
KDW� ZRGXUFK VLFK HLQH VROFKH )XQNWLRQDOLWlW GXUFK GHQ (LQVDW] HLQHU :$) HEHQIDOOV
DQELHWHQ Z�UGH� %HLVSLHOVZHLVH N|QQWH GLH :$) DXV HLQHP DXVJHKHQGHQ 6HW�&RRNLH
+HDGHU HLQH 6LJQDWXU EHUHFKQHQ XQG GLHVH DOV ZHLWHUHQ &RRNLH �EHUPLWWHOQ� .RPPHQ
GLH &RRNLHV PLW GHU QlFKVWHQ $QIUDJH ZLHGHU UHWRXU� NDQQ GLH 6LJQDWXU HUQHXW EHUHFKQHW
XQG YHUJOLFKHQ ZHUGHQ� XP GLH ,QWHJULWlW GHV &RRNLHV ]X SU�IHQ�

'LHVH hEHUOHJXQJ VROO DOV %DVLV I�U GDV .RQ]HSW GHU SUDNWLVFKHQ 8PVHW]XQJ GLHQHQ
XQG LVW LQ $EELOGXQJ ��� JUDILVFK GDUJHVWHOOW�

+773��$QIUDJH

+773��$QWZRUW
6HW��&RRNLH��WRNHQ ���������

WRNHQ����������
VLJQDWXUH�
1�%��2�

+773��$QIUDJH
WRNHQ ���������

+773��$QIUDJH

+773��$QWZRUW
6HW��&RRNLH��WRNHQ ���������

:HE��$SSOLFDWLRQ :$)

6HW��&RRNLH��VLJQDWXUH 1�%��2�

+773��$QWZRUW
��6LJQDWXU�EHUHFKQHQ
��6LJQDWXU�DOV�&RRNLHb

KLQ]XI¾JHQ

+773�$QIUDJH�&RRNLH
��6LJQDWXU�EHUHFKQHQ
��6LJQDWXUHQ�YHUJOHLFKHQ
��$N]HSWLHUHQ�%ORFNLHUHQ

VLJQDWXUH 1�%��2�

$EELOGXQJ ���� .RQ]HSW &RRNLH 6LJQDWXU�

,Q GHU $EELOGXQJ ZLUG YRQ HLQHP &OLHQW HLQH $QIUDJH DQ HLQH :HE�$SSOLNDWLRQ JHVHQGHW�
'LHVHU VHW]W LQ VHLQHU $QWZRUW HLQHQ 7RNHQ PLWKLOIH HLQHV 6HW�&RRNLH +773�+HDGHUV� 'LH
GD]ZLVFKHQOLHJHQGH :HE $SSOLFDWLRQ )LUHZDOO HUNHQQW GHQ DXVJHKHQGHQ 6HW�&RRNLH
+HDGHU XQG EHUHFKQHW HLQH 6LJQDWXU DXI %DVLV GHU ,QIRUPDWLRQHQ GHV &RRNLHV� 'LHVH
6LJQDWXU ZLUG HEHQIDOOV PLWKLOIH HLQHV 6HW�&RRNLH +HDGHU DQ GHQ &OLHQW �EHUPLWWHOW�

6HQGHW GHU &OLHQW QXQ HUQHXW HLQH $QIUDJH DQ GLH :HE�$SSOLNDWLRQ� �EHUPLWWHOW HU GLH
JHVHW]WHQ &RRNLHV LQQHUKDOE GHU QHXHQ $QIUDJH� 'LH :$) HUNHQQW� GDVV EHLGH &RRNLHV
YRUKDQGHQ VLQG XQG NDONXOLHUW DXI %DVLV GHV LQLWLDOHQ &RRNLHV HUQHXW GLH 6LJQDWXU� 'DU�
DXIKLQ ZLUG GLH EHUHFKQHWH 6LJQDWXU PLW GHU DOV &RRNLH �EHUPLWWHOWHQ 6LJQDWXU YHUJOLFKHQ�

�*UDILN YRP $XWRU HUVWHOOW�
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6WLPPHQ GLH 6LJQDWXUHQ �EHUHLQ� ZLUG GLH $QIUDJH DQ GLH :HE�$SSOLNDWLRQ ZHLWHUJHOHLWHW�
6WLPPHQ GLH 6LJQDWXUHQ QLFKW �EHUHLQ� ZLUG GLH $QIUDJH GHV &OLHQWV EORFNLHUW�

8P GLHVHV .RQ]HSW LQ GLH 3UD[LV XP]XVHW]HQ� ZLUG LP IROJHQGHQ .DSLWHO HLQ NOHLQHV
7HVW�6]HQDULR DXIJHEDXW� $QKDQG YRQ GLHVHP 7HVW�6]HQDULR ZLUG LQ ZHLWHUHU )ROJH HLQ
HLJHQHV 5HJHOZHUN LQ 0RG6HFXULW\ HUVWHOOW ZHUGHQ� XP GLH EHVFKULHEHQHQ$QIRUGHUXQJHQ
LQ GLH 3UD[LV XP]XVHW]HQ�

4.2 Test-Szenario

8P GHQ JUR�HQ $XIZDQG HLQHV 6HUYHU�lKQOLFKHQ 7HVW�6\VWHPV DXI HLQHP 0LQLPXP ]X
KDOWHQ� ZLUG GDV 7HVW�6]HQDULR DXI HLQHP HLQ]HOQHQ YLUWXDOLVLHUWHQ 'HELDQ /LQX[ 6HUYHU
DXIJHVHW]W� 'LH YHUZHQGHWHQ .RPSRQHQWHQ N|QQHQ DOOHUGLQJV DOOH EHWULHEVV\VWHPXQ�
DEKlQJLJ YHUZHQGHW ZHUGHQ� )�U GDV 6HWXS GHV 7HVW�6]HQDULRV RULHQWLHUHQ ZLU XQV
DXI GHP LP YRUKLQHLQ HUVWHOOWHQ .RQ]HSW� 'HPQDFK ZHUGHQ I�U GDV 7HVW�6]HQDULR GLH
IROJHQGHQ .RPSRQHQWHQ EHQ|WLJW�

� (LQH :HE�$SSOLNDWLRQ ]XP 3ODW]LHUHQ YRQ &RRNLHV�

� (LQ $SDFKH :HE�6HUYHU� ZHOFKHU DOV 3UR[\ IXQJLHUW�

� (LQH ,QVWDOODWLRQ YRQ 0RG6HFXULW\ DP $SDFKH :HE�6HUYHU�

4.2.1 Web-Applikation

(LQHUVHLWV ZLUG I�U GDV 7HVW�6]HQDULR HLQH :HE�$SSOLNDWLRQ EHQ|WLJW� GLH GHPRQVWUDWLY
HLQHQ &RRNLH DXI &OLHQWV SODW]LHUW� GLH HLQH$QIUDJH VHQGHQ� 8P GLHV ]X VLPXOLHUHQ ZXUGH
HLQH PLQLPDOH :HE�$SSOLNDWLRQ LQ -DYD HQWZLFNHOW� GLH I�U 7HVW]ZHFNH HLQHQ (QGSXQNW
I�U HLQJHKHQGH $QIUDJHQ EHUHLWVWHOOW XQG OHGLJOLFK HLQHQ &RRNLH DQ GHQ &OLHQW �EHUPLWWHOW�
'LHVH 0LFUR�$SSOLNDWLRQ YHUI�JW �EHU IROJHQGHQ 5HVW &RQWUROOHU�
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 Trying ��� � � � � � � � ���� � � �


 Connected to localhost � ��� � � � � � � � port ���� ����
! GET � cookieJar HTTP � � � �
! Host � localhost �����
! UseríAgent � curl � � � �� � �
! Accept � 
 � 

!


 Mark bundle as not supporting multiuse
� HTTP � � � � ���
� SetíCookie � myídeliciousícookie caramel
� ContentíType � text � plain � charset UTFí�
� ContentíLength � ��
� Date � Sun � �� May ���� �������� GMT
�


 Connection �� to host localhost left intact
Enjoy your cookie��

/LVWLQJ ���� &XUO *(7 $QIUDJH

4.2.2 ModSecurity Modul

$OV ZHLWHUH .RPSRQHQWH I�U GDV 7HVW�6]HQDULR IHKOW QRFK GLH ,QVWDOODWLRQ YRQ 0RG6H�
FXULW\ DOV 0RGXO GHV $SDFKH :HE�6HUYHUV� 'LHV NDQQ JUXQGVlW]OLFK �EHU ]ZHL $UWHQ
HUIROJHQ� (LQHUVHLWV �EHU HLQHQ 3DFNDJH 0DQDJHU� ZLH DSW� DQGHUHUVHLWV ZLHGHUXP NDQQ
GHU 6RXUFH &RGH GLUHNW YRP HQWVSUHFKHQGHQ *LWKXE 5HSRVLWRU\ KHUXQWHUJHODGHQ ZHU�
GHQ XQG GDV 0RGXO GLUHNW YRP 4XHOOFRGH LQVWDOOLHUW ZHUGHQ� ,P 5DKPHQ GLHVHU $UEHLW
EHVFKUlQNHQ ZLU XQV DOOHUGLQJV DXI GDV YRUNRPSLOLHUWH 0RGXO XQG N|QQHQ GLHV ZLHGHU
EHTXHP PLW IROJHQGHP %HIHKO KHUXQWHUODGHQ �)ROLQL 	 5LVWLF� ������

VXGR DSW LQVWDOO OLEDSDFKH��PRG�VHFXULW\�

1DFK HUIROJUHLFKHP 'RZQORDG GHV 0RGXOV PXVV GLHVHV ZLHGHUXP DNWLYLHUW ZHUGHQ� 'LHV
HUIROJW �EHU GHQ IROJHQGHQ %HIHKO �)ROLQL 	 5LVWLF� ������

VXGR D�HQPRG VHFXULW\�

'XUFK GLH ,QVWDOODWLRQ GHV 0RGXOV ZLUG HLQ QHXHU 2UGQHU PLW ZLFKWLJHQ .RQILJXUDWLRQV�
'DWHLHQ XQWHU �HWF�PRGVHFXULW\ DQJHOHJW� 'D 0RG6HFXULW\ VWDQGDUGPl�LJ QLFKW DNWLYLHUW
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LVW� ZLUG GLH H[LVWLHUHQGH .RQILJXUDWLRQV�'DWHL PLW IROJHQGHP %HIHKO DNWLYLHUW �)ROLQL 	
5LVWLF� ������

FS �HWF�PRGVHFXULW\�PRGVHFXULW\�FRQI�UHFRPPHQGHG �HWF�PRGVHFXULW\�PRGVHFXULW\�FRQI

'LHVHU %HIHKO NRSLHUW GLH 6WDQGDUGNRQILJXUDWLRQ XQG DNWLYLHUW VLH JOHLFK]HLWLJ GXUFK
(QWIHUQHQ GHV 6XIIL[ �UHFRPPHQGHG� ,QQHUKDOE GLHVHU .RQILJXUDWLRQ PXVV DX�HUGHP
QRFK GLH %HWULHEVDUW YRQ 0RG6HFXULW\ JHlQGHUW ZHUGHQ� GD GLHVH VWDQGDUGPl�LJ DXI
'HWHFWLRQ2QO\ JHVHW]W LVW� 8P GLHV ]X WXQ� PXVV GLH 0RG6HFXULW\ 5XOHV (QJLQH ZLH LQ
/LVWLQJ ��� GDUJHVWHOOW DXI 2Q JHVWHOOW ZHUGHQ �)ROLQL 	 5LVWLF� ������

� íí Rule engine initialization ←↩
íííííííííííííííííííííííííííííííííííííííííííííí

� Enable ModSecurity � attaching it to every transaction � Use detection
� only to start with � because that minimises the chances of postí←↩

installation
� disruption �
�
SecRuleEngine On

/LVWLQJ ���� 0RG6HFXULW\ 5XOHV (QJLQH $NWLYLHUXQJ

1DFKGHP GLH $NWLYLHUXQJ YRUJHQRPPHQ ZXUGH� EHQ|WLJW GHU $SDFKH 6HUYHU ZLHGHUXP
HLQHQ 1HXVWDUW� GDPLW GLH bQGHUXQJHQ WDWVlFKOLFK DNWLYLHUW ZHUGHQ�

'DQDFK NDQQ GLH )XQNWLRQVZHLVH YRQ 0RG6HFXULW\ DQKDQG HLQHU HLQIDFKHQ 5HJHO
�EHUSU�IW ZHUGHQ� 'D]X ZLUG H[HPSODULVFK HLQH 5HJHO LQ GHU .RQILJXUDWLRQV�'DWHL GHV
9LUWXDO +RVW HUVWHOOW� ZHOFKH MHJOLFKH $QIUDJH DQ GHQ 3IDG �FRRNLH-DU EORFNLHUHQ VROO� 'LH
HQWVSUHFKHQGH 5HJHO VLHKW IROJHQGHUPD�HQ DXV �)ROLQL 	 5LVWLF� ������

SecRule REQUEST_URI ´ � cookieJar ´ ´ id ���� � deny � status ���� � msg � ¶ Block ←↩
Cookie Request � ¶ ´

/LVWLQJ ���� 0RG6HFXULW\ %HLVSLHO 5HJHO

+LHUEHL LQGL]LHUW GDV 6WLFKZRUW 6HF5XOH HLQH QHXH 5HJHO� 'DQDFK ZLUG GLH 9DULDEOH GHIL�
QLHUW� DXI ZHOFKH ]XJHJULIIHQ ZHUGHQ VROO� ,Q GLHVHP )DOO GHU 85, GHU $QIUDJH� 'DUDXI IROJW
HLQ 2SHUDWRU� PLW ZHOFKHP HLQ UHJXOlUHU $XVGUXFN� HLQ 3DWWHUQ RGHU HLQ 6FKO�VVHOZRUW DQ�
JHJHEHQ ZLUG� QDFK ZHOFKHP LQ GHU 9DULDEOH JHVXFKW ZHUGHQ VROO� 6FKOXVVHQGOLFK IROJHQ
QRFK $NWLRQHQ� GLH DXVJHI�KUW ZHUGHQ� QDFKGHP HLQH $QIUDJH GLH .ULWHULHQ GHU 5HJHO
HUI�OOW �)ROLQL 	 5LVWLF� ������ ,P %HLVSLHO VROO GLH $QIUDJH DEJHOHKQW ZHUGHQ XQG PLW GHP

��



.DSLWHO �� &RRNLH 9DOLGLHUXQJ PLW 0RG6HFXULW\

+773�6WDWXV &RGH ��� DQWZRUWHQ� 'DU�EHU KLQDXV LVW HLQH 1DFKULFKW PLW GHQ :RUWHQ
%ORFN &RRNLH 5HTXHVW� GHILQLHUW� ZHOFKH EHL HLQHP SRVLWLYHQ 7UHIIHU LQ GLH /RJ�'DWHL
JHVFKULHEHQ ZLUG�

6WDUWHW PDQ GHQ $SDFKH 6HUYHU QHX XQG WHVWHW GLH QHX GHILQLHUWH 5HJHO ZLHGHU PLWKLOIH
YRQ &XUO� LVW GLH $XVZLUNXQJ GHU 5HJHO JXW HUVLFKWOLFK�

$ curl ív localhost � � � � cookieJar


 Trying � � � � � � � � �


 Connected to localhost � � � � � port �� ����
! GET � cookieJar HTTP � � � �
! Host � localhost
! UseríAgent � curl � � � �� � �
! Accept � 
 � 

!


 Mark bundle as not supporting multiuse
� HTTP � � � � ��� Forbidden
� Date � Fri � �� Jun ���� �������� GMT
� Server � Apache � � � � � �� � Debian �
� ContentíLength � ���
� ContentíType � text � html � charset isoí����í�
�
��DOCTYPE HTML PUBLIC ´ í � � IETF � � DTD HTML � � � � � EN ´ !
�html!�head!
�title!��� Forbidden �� title!
��head!�body!
�h1!Forbidden ��h1!
�p!You don ¶ t have permission to access this resource � � �p!
�hr!
�address!Apache � � � � � �� � Debian � Server at localhost Port ����address!
��body!��html!


 Connection �� to host localhost left intact

/LVWLQJ ���� 0RG6HFXULW\ 5HJHO 0DWFK

'HU 6HUYHU DQWZRUWHW LQ GLHVHP )DOO PLW GHP NRQILJXULHUWHQ 6WDWXV &RGH ��� XQG HLQHU
HQWVSUHFKHQGHQ 0HOGXQJ� GDVV GHU =XJULII DXI GLH DQJHIUDJWH 5HVRXUFH YHUZHLJHUW
ZXUGH� $XFK LQ GHU HQWVSUHFKHQGHQ /RJ�'DWHL �YDU�ORJ�DSDFKH��PRGVHFBDXGLW�ORJ LVW
GLH NRQILJXULHUWH )HKOHUPHOGXQJ ]X ILQGHQ �)ROLQL 	 5LVWLF� ������

��



.DSLWHO �� &RRNLH 9DOLGLHUXQJ PLW 0RG6HFXULW\

Message � Access denied with code ��� � phase �� � Pattern match ´ �←↩
cookieJar ´ at REQUEST_URI � > file

´ � etc � apache2 � sitesíenabled ����ídefault � conf ´ @ > line ´ � � ´ @ > id ´ ��� ´ @ >←↩
msg ´ Block Cookie Request � ´ @

ApacheíError � > file ´ apache2_util � c ´ @ > line ���@ > level �@ > client � � � @ ←↩
ModSecurity � Access denied with code ���

� phase �� � Pattern match ´ � cookieJar ´ at REQUEST_URI � > file ´ � etc �←↩
apache2 � sitesíenabled ����ídefault � conf ´ @ > line

´ � � ´ @ > id ´ ��� ´ @ > msg ´ Block Cookie Request � ´ @ > hostname ´ localhost ´ @ >←↩
uri ´ � cookieJar ´ @ > unique_id

´ Ypo9w64eTQfKgGY5cpxZtQAAAAY ´ @
Action � Intercepted � phase ��
ApacheíHandler � proxyíserver
Stopwatch � ���������������� ���� �í í í�
Stopwatch2 � ���������������� ����� combined ���� � p1 ��� � p2 ��� � p3 � � ←↩

p4 � � p5 ��� � sr �� � sw � � l � � gc �
ResponseíBodyíTransformed � Dechunked
Producer � ModSecurity for Apache � � � � � � � http � � � www � modsecurity � org � � � ←↩

OWASP_CRS � � � � � � �
Server � Apache � � � � � �� � Debian �
EngineíMode � ´ ENABLED ´

/LVWLQJ ���� 0RG6HFXULW\ $XGLW /RJ

6RPLW ZXUGH VLFKHUJHVWHOOW� GDVV 0RG6HFXULW\ NRUUHNW LQVWDOOLHUW XQG DNWLYLHUW ZXUGH�

4.3 Praktische Umsetzung

'D QXQ HLQ 7HVW�6]HQDULR DXIJHVHW]W XQG LQLWLDO JHWHVWHW ZXUGH� ZLUG QXQ YHUVXFKW� GDV
]XYRU EHVFKULHEHQH .RQ]HSW PLWKLOIH YRQ 0RG6HFXULW\ XP]XVHW]HQ� 'LH NRQILJXULHUWH
5XOHV�(QJLQH YRQ 0RG6HFXULW\ ZLUG GDEHL LQ GHU /DJH VHLQ� GHQ JHVHW]WHQ &RRNLH GHU
:HE�$SSOLNDWLRQ ]X HUNHQQHQ� HLQH 6LJQDWXU ]X EHUHFKQHQ XQG DOV ZHLWHUHQ &RRNLH
DQ GHQ &OLHQW ]X �EHUPLWWHOQ� %HLP QlFKVWHQ 5HTXHVW GHV &OLHQWV ZLUG GLH :$) GLH
6LJQDWXU DXI %DVLV GHV LQLWLDOHQ &RRNLHV HUQHXW EHUHFKQHQ XQG PLWKLOIH GHU PLWJHOLHIHUWHQ
6LJQDWXU YDOLGLHUHQ�

'LH 5HJHOQ YRQ 0RG6HFXULW\ N|QQHQ LQ XQWHUVFKLHGOLFKHQ 3KDVHQ DQJHZHQGHW ZHUGHQ�
,Q GHU HUVWHQ 3KDVH KDW PDQ OHGLJOLFK =XJULII DXI GLH +HDGHU GHU $QIUDJH� ,Q GHU ]ZHLWHQ
3KDVH KDW PDQ =XJULII DXI GHQ %RG\ GHU $QIUDJH� 'LH 3KDVHQ GUHL XQG YLHU HUP|JOLFKHQ
GHQ =XJULII ZLHGHUXP DXI GLH +HDGHU GHU 6HUYHU�$QWZRUW XQG VHSDUDW DXI GHQ %RG\ GHU

��



.DSLWHO �� &RRNLH 9DOLGLHUXQJ PLW 0RG6HFXULW\

6HUYHU�$QWZRUW� 'LH I�QIWH XQG OHW]WH 3KDVH LVW UHLQ I�U GDV /RJJLQJ ]XVWlQGLJ �)ROLQL 	
5LVWLF� ������

8P LQLWLDO HUNHQQHQ ]X N|QQHQ� GDVV GLH :HE�$SSOLNDWLRQ �EHUKDXSW HLQHQ &RRNLH
JHVHW]W KDW� PXVV GHPQDFK LQ GHU GULWWHQ 3KDVH DXI GLH +HDGHU GHU 6HUYHU�$QWZRUW
]XJHJULIIHQ ZHUGHQ� 'LHV NDQQ �EHU IROJHQGH 0RG6HFXULW\ 5HJHO HUUHLFKW ZHUGHQ�

SecRule RESPONSE_HEADERS � SetíCookie ´ myídeliciousícookie ´ ´ id ����� � phase←↩
� � � deny � status ���� �log � msg � ¶ Detected Cookie myídeliciousícookie ¶ ´

/LVWLQJ ���� 0RG6HFXULW\ &RRNLH HUNHQQHQ

(LQH 5HJHO ZLUG LQ 0RG6HFXULW\ JUXQGVlW]OLFK PLW GHP 6FKO�VVHOZRUW 6HF5XOH HLQJHOHLWHW�
'DQDFK IROJW GLH 'HNODUDWLRQ GHU 9DULDEOH DXI ZHOFKH ]XJHJULIIHQ ZHUGHQ VROO� ,Q GLHVHP
)DOO ZLUG DXI GLH +HDGHU GHU 6HUYHU�$QWZRUW ]XJHJULIIHQ ZHUGHQ� VSH]LHOO DXI GLH 6HW�
&RRNLH +HDGHU� 'DQDFK IROJW HLQH 5HJXODU ([SUHVVLRQ� QDFK ZHOFKHU GLH GDYRU GHILQLHUWH
9DULDEOH YDOLGLHUW ZLUG� ,P %HLVSLHO ZLUG JHSU�IW� RE LP 6HW�&RRNLH +HDGHU GHU :HUW P\�
GHOLFLRXV�FRRNLH YRUNRPPW� 6FKOXVVHQGOLFK IROJHQ QRFK JHZLVVH $NWLRQHQ� GLH EHL HLQHP
SRVLWLYHQ 0DWFK DXVJHI�KUW ZHUGHQ VROOHQ� (LQHUVHLWV ZLUG I�U GLH 5HJHO HLQH HLQGHXWLJH
,' PLW GHP :HUW ���� IHVWJHOHJW XQG GHILQLHUW� GDVV VLH LQ 3KDVH GUHL DQ]XZHQGHQ LVW�
DOVR GDQQ� ZHQQ GLH +HDGHU GHU 6HUYHU�$QWZRUW YHUI�JEDU VLQG� 8P ]X HUNHQQHQ� RE
GHU &RRNLH DXFK WDWVlFKOLFK YRQ GHU :HE�$SSOLNDWLRQ JHVHW]W ZLUG� ZLUG GLH $QIUDJH
H[HPSODULVFK PLW GHP 6FKO�VVHOZRUW GHQ\ EORFNLHUW XQG GHU 6HUYHU VROO PLW GHP 6WDWXV
��� DQWZRUWHQ� 'DU�EHU KLQDXV ZLUG QRFK HLQH HQWVSUHFKHQGH 1DFKULFKW LQ GLH /RJ�'DWHL
JHVFKULHEHQ� 'HWHFWHG &RRNLH P\�GHOLFLRXV�FRRNLH��

1DFK HLQHP 7HVW GHU .RQILJXUDWLRQ XQG HLQHP 1HXVWDUW GHV 6HUYHUV NDQQ GLH HUVWHOOWH
5HJHO JHWHVWHW ZHUGHQ� (LQH HUQHXWH $QIUDJH �EHU &XUO ]HLJW LQ /LVWLQJ ���� GDVV GLH
$QIUDJH PLW GHP 6WDWXV ��� EORFNLHUW ZLUG�

��



.DSLWHO �� &RRNLH 9DOLGLHUXQJ PLW 0RG6HFXULW\

curl ív localhost � � � � cookieJar


 Trying � � � � � � � � �


 Connected to localhost � � � � � port �� ����
! GET � cookieJar HTTP � � � �
! Host � localhost
! UseríAgent � curl � � � �� � �
! Accept � 
 � 

!


 Mark bundle as not supporting multiuse
� HTTP � � � � ��� Forbidden
� Date � Mon � �� Jun ���� �������� GMT
� Server � Apache � � � � � �� � Debian �
� TransferíEncoding � chunked
� ContentíType � text � html � charset isoí����í�
�
��DOCTYPE HTML PUBLIC ´ í � � IETF � � DTD HTML � � � � � EN ´ !
�html!�head!
�title!��� Forbidden �� title!
��head!�body!
�h1!Forbidden ��h1!
�p!You don ¶ t have permission to access this resource � � �p!
�hr!
�address!Apache � � � � � �� � Debian � Server at localhost Port ����address!
��body!��html!


 Connection �� to host localhost left intact

/LVWLQJ ���� 0RG6HFXULW\ &RRNLH %ORFNLHUHQ

(EHQIDOOV LP (UURU�/RJ YRP $SDFKH 6HUYHU� LQ /LVWLQJ ����� LVW GLH NRQILJXULHUWH )HK�
OHUPHOGXQJ ]X VHKHQ� 'HPQDFK LVW GLH :$) LQ GHU /DJH� GHQ JHVHW]WHQ &RRNLH GHU
:HE�$SSOLNDWLRQ ]X HUNHQQHQ�

> Mon Jun �� ��������������� ����@ > � error @ > pid �����tid ←↩
���������������@ > client � � � � ����� @ > client � � � @ ModSecurity � Access ←↩
denied with code ��� � phase �� � Pattern match ´ myídeliciousícookie ´ ←↩
at RESPONSE_HEADERS � SetíCookie � > file ´ � etc � apache2 � sitesíenabled←↩
����ídefault � conf ´ @ > line ´ � � ´ @ > id ´����´ @ > msg ´ Detected Cookie myí←↩
deliciousícookie ´ @ > hostname ´ localhost ´ @ > uri ´ � cookieJar ´ @ >←↩
unique_id ´ Yp4hcwhUdZD25RUxkAAíGQAAAAI ´ @

/LVWLQJ ����� 0RG6HFXULW\ &RRNLH %ORFNLHUHQ /RJ

,P QlFKVWHQ 6FKULWW PXVV QXQ GHU :HUW GHV 6HW�&RRNLH +HDGHU DXV GHQ +HDGHUQ GHU
6HUYHU�$QWZRUW H[WUDKLHUW ZHUGHQ� 'D]X lQGHUQ ZLU GLH HUVWHOOWH 5HJHO XQG YHUNHWWHQ

��



.DSLWHO �� &RRNLH 9DOLGLHUXQJ PLW 0RG6HFXULW\

VLH PLW GHP 6FKO�VVHOZRUW FKDLQ PLW ZHLWHUHQ 5HJHOQ� ZHOFKH GHQ :HUW DXV GHP 6HW�
&RRNLH +HDGHU H[WUDKLHUHQ XQG LQ GLH 7; 6DPPOXQJ �7; &ROOHFWLRQ� VSHLFKHUQ� XP LQ
ZHLWHUHU )ROJH GDUDXI ]XJUHLIHQ ]X N|QQHQ �)ROLQL 	 5LVWLF� ������ ,Q /LVWLQJ ���� VLQG
GLH HQWVSUHFKHQGHQ 5HJHOQ GHILQLHUW�

SecRule RESPONSE_HEADERS � SetíCookie ´ myídeliciousícookie ´ ´ id ����� � phase←↩
� � � chain � deny � log � msg � ¶ Detected

Server Cookie with value �^MATCHED_VAR ` ¶ ´
SecRule RESPONSE_HEADERS � SetíCookie ´ myídeliciousícookie  � � 
 � ´ ´ capture �←↩

chain ´
SecRule TX �� ´ ? w�´

/LVWLQJ ����� 0RG6HFXULW\ &RRNLH :HUW ([WUDKLHUHQ

'LH HUVWH 5HJHO HUNHQQW ZLHGHUXP QXU� RE GHU &RRNLH YRQ GHU $SSOLNDWLRQ JHVHW]W ZXUGH�
'LH ]ZHLWH 5HJHO H[WUDKLHUW GHQ :HUW GHV &RRNLHV PLW GHP 1DPHQ P\�GHOLFLRXV�FRRNLH
DQKDQG HLQHV UHJXOlUHQ $XVGUXFNHV XQG VSHLFKHUW GLHVHQ PLWKLOIH GHV 6FKO�VVHOZRUWHV
FDSWXUH LQ GLH 7; &ROOHFWLRQ� ,Q GHU GULWWHQ 5HJHO ZLUG JHSU�IW� RE VLFK LQ GHU HUVWHQ
*UXSSH GHU 7; &ROOHFWLRQ HLQ :HUW EHILQGHW� )DOOV MD� ZLUG GLH $QIUDJH H[HPSODULVFK
JHEORFNW� :LH ZLU LQ GHU $QWZRUW HLQHU ZHLWHUHQ &XUO 7HVW�$QIUDJH HUNHQQHQ N|QQHQ�
ZLUG GLH $QIUDJH EORFNLHUW XQG DXFK GHU :HUW GHV &RRNLHV ZLUG HQWVSUHFKHQG LQ GHU
/RJ�'DWHL LQ /LVWLQJ ���� DXVJHJHEHQ�

> Mon Jun �� ��������������� ����@ > � error @ > pid �����tid ←↩
���������������@ > client � � � � ����� @ > client � � � @

ModSecurity � Access denied with code ��� � phase �� � Pattern match ´ ? ? ? ? w←↩
�´ at TX � � � > file

´ � etc � apache2 � sitesíenabled ����ídefault � conf ´ @ > line ´ � � ´ @ > id ´����´ @ >←↩
msg ´ Detected Server Cookie with value

caramel ´ @ > hostname ´ localhost ´ @ > uri ´ � cookieJar ´ @ > unique_id ´←↩
Yp4tuT0l0Y0nkHMppXyTPgAAAAA ´ @

/LVWLQJ ����� 0RG6HFXULW\ &RRNLH :HUW ([WUDKLHUHQ XQG EORFNLHUHQ

'D ZLU QXQ GHQ :HUW GHV JHVHW]WHQ &RRNLHV LQ GHU 7; &ROOHFWLRQ JHVSHLFKHUW KDEHQ�
PXVV LQ ZHLWHUHU )ROJH QRFK HLQ +DVK�:HUW EHUHFKQHW ZHUGHQ� ZHOFKHU ZLHGHUXP DOV
HLJHQVWlQGLJHU &RRNLH DQ GHQ &OLHQW �EHUJHEHQ ZLUG� 8P GLHV ]X WXQ� PRGLIL]LHUHQ ZLU
GLH LQ /LVWLQJ ���� DQJHI�KUWH GULWWH 5HJHO XQG YHUZHQGHQ ]XU 9HUDQVFKDXOLFKXQJ ]ZHL
LQ 0RG6HFXULW\ LQWHJULHUWH 7UDQVIRUPDWLRQV�)XQNWLRQHQ�

��



.DSLWHO �� &RRNLH 9DOLGLHUXQJ PLW 0RG6HFXULW\

SecRule TX �� ´ ? w�´ ´ t � none � t � md5 � t � hexEncode � setenv � cookie_signature �^←↩
MATCHED_VAR ` ´

/LVWLQJ ����� 0RG6HFXULW\ +DVK EHUHFKQHQ

'LH PRGLIL]LHUWH 5HJHO LQ /LVWLQJ ���� SU�IW ZLHGHUXP� RE GLH 7; &ROOHFWLRQ DP ,QGH[ HLQV
HLQHQ :HUW EHLQKDOWHW XQG I�KUW LP SRVLWLYHQ )DOOH GLH $NWLRQHQ EH]LHKXQJVZHLVH 7UDQV�
IRUPDWLRQHQ W�QRQH� W�PG� XQG W�KH[(QFRGH DXI� 'LH HUVWH 7UDQVIRUPDWLRQ VRUJW GDI�U�
GDVV NHLQH GDYRU GHILQLHUWHQ 6WDQGDUG�7UDQVIRUPDWLRQHQ ]XU $QZHQGXQJ NRPPHQ� 'LH
]ZHLWH EHUHFKQHW DXV GHP :HUW YRQ 7;�� HLQHQ 0'��+DVK�:HUW LP %LQlUIRUPDW� 0LWKLOIH
GHU GULWWHQ 7UDQVIRUPDWLRQ ZLUG GDV %LQlUIRUPDW LQ HLQ +H[�)RUPDW NRQYHUWLHUW �)ROLQL 	
5LVWLF� ������ 'DV (UJHEQLV GLHVHU 7UDQVIRUPDWLRQHQ� DOVR HLQ +H[�NRGLHUWHU 6WULQJ :HUW�
ZLUG LQ GHU OHW]WHQ $QZHLVXQJ PLWKLOIH YRQ VHWHQY DOV 8PJHEXQJVYDULDEOH JHVSHLFKHUW�

0LWKLOIH GHV $SDFKH 0RGXOHV PRGBKHDGHUV� GDV ]XYRU PLW GHP %HIHKO

VXGR D�HQPRG KHDGHUV

JHODGHQ ZHUGHQ PXVV� NDQQ GLH GHILQLHUWH 8PJHEXQJVYDULDEOH QXQ DOV ZHLWHUHU 6HW�
&RRNLH +HDGHU DQ GHQ &OLHQW �EHUPLWWHOW ZHUGHQ� 'LH $QZHLVXQJ DQ GHQ $SDFKH 6HUYHU
LVW LQ /LVWLQJ ���� GDUJHVWHOOW�

Header add SetíCookie ´ signature �^COOKIE_SIGNATURE ` e ´ env ←↩
cookie_signature

/LVWLQJ ����� 0RG6HFXULW\ +DVK DOV &RRNLH �EHUJHEHQ

'LHVH $QZHLVXQJ I�JW GHU $QIUDJH HLQHQ ]XVlW]OLFKHQ &RRNLH PLW GHP 1DPHQ VLJQDWXU
XQG GHP :HUW GHU 8PJHEXQJVYDULDEOH KLQ]X� (LQ HUQHXWHU 7HVW �EHU &XUO ]HLJW GDV
(UJHEQLV LQ /LVWLQJ ����� 'HU LQLWLDO JHVHW]WH &RRNLH XQG GLH QHX HUVWHOOWH 6LJQDWXU VLQG
MHZHLOV DOV 6HW�&RRNLH +HDGHU JHVHW]W�

��



.DSLWHO �� &RRNLH 9DOLGLHUXQJ PLW 0RG6HFXULW\

curl ív localhost � � � � cookieJar


 Trying � � � � � � � � �


 Connected to localhost � � � � � port �� ����
! GET � cookieJar HTTP � � � �
! Host � localhost
! UseríAgent � curl � � � �� � �
! Accept � 
 � 

!


 Mark bundle as not supporting multiuse
� HTTP � � � � ���
� Date � Tue � �� Jun ���� �������� GMT
� Server � Apache � � � � � �� � Debian �
� ContentíType � text � plain � charset UTFí�
� ContentíLength � ��
� SetíCookie � myídeliciousícookie caramel
� SetíCookie � signature ����������ec0a7b0957e9c44cf77db5
�


 Connection �� to host localhost left intact
Enjoy your cookie �

/LVWLQJ ����� 0RG6HFXULW\ &RRNLH +DVK (UJHEQLV

6RPLW ZXUGH GLH QRWZHQGLJH )XQNWLRQDOLWlW� GLH YRQ GHU :HE�$SSOLNDWLRQ LQ 5LFKWXQJ
&OLHQW EHQ|WLJW ZLUG� LQ 0RG6HFXULW\ LQWHJULHUW XQG HV IHKOW OHGLJOLFK GLH 9DOLGLHUXQJ GHU
JHVHW]WHQ &RRNLHV� VREDOG GHU &OLHQW HUQHXW HLQH $QIUDJH VHQGHW� 'D]X P�VVHQ ZLU
HLQHUVHLWV HUNHQQHQ� GDVV PLW GHP LQLWLDOHQ &RRNLH P\�GHOLFLRXV�FRRNLH HEHQIDOOV GLH
6LJQDWXU �EHUPLWWHOW ZLUG� ,VW GLHV QLFKW GHU )DOO� VROO GLH $QIUDJH EORFNLHUW ZHUGHQ� 'LHVH
/RJLN NDQQ PLW IROJHQGHQ 5HJHOQ HUUHLFKW ZHUGHQ�

SecRule REQUEST_HEADERS � Cookie ´ myídeliciousícookie ´ ´ id ����� �log � msg � ¶←↩
Block request without cookie signature ¶ � chain �

deny ´
SecRule REQUEST_HEADERS � Cookie ´ � signature ´

/LVWLQJ ����� 0RG6HFXULW\ &RRNLH hEHUPLWWOXQJ SU�IHQ

,Q GHU HUVWHQ 5HJHO ZLUG JHSU�IW� RE LQ GHQ +HDGHUV GHU $QIUDJH GHU LQLWLDOH &RRNLH
P\�GHOLFLRXV�FRRNLH JHVHW]W LVW� ,Q HLQHU ]ZHLWHQ YHUNHWWHWHQ 5HJHO ZLUG GDU�EHU KLQDXV
JHSU�IW� RE GHU :HUW VLJQDWXU QLFKW LQ GHQ +HDGHUV YRUNRPPW� ,VW GLHV GHU )DOO� ZLUG
GLH $QIUDJH EORFNLHUW� hEHUJLEW PDQ QXQ PLWKLOIH YRQ &XUO QXU GHQ (UVWHQ GHU EHLGHQ
&RRNLHV� VLHKW PDQ� GDVV GLH $QIUDJH EORFNLHUW ZLUG�

��



.DSLWHO �� &RRNLH 9DOLGLHUXQJ PLW 0RG6HFXULW\

curl ív íícookie ´ myídeliciousícookie caramel ´ localhost � � � � cookieJar


 Trying � � � � � � � � �


 Connected to localhost � � � � � port �� ����
! GET � cookieJar HTTP � � � �
! Host � localhost
! UseríAgent � curl � � � �� � �
! Accept � 
 � 

! Cookie � myídeliciousícookie caramel
!


 Mark bundle as not supporting multiuse
� HTTP � � � � ��� Forbidden
� Date � Tue � �� Jun ���� �������� GMT
� Server � Apache � � � � � �� � Debian �
� ContentíLength � ���
� ContentíType � text � html � charset isoí����í�
�
��DOCTYPE HTML PUBLIC ´ í � � IETF � � DTD HTML � � � � � EN ´ !
�html!�head!
�title!��� Forbidden �� title!
��head!�body!
�h1!Forbidden ��h1!
�p!You don ¶ t have permission to access this resource � � �p!
�hr!
�address!Apache � � � � � �� � Debian � Server at localhost Port ����address!
��body!��html!


 Connection �� to host localhost left intact

/LVWLQJ ����� 0RG6HFXULW\ &RRNLH hEHUPLWWOXQJ EORFNLHUHQ

(UJlQ]W PDQ DOOHUGLQJV QRFK GLH 6LJQDWXU� ZLUG GLH $QIUDJH DN]HSWLHUW�

��



.DSLWHO �� &RRNLH 9DOLGLHUXQJ PLW 0RG6HFXULW\

curl ív íícookie ´ myídeliciousícookie caramel ´ íícookie ´ signature ���←↩
jkfd ´ localhost � � � � cookieJar


 Trying � � � � � � � � �


 Connected to localhost � � � � � port �� ����
! GET � cookieJar HTTP � � � �
! Host � localhost
! UseríAgent � curl � � � �� � �
! Accept � 
 � 

! Cookie � signature ���jkfd
!


 Mark bundle as not supporting multiuse
� HTTP � � � � ���
� Date � Tue � �� Jun ���� �������� GMT
� Server � Apache � � � � � �� � Debian �
� ContentíType � text � plain � charset UTFí�
� ContentíLength � ��
� SetíCookie � myídeliciousícookie caramel
� SetíCookie � signature ����������ec0a7b0957e9c44cf77db5
�


 Connection �� to host localhost left intact
Enjoy your cookie �

/LVWLQJ ����� 0RG6HFXULW\ &RRNLH hEHHUPLWWOXQJ ]XODVVHQ

8P GLH ,QWHJULWlW GHV LQLWLDOHQ &RRNLHV ]X YDOLGLHUHQ� PXVV LQ ZHLWHUHU )ROJH QRFKPDOV
HUQHXW GLH 6LJQDWXU EHUHFKQHW ZHUGHQ� XP GLHVHPLW GHU YRP&OLHQW �EHUPLWWHOWHQ 6LJQDWXU
YHUJOHLFKHQ ]X N|QQHQ� bKQOLFK ZLH EHUHLWV ]XYRU� HUVWHOOHQ ZLU GD]X ]XHUVW HLQH 5HJHO�
GLH GLH &RRNLHV LQ GHU $QIUDJH HUNHQQW XQG GLUHNW LQ GLH 7; &ROOHFWLRQ VSHLFKHUW� ,Q
HLQHU ]ZHLWHQ YHUNHWWHWHQ 5HJHO ZLUG GDUDXIKLQ ZLHGHU GLH 6LJQDWXU QDFK GHP JOHLFKHQ
3ULQ]LS ZLH ]XYRU EHUHFKQHW� =XHUVW ZLUG GHU 0'��+DVK EHUHFKQHW XQG GDV (UJHEQLV
GDUDXIKLQ DOV +H[�:HUW NRGLHUW XQG LQ HLQHU ZHLWHUHQ 9DULDEOH JHVSHLFKHUW� ,Q HLQHU GULWWHQ
YHUNHWWHWHQ 5HJHO ZLUG VRPLW QXU QRFK �EHUSU�IW� RE GLH �EHUPLWWHOWH 6LJQDWXU GHU QHX
EHUHFKQHWHQ HQWVSULFKW� )DOOV QLFKW� ZLUG GLH $QIUDJH EORFNLHUW� 'LH GD]X HUVWHOOWHQ 5HJHOQ
VLQG LQ /LVWLQJ ���� GDUJHVWHOOW�

��



.DSLWHO �� &RRNLH 9DOLGLHUXQJ PLW 0RG6HFXULW\

SecRule REQUEST_HEADERS � Cookie ´ myídeliciousícookie  � � 
 � � � 
 signature←↩
 � � 
 � ´ ´ id ����� � phase � � � capture � chain � deny � log �

msg � ¶ Cookie Integrity Violation � Calculated � �^tx � newísignature ` � ←↩
Received � �^tx � � ` ¶ ´

SecRule TX �� ´ ? w�´ ´ t � none � t � md5 � t � hexEncode � setvar � tx � newísignature �^←↩
MATCHED_VAR ` � chain ´

SecRule TX � NEWíSIGNATURE ´ � HT

/LVWLQJ ����� 0RG6HFXULW\ 5HJHO� 6LJQDWXU 9HUJOHLFK

,Q GHU HUVWHQ 5HJHO ZHUGHQ PLW GHP 6WLFKZRUW FDSWXUH GLH EHLGHQ GXUFK .ODPPHUQ
GDUJHVWHOOWHQ $XVGU�FNH GHU 5HJXODU ([SUHVVLRQ LQ GLH 7; &ROOHFWLRQ DXIJHQRPPHQ�
,Q GHU ]ZHLWHQ 5HJHO ZLUG GHU HUVWH GHU EHLGHQ $XVGU�FNH� GHPQDFK GHU :HUW GHV
QRUPDOHQ &RRNLHV� LQ HLQH QHXH 6LJQDWXU QDFK GHP JOHLFKHQ 3ULQ]LS WUDQVIRUPLHUW XQG
LQ HLQHU QHXHQ 9DULDEOH JHVSHLFKHUW� 6FKOXVVHQGOLFK ZLUG GLHVH QHXH 6LJQDWXU PLW GHU
�EHUPLWWHOWHQ DXV GHU 9DULDEOH 7;�� DQKDQG GHV QHJLHUWHQ#HT 2SHUDWRUV YHUJOLFKHQ�
6WLPPHQ GLH :HUWH QLFKW �EHUHLQ� VR ZLUG GLH $QIUDJH EORFNLHUW�

'DV (UJHEQLV OlVVW VLFK ZLHGHUXP JXW PLW &XUO WHVWHQ�

��



.DSLWHO �� &RRNLH 9DOLGLHUXQJ PLW 0RG6HFXULW\

curl íj ív íícookie ´ myídeliciousícookie caramel ´ íícookie ´ signature←↩
 ����������ec0a7b0957e9c44cf77db5 ´

localhost � � � � cookieJar


 Trying ��� � � � � � � � � � � � �


 Connected to localhost � ��� � � � � � � � port �� ����
! GET � cookieJar HTTP � � � �
! Host � localhost ���
! UseríAgent � curl � � � �� � �
! Accept � 
 � 

! Cookie � myídeliciousícookie caramel � signature ����������←↩

ec0a7b0957e9c44cf77db5
!


 Mark bundle as not supporting multiuse
� HTTP � � � � ���
� Date � Thu � �� Jun ���� �������� GMT
� Server � Apache � � � � � �� � Debian �
� ContentíType � text � plain � charset UTFí�
� ContentíLength � ��
� SetíCookie � myídeliciousícookie caramel
� SetíCookie � signature ����������ec0a7b0957e9c44cf77db5
�


 Connection �� to host localhost left intact
Enjoy your cookie �

/LVWLQJ ����� 0RG6HFXULW\ 6LJQDWXU hEHUHLQVWLPPXQJ

��



.DSLWHO �� &RRNLH 9DOLGLHUXQJ PLW 0RG6HFXULW\

curl ív íícookie ´ myídeliciousícookie caramel ´ íícookie ´ signature ���´←↩
localhost � � � � cookieJar


 Trying ��� �� �� � � � �� ? ldots


 Connected to localhost � ��� � � � � � � � port �� ����
! GET � cookieJar HTTP � � � �
! Host � localhost ���
! UseríAgent � curl � � � �� � �
! Accept � 
 � 

! Cookie � myídeliciousícookie caramel � signature ���
!


 Mark bundle as not supporting multiuse
� HTTP � � � � ��� Forbidden
� Date � Thu � �� Jun ���� �������� GMT
� Server � Apache � � � � � �� � Debian �
� ContentíLength � ���
� ContentíType � text � html � charset isoí����í�
�
��DOCTYPE HTML PUBLIC ´ í � � IETF � � DTD HTML � � � � � EN ´ !
�html!�head!
�title!��� Forbidden �� title!
��head!�body!
�h1!Forbidden ��h1!
�p!You don ¶ t have permission to access this resource � � �p!
�hr!
�address!Apache � � � � � �� � Debian � Server at localhost Port ����address!
��body!��html!


 Connection �� to host localhost left intact

/LVWLQJ ����� 0RG6HFXULW\ 6LJQDWXU )HKOHU

,Q GHU ]ZHLWHQ $QIUDJH DXV /LVWLQJ ���� ZXUGH H[HPSODULVFK GHU :HUW GHU �EHUPLWWHOWHQ
6LJQDWXU JHlQGHUW� (V LVW JXW ]X HUNHQQHQ� GDVV GLH $QIUDJH HUIROJUHLFK EORFNLHUW ZXUGH�
'DU�EHU KLQDXV LVW LQ GHU /RJ�'DWHL GLH LQ GHU 5HJHO GHILQLHUWH )HKOHUPHOGXQJ HUVLFKWOLFK�

> Thu Jun �� ��������������� ����@ > � error @ > pid �����tid ←↩
���������������@ > client �� �� �� �� ������ @ > client �� � � � � � � @ ←↩
ModSecurity � Access denied with code ��� � phase �� � Match of ´ eq �^TX←↩
� � ` ´ against ´ TX � newísignature ´ required � > file ´ � etc � apache2 � sitesí←↩
enabled ����ídefault � conf ´ @ > line ´ � � ´ @ > id ´����´ @ > msg ´ Cookie ←↩
Integrity Violation � Calculated � ����������ec0a7b0957e9c44cf77db5 � ←↩
Received � ��� ´ @ > data ´ localhost � � � ´ @ > hostname ´ localhost ´ @ > uri ´ �←↩
cookieJar ´ @ > unique_id ´ YqJcJgwfsU49Z7Uc7j3DkwAAAEA ´ @

/LVWLQJ ����� 0RG6HFXULW\ 6LJQDWXU )HKOHU

��



.DSLWHO �� &RRNLH 9DOLGLHUXQJ PLW 0RG6HFXULW\

'DV HQWZLFNHOWH .RQ]HSW ZXUGH VRPLW HUIROJUHLFK XPJHVHW]W XQG GLH :HE�$SSOLNDWLRQ
EUDXFKW VLFK NHLQH 6RUJHQ PHKU XP GLH ,QWHJULWlW GHU &RRNLHV ]X PDFKHQ� $QKDQG GLHVHV
SUDNWLVFKHQ %HLVSLHOV ZXUGH YHUDQVFKDXOLFKW� GDVV DXFK NRPSOH[HUH $QIRUGHUXQJHQ�
ZHOFKH VWDQGDUGPl�LJ NHLQ %HVWDQGWHLO YRQ 0RG6HFXULW\ VLQG� UHODWLY HLQIDFK PLW GHP
EHUHLWJHVWHOOWHQ 5HJHOZHUN XPJHVHW]W ZHUGHQ N|QQHQ�

'LH 6\QWD[ GHV 5HJHOZHUNV XQG DXFK GLH 'RNXPHQWDWLRQ YRQ 0RG6HFXULW\ VFKHLQHQ I�U
/DLHQ JHUDGH ]X %HJLQQ UHFKW YHUZLUUHQG ]X VHLQ� PLW HWZDV hEXQJ ILQGHW PDQ VLFK LQ
GHU :HOW YRQ 0RG6HFXULW\ DEHU VFKQHOO ]X UHFKW� 'LH EHUHLWV LQWHJULHUWHQ )XQNWLRQDOLWlWHQ
ELHWHQ HLQH YLHOVHLWLJH %DVLV I�U MHJOLFKH $QIRUGHUXQJHQ� ,Q .RPELQDWLRQ PLW HLQHU XP�
IDQJUHLFKHQ 5HJXODU ([SUHVVLRQ (QJLQH� )ROJHDNWLRQHQ XQG HLQHU QDKWORVHQ ,QWHJUDWLRQ
LQ GHQ $SDFKH� :HE 6HUYHU� ELHWHW 0RG6HFXULW\ HLQ PlFKWLJHV 7RRO� XP GLH .RQWUROOH
�EHU GHQ HLQ� XQG DXVJHKHQGHQ +773�7UDIILF ]X EHKDOWHQ� %HNDQQWH %HGURKXQJHQ
N|QQHQ GDEHL EHUHLWV PLW |IIHQWOLFK YHUI�JEDUHQ 5HJHOZHUNHQ DEJHGHFNW ZHUGHQ XQG
QHXH $QIRUGHUXQJHQ GXUFK HLJHQH 5HJHOQ RGHU DXFK (UZHLWHUXQJHQ DQ 0RG6HFXULW\
VHOEVW�

��



.DSLWHO �� .ULWLVFKH 5HIOH[LRQ

5 Kritische Reflexion

'DV KHLNOH 7KHPD ,7�6LFKHUKHLW U�FNW LQ GHU KHXWLJHQ =HLW LPPHU PHKU LQ GHQ 9RUGHUJUXQG�
8QWHUQHKPHQ VWHKHQ YRU GHU +HUDXVIRUGHUXQJ� GLH HLJHQHQ 6\VWHPH� GDV .QRZ�+RZ
XQG GLH 'DWHQ LKUHU .XQGHQ YRU XQ]lKOLJHQ %HGURKXQJHQ XQG 6LFKHUKHLWVO�FNHQ ]X
VFK�W]HQ� 'DEHL IRUFLHUHQ VWULNWH 9RUVFKULIWHQ KRKH ,QYHVWLWLRQHQ LQ GLH HLJHQHQ 3UR]HVVH
XQG 6\VWHPH� 0LW ,QYHVWLWLRQHQ DOOHLQH LVW HV DOOHUGLQJV QRFK QLFKW JHWDQ� ,7�6LFKHUKHLW
VHOEVW LVW HLQ 3UR]HVV� GHU ODXIHQG �EHUZDFKW XQG YHUEHVVHUW ZHUGHQ PXVV� XP GHQ
5LVLNHQ PRGHUQHU$QJULIIH HQWJHKHQ ]X N|QQHQ� 8QWHUQHKPHQP�VVHQ VLFK GHP EHZXVVW
VHLQ XQG DXFK GLH QRWZHQGLJHQ 6FKULWWH GD]X YRUQHKPHQ�

(LQHQ ]HQWUDOHQ 3XQNW ]XU 'XUFKVHW]XQJ YRQ $EZHKUPHFKDQLVPHQ JLEW HV GDEHL QLFKW�
$XIJUXQG GHU 9LHOVHLWLJNHLW XQWHUVFKLHGOLFKHU 6RIWZDUH�,QVWDOODWLRQHQ NDQQ QLFKW MHGH
H[WHUQH %HGURKXQJ DEJHZHKUW ZHUGHQ� EHYRU VLH HLQ 6\VWHP HUUHLFKW� 9LHOH PRGHUQH
$QJULIIH YHUVXFKHQ PLWWOHUZHLOH DXI $QZHQGXQJVHEHQH =XJULII DXI $SSOLNDWLRQHQ XQG
6HUYHU ]X HUODQJHQ RGHU GHUHQ 9HUI�JEDUNHLW ]X EHHLQWUlFKWLJHQ� 0RGHUQH $SSOLNDWLRQHQ
YHUI�JHQ ]ZDU �EHU DNWXHOOH 6LFKHUKHLWVWHFKQRORJLHQ XQG VW�W]HQ VLFK GDU�EHU KLQDXV
DXI )UDPHZRUNV� GLH GLH 6LFKHUKHLW WHLOZHLVH ]XVlW]OLFK HUK|KHQ� 'LH NRQVWDQWH ZHLWHU�
HQWZLFNOXQJ PRGHUQHU 7HFKQRORJLHQ XQG 6\VWHPH HUIRUGHUW DOOHUGLQJV DXFK� GDVV GLH
$SSOLNDWLRQHQ� GLH GLHVH 7HFKQRORJLHQ YHUZHQGHQ XQG PLW GHQ 6\VWHPHQ NRPPXQL]LHUHQ�
ODXIHQG JHZDUWHW ZHUGHQ�

,QQHUKDOE HLQHU $SSOLNDWLRQ DXI GLHVH JUR�H $Q]DKO YRQ %HGURKXQJHQ UHDJLHUHQ ]X
N|QQHQ LVW GDEHL VFKZHU YRUVWHOOEDU XQG G�UIWH LQ GHQ PHLVWHQ )lOOHQ QLFKW LP 9HUKlOWQLV
]XP HIIHNWLYHQ 1XW]HQ GHU $SSOLNDWLRQ VWHKHQ� 7URW]GHP LVW HV HUVWUHEHQVZHUW� EHUHLWV
DSSOLNDWLRQVVHLWLJ DXI GLH RIIHQVLFKWOLFKVWHQ 6LFKHUKHLWVO�FNHQ 5�FNVLFKW ]X QHKPHQ� ZLH
EHLVSLHOVZHLVH GLH 9HUVFKO�VVHOXQJ YRQ 3DVVZ|UWHUQ�

:LH EHVFKULHEHQ ZXUGH� NDQQ HLQH :HE $SSOLFDWLRQ )LUHZDOO GDEHL KHOIHQ� GLH $QJULIIVIOl�
FKH ]X UHGX]LHUHQ� HLQHUVHLWV �EHU YRUJHIHUWLJWH .RQILJXUDWLRQHQ XQG DQGHUHUVHLWV �EHU
HLJHQV HUVWHOOWH 5HJHOQ RGHU (UZHLWHUXQJHQ� ,P SUDNWLVFKHQ %HLVSLHO LQ .DSLWHO � ZXUGH
GLHV DQKDQG HLQHU ,PSOHPHQWLHUXQJ I�U GLH 9DOLGLHUXQJ YRQ &RRNLHV JH]HLJW� 'LH ,PSOH�
PHQWLHUXQJ ZlUH DSSOLNDWLRQVVHLWLJ YHUPXWOLFK VFKQHOOHU JHJDQJHQ� $OOHUGLQJV VWHOOW GLH
9HUZHQGXQJ YRQ 0RG6HFXULW\ GDU� GDVV HLQH VROFKH $QIRUGHUXQJ DXFK RKQH bQGHUXQJ
DQ GHU $SSOLNDWLRQ GXUFKJHI�KUW ZHUGHQ NDQQ� 'DV 3ULQ]LS XQG GLH )XQNWLRQVZHLVH YRQ

��



.DSLWHO �� .ULWLVFKH 5HIOH[LRQ

:$) NRQQWHQ GDEHL PLW 0RG6HFXULW\ JXW GDUJHVWHOOW ZHUGHQ XQG HLQ GLUHNWHU 9HUJOHLFK
PLW HLQHU NRPPHU]LHOOHQ /|VXQJ KlWWH LQ GLHVHP .RQWH[W NHLQHQ 0HKUZHUW JHEUDFKW�

:HE $SSOLFDWLRQ )LUHZDOOV EULQJHQ EHUHLWV HLQH EUHLWH 3DOHWWH DQ )XQNWLRQHQ PLW VLFK
XQG HV VROOWH GDYRQ DEVHKHQ ZHUGHQ� GDV 5DG QHX ]X HUILQGHQ� (KHU VROOWH PDQ DXI
HLQH .RPELQDWLRQ PHKUHUHU 6LFKHUKHLWVPHFKDQLVPHQ VHW]HQ� (UK|KW VLFK GLH $Q]DKO DQ
6\VWHPHQ RGHU GHUHQ .RPSOH[LWlW� NDQQ DOOHUGLQJV DXFK GHU (LQVDW] HLQHU :$) VFKQHOO
DQ .RPSOH[LWlW JHZLQQHQ� %HL HLQHU KRKHQ $Q]DKO DQ GHILQLHUWHQ 5HJHOQ� LVW HV VFKZHU
GHQ hEHUEOLFN ]X EHKDOWHQ� 'DU�EHU KLQDXV VWHKW PDQ YRU GHU +HUDXVIRUGHUXQJ� GLH
GHILQLHUWHQ 5HJHOQ NRUUHNW I�U DOOH EHWURIIHQHQ 6\VWHPH DQ]XSDVVHQ XQG HLQ JHHLJQHWHV
0LWWHOPD� ]X ILQGHQ�

0LW GHP EHUHLWJHVWHOOWHQ .RQ]HSW ZXUGH DOOHUGLQJV JH]HLJW� GDVV GHU (LQVDW] GHU 2SHQ�
6RXUFH :$) 0RG6HFXULW\ DXFK HLQIDFK DSSOLNDWLRQVVHLWLJ EHUHLWJHVWHOOW XQG VRPLW GH]L�
GLHUW I�U GLH $EVLFKHUXQJ HLQHU VSH]LILVFKHQ $SSOLNDWLRQ YHUZHQGHW ZHUGHQ NDQQ� %HL
JUR�HQ YHUWHLOWHQ 6\VWHPHQ NDQQ GLHV MHGRFK DXFK VFKQHOO DXV GHP 5XGHU ODXIHQ XQG
GHQ :DUWXQJVDXIZDQG HUKHEOLFK HUK|KHQ� 'DU�EHU KLQDXV HUIRUGHUQ VROFKH 6\VWHPH
JHJHEHQHQIDOOV DXFK GLH 9HUZHQGXQJ YRQ ,'6 RGHU ,36 /|VXQJHQ� XP JHJHQ GLH KRKH
$Q]DKO %HGURKXQJHQ JHU�VWHW ]X VHLQ�

)�U JUR�H 6\VWHPH VFKHLQHQ NRPPHU]LHOOH /|VXQJ YRQ :HE $SSOLFDWLRQ )LUHZDOOV DOV
0DQDJHG 6HUYLFH HLQH JHHLJQHWH $OWHUQDWLYH JHJHQ�EHU GHP %HWULHE YRQ VHOEVW JH�
ZDUWHWHQ :$) ]X VHLQ� .OHLQHUH 6\VWHPH KLQJHJHQ N|QQHQ EHUHLWV YRQ GHP %HWULHE
HLQHU VHOEVW JHZDUWHWHQ 2SHQ�6RXUFH /|VXQJ SURILWLHUHQ� 6RZRKO NRPPHU]LHOOH DOV DXFK
2SHQ�6RXUFH /|VXQJHQ EULQJHQ GDEHL HLQH 9LHO]DKO DQ )XQNWLRQHQ PLW VLFK� PLW GHQHQ
DXI GLH JlQJLJVWHQ %HGURKXQJHQ XQG DXFK DXI GLH HLJHQHQ DSSOLNDWLRQVVHLWLJHQ $QIRU�
GHUXQJHQ HIIHNWLY HLQJHJDQJHQ ZHUGHQ NDQQ� 9RQ GHP 9HUVXFK� GLH .RQ]HSWH� GLH :HE
$SSOLFDWLRQ )LUHZDOOV EHUHLWVWHOOHQ� DXI 6HLWHQ GHU $SSOLNDWLRQ VHOEVW ]X LPSOHPHQWLHUHQ�
VROOWH DEJHVHKHQ ZHUGHQ� 'HU $XIZDQG� XP GDV $XVPD� DQ %HGURKXQJHQ DEZHKUHQ
]X N|QQHQ� VWHKW GDEHL QLFKW LP 9HUKlOWQLV ]X GHQ QRWZHQGLJHQ $XIZHQGXQJHQ� HLQH
:HE $SSOLFDWLRQ )LUHZDOO LQLWLDO XQG DSSOLNDWLRQVVSH]LILVFK EHUHLW]XVWHOOHQ�

��
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