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ABSTRACT

Web analytics has been used to track visitor behavior on web sites since the early 1990s with
the goal to understand the visitors and to constantly improve the web site. Although it is also
possible to track users of single page applications, a special form of web application that
behaves like a desktop application, there are some limitations. The aim of this work is to identify
gaps in web analytics solutions regarding single page applications. Subsequently the impact of
resolving such a gap on the intended long-term usage of a given web analytics system, the so-
called Continuance Intention, is evaluated. Initially, an integration of an open-source web
analytics framework with a commercial single page application is performed. Based on the
gained experience and by conducting a literature research, a list of 13 gaps including potential
solutions is identified. A group of experts is ranking them according to their impact on the
usefulness of the web analytics solution. The resulting top item is the custom metrics feature,
which allows to track application-specific metrics by configuring them generically in the web
analytics system. It is subsequently developed and evaluated by means of an online survey
using an adapted version of the Expectation-Confirmation Model. A linear regression model is
based on the two resulting latent factors Perceived Usefulness and Continuance Intention. The
statistical analysis of the model shows that a specific improvement of a web analytics solution
with the goal to enhance the usefulness of this information system increases the intention to

keep using this software in the long-term.



KURZFASSUNG

Web-Analytics Software wird bereits seit den frihen 1990er Jahren eingesetzt, um das
Besucherverhalten auf Websites zu verfolgen. Dies geschieht mit dem Ziel, die Besucher
besser zu verstehen und die Website kontinuierlich zu verbessern. Es ist grundsétzlich mdglich,
auch Benutzer von Single-Page-Webanwendungen, einer speziellen Art von
Webanwendungen die sich ahnlich wie Desktopanwendungen verhalten, zu beobachten,
jedoch ist dies nur eingeschrankt durchfihrbar. Ziel dieser Arbeit war die ldentifikation der
funktionalen Verbesserungsmadglichkeiten in Web-Analytics Systemen in Bezug auf Single-
Page-Webanwendungen. Weiters wurde eine Modifikation implementiert und die sich daraus
ergebende Auswirkung auf die beabsichtigte Langzeitnutzung, die sogenannte Continuance
Intention, der Web-Analytics Software evaluiert. Im ersten Schritt wurde ein quelloffenes Web-
Analytics Framework in einer kommerziellen Single-Page-Webanwendung integriert. Basierend
auf der daraus gewonnenen Erfahrung und der durchgefiihrten Literaturrecherche, wurde eine
Liste mit 13 Optimierungsmdglichkeiten inklusive der moglichen Lésungsansétze erstellt. Die
Vorschlage wurden von Experten in Hinblick auf die potentielle Nitzlichkeitssteigerung der
Web-Analytics Software bewertet. Daraus resultierend wurde die Custom Metrics Funktionalitat
implementiert, die es erlaubt, anwendungsspezifische Metriken zu definieren und
aufzuzeichnen. Diese Funktion wurde anschlieBend mittels einer Onlineumfrage, basierend auf
einer modifizierten Version des Expectation-Confirmation Modell, evaluiert. Dadurch wurden
zwei latente Faktoren ermittelt: Die wahrgenommene Nutzlichkeit (Perceived Usefulness) und
die beabsichtigte Langzeitnutzung (Continuance Intention). Die lineare Regression zwischen
den beiden Faktoren wurde berechnet. Diese statistische Analyse zeigt, dass sich die
beabsichtigte Langzeitnutzung signifikant erhdht, wenn eine spezifische Verbesserung mit dem

Ziel der Nutzlichkeitssteigerung in einer Web-Analytics Software eingefuhrt wird.
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Introduction

1 INTRODUCTION

“If you cannot measure it, you cannot improve it.” (Lord Kelvin)

In today’s business world a company cannot succeed in the long run without constantly improving
its processes and products. Continuous improvement is one of the major principles in many
management models like Lean or Six Sigma (Bhuiyan & Baghel, 2005). The Plan-Do-Check-Act
(PDCA) cycle is a simple tool to constantly question the status quo and to implement changes
with the goal to improve workflows. The third phase is about evaluating the changes and
comparing them against the defined goal(s). However, this requires to measure performance
indicators before and after the change, otherwise it is just not possible to determine the impact of
it (Moen & Norman, 2006).

Thus, measuring and tracking is a very important activity in today’s business world. This is
particularly true for companies with an internet-based revenue model. For example, online
retailers need to measure which products were sold and when, and also which advertisement
campaign did actually increase sales. Such information can be tracked with the help of web
analytics (WA) solutions. These systems are necessary when applying the PDCA cycle to web
sites and web applications. This work focuses on challenges faced in WA systems when used

with web applications.

1.1 Background

The aim of web analytics is to gather, aggregate and present data about the users of web sites.
Such data contains for example, how the users reached the web site, how long and which pages
they have viewed, and when and from which page they left the web site. The general idea behind
WA is to provide an insight into the users’ behavior (Atkinson, 2007). One of the main objectives
is to improve the usability of web sites based on the gathered knowledge. This is especially
important for e-commerce platforms, as the ease-of-use for customers has a direct impact on the

revenue stream (Hasan, Morris, & Probets, 2009).

An unrelated development relevant for this work is the increasing number of single page
applications (SPAs) (Chitkara & McCaffrey, 2016a). This special form of web applications

behaves similar to desktop applications, but has the benefit of being device-agnostic and easy to

1
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deploy (Mikowski, Powell, & Benson, 2014). As the term SPA already indicates, such an
application only consists of one web page, which typically uses JavaScript (JS) to load additional
data on-demand from the server and to update certain sections of the page with new content
without actually refreshing the whole page. Thus, there is a clear technical difference between
SPAs and regular web sites or web applications.

1.2 Motivation

Web analytics frameworks like Google Analytics (GA) or Piwik are historically focused on regular
web sites. Although there is some support for analyzing single page applications by tracking user
events, the integration with SPAs leaves space for improvement. An initial literature research
showed that the scientific community has not put focus on the special considerations and
requirements of SPAs regarding web analytics frameworks so far.

However, to improve and enhance commercial web applications it is important to understand how
the clients are using the software. It is crucial to know which features are used and which ones
are not. This is especially relevant for companies with a subscription-based revenue model, as
unsatisfied clients might not renew their subscriptions and this would have an immediate impact
on the cash flow (Pugh, 2014). It is relevant to research how to improve the integration of web
analytics solutions with (commercial) single page applications as this is a fast-growing industry.
The International Data Corporation (IDC) is predicting that the worldwide revenue will almost
double from $77 billion in 2017 to $151 billion in 2021 (IDC, 2017b).

The goal of this work is not only to improve the integration of WA software with SPAs, but also to
research the impact of such an improvement. To be more precise, the influence on the long-term
usage of the WA framework should be analyzed, as regular usage by the users is an important
goal for information systems (IS). It is one indicator of sustainable IT investment (DeLone &
McLean, 2014).

1.3 Objectives

This subchapter presents the research question (RQ) of this work and the derived hypotheses.

Furthermore, a brief overview of the underlying theory is given.
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1.3.1 Research Question

The aim of this work is to answer the following research question:

What influence does better support of commercial single page applications have on the

continuance intention towards web analytics frameworks?

The continuance intention is a construct that describes a user’s intention to keep using an
information system as defined by Anol Bhattacherjee in the Expectation-Confirmation Model
(ECM). This latent factor is the main dependent construct in this model (Bhattacherjee, 2001).
The evaluation of the research question is based on the ECM, which is explained in more detalil
in Chapter 2.5.

1.3.2 Hypotheses

The following research hypothesis will be used to answer the RQ.

Research Hypothesis:

Enhancing web analytics frameworks with a focus on modern web applications has an influence

on the intention of users to keep using the information system in the long-term.

The directed alternative hypothesis and null hypothesis are derived from this research hypothesis

and are used in the statistical hypothesis test.

Alternative Hypothesis (H,):

Enhancing web analytics frameworks with a focus on modern web applications increases the

intention of users to keep using the information system in the long-term.

Null Hypothesis (Ho):

Enhancing web analytics frameworks with a focus on modern web applications has no influence

on the intention of users to keep using the information system in the long-term.

1.3.3 Goals

The objective of this master’s thesis is to develop two artifacts. The first is a list of identified gaps
when using a WA system with an SPA. Every gap is presented with a potential solution to solve
the issue. The second artifact of this work is the implementation of one of the suggested

improvements.
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The list of potential improvements covers the following three areas:

= The integration of a WA framework with a single page application
= The tracking of metrics and goals that are particularly relevant for SPAs

= The problems with existing reports and potentially required new reports regarding web
applications

1.4 Approach and Methodology

This subchapter presents the approach followed in order to answer the research question. The

three phases of this work and all applied research methods are briefly described.

In the first phase a literature research was performed to investigate all topics relevant for this
work. The resulting theoretical background is described in Chapter 1. It covers single page
applications, commercial web applications and the state of the art in the field of web analytics.
Furthermore, concerns regarding digital privacy are discussed. Finally, the theoretical model that
is used to evaluate the RQ is described.

The second phase of this work is focused on the practical implementation. It presents both
artifacts created as part of this thesis. At first an initial integration of a WA solution with an SPA
was performed with the goal to identify gaps in the WA software. Further literature research on
necessary enhancements with focus on commercial SPAs was conducted. This procedure
resulted in a list of gaps and associated potential solutions. This list was evaluated by
professionals in the field of software development via a score voting method by using paper
questionnaire forms. The highest-ranking improvement was subsequently implemented as the

second artifact of this work.

The third and final phase covers the evaluation of the developed software artifact. A third literature
research was conducted to design a survey and therefore to determine how to operationalize the
latent variables of the underlying theoretical model. The resulting questionnaire was used to
conduct an online survey based on items using Likert scales and semantic differential scales.
Furthermore, an unobtrusive research method was applied to supplement the results of the
survey. The digital footprints taken from the access log file of a web server were used to verify
the validity of some questionnaire items. Finally, the survey responses were used to create a
linear regression model and to perform statistical calculations, which were used to answer the

research question.
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2 BACKGROUND

This chapter presents the theoretical background for this work. It covers single page applications
in general as well as the evolution of commercial web applications. Furthermore, a broad overview
of web analytics, including a special focus on digital privacy matters in this regard, is given. Finally,
the theoretical model used for the evaluation of the research question is explained.

2.1 Single Page Applications

The following chapter describes what single page applications are and how they evolved.
Furthermore, benefits of SPAs over traditional web applications and native desktop applications
are presented. The last section gives a brief overview of JavaScript frameworks and presents the
concept of multi-window user interfaces (Uls) in SPAs.

211 Development

Tim Berners-Lee laid the ground work for the success of the World Wide Web (WWW) in 1990
when he implemented the hypertext transfer protocol* (HTTP) and the hypertext markup language
(HTML). In this early stage of the internet a web site consisted of multiple static web pages.
Navigation was possible through hyperlinks from one page to another leading to a full refresh of
the whole page. Users were confronted with long waiting times until the page was loaded and
rendered. Thus, delivering a good user experience (UX) was not conceivable in these early days.
By introducing server-side scripting languages like PHP? and Active Server Pages it became
possible to create dynamic web sites that were generated on the server depending on the input
of the user. It allowed making web pages to be more interactive. In 1996 JavaScript was
introduced as a client-side scripting language. It enabled dynamic content, as the web page was
manipulated directly in the browser as a reaction to user actions. Back then JavaScript was mostly
used to modify the Ul and to implement business logic (like validations or calculations) on the
client-side. It was still a long way from dynamic web pages to single page applications and the
Web 2.0 as it is known today. (Doyle & Lopes, 2008; Fink, 2014)

In 2002 Macromedia introduced the term rich internet application (RIA). The idea behind such

applications was to improve the user experience in the internet. The user interface should be

1 See https://tools.ietf.org/html/rfc2616

2 See https://github.com/php/php-langspec/blob/master/spec/00-specification-for-php.md
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responsive and the look and feel of the application should be modern. A RIA is displayed in the
browser window, but should feel like a native application. Hardware with higher performance and
the availability of better and faster internet connections were two developments that made such
applications possible. (Noda & Helwig, 2005)

Two different approaches exist for implementing rich internet applications. One approach is to
make use of plug-ins installed in the internet browser (e.g. Adobe Flash/Flex, Java Applet,
Microsoft (MS) Silverlight) and to embed the application by using these plug-ins within a web site.
The second approach is to leverage AJAX (Asynchronous JavaScript and XML) as defined by
Garrett (2005). AJAX is not a framework or tool. It is a combination of multiple web standards.
The idea is to asynchronously load content from the web server and use the received content to
manipulate the current web page on the client-side without reloading the whole page. Thus, less
data needs to be transferred between the client and the server and only the updated section of a

page needs to be rendered by the browser. (Mesbah & van Deursen, 2007; Noda & Helwig, 2005)

The format commonly used for the payload, it being the data received from the server, was
originally XML (Extensible Markup Language), but has been mostly replaced with JSON
(JavaScript Object Notation) by now. Using this different serialization format is sometimes called
AJAJ (Asynchronous JavaScript and JSON) (Merelo-Guervés, Castillo, Laredo, Mora Garcia, &
Prieto, 2008), although, this acronym has not really been adopted by the community. Google
Scholar lists 56 search results® for AJAJ in scientific papers, whereas Microsoft Academic Search

only returns two results* based on queries made on September 20", 2017.

The usage of browser plug-ins for RIA has become deprecated in the past years. The two biggest
issues with plug-ins are that they are often not available for all platforms (e.g. no Flash on iOS,
no Silverlight on Linux) and that they frequently contain security vulnerabilities. Especially Adobe
Flash has become infamous for many critical defects that allowed malicious attacks on client
machines (Adobe Systems Inc., 2017). As a result, browsers have already stopped or will stop
supporting Flash and other plug-ins in the near future (Laforge, 2017; Microsoft Edge Team, 2017;
Smedberg, 2017). In July 2017 Adobe itself announced that Flash will not be provided with further
security updates after 2020 (Adobe Corporate Communications, 2017). Using AJAX is the
preferred approach nowadays to implement responsive user interfaces on web sites (Fink, 2014).

Thus, the remainder of this work will focus on this method.

3 See https://scholar.google.com/scholar?hl=en&num=20&as_sdt=0,5&qg=ajaj+%22Asynchronous+JavaScript+and+JSON%22
4 See https://academic.microsoft.com/#/search?g=ajaj%20%22Asynchronous%20JavaScript%20and%20JSON%22
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2.1.2 Definition

A single page application is a special form of a RIA. Instead of enriching the various pages of a
web site with dynamic content, there is only a single web page used for the entire web site. For
SPAs based on JavaScript (using AJAX) there is only one synchronous HTTP GET request
executed from the browser to the server to load the initial web page and the required client-side
JavaScript code. After that request, the URL (Uniform Resource Locator) in the address bar of
the browser does not change anymore. The loaded page — called shell — consists of multiple
segments that can be updated independently from each other. From that point onwards any
additional communication with the server is happening asynchronously via AJAX. (Mikowski et
al., 2014)

In the late 2000s big companies started applying the AJAX pattern to their web applications to
deliver rich internet experiences. Some examples are Google Maps, Google Mail, and Flickr.
These popular early adopters made this new approach known to a bigger audience and thus,
were crucial in initiating the shift from traditional web applications to SPAs. (Doyle & Lopes, 2008;
Farrell & Nezlek, 2007; Fraternali, Rossi, & Sanchez-Figueroa, 2010)

One advantage of SPAs over traditional web applications is, that the web site behaves almost like
a native desktop application. Any communication with the server is happening asynchronously
and therefore does not necessarily lock the Ul for the user. The interaction with the application is
fluent, as the whole Ul is significantly more responsive. (Farrell & Nezlek, 2007)

Furthermore, SPAs can store the state of the application in the internet browser and thus, can
even work without an active internet connection to a certain degree. This is something they have
in common with desktop applications. However, a crucial advantage over native applications is
that SPAs are immediately available on multiple operating systems without the need to port the
source code, as long as an internet browser is available for the targeted platform. (Mikowski et
al., 2014)

Accessing the applications via the browser comes with an additional benefit besides portability.
SPAs do not require a deployment on the client machine, in contrast to native applications.
Besides the internet browser no additional software needs to be installed on the client to access
the SPA. Not only is the initial deployment obsolete, but any subsequent upgrades made to the
application will take effect without a need to act on the client. This allows for shorter release cycles

and an increased number of updates. (Fink, 2014; Mikowski et al., 2014)
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In summary, single page applications combine the advantages of native desktop applications like
a responsive Ul and offline-capability and the benefits of traditional web applications, for instance
simple and quick deployment and cross-platform support.

2.1.3 JavaScript Frameworks

At first single page applications were implemented by using plain JavaScript code, which means
that all the source code was written from scratch. This approach was only feasible for rather
simple applications. As soon as a lot of functionality was required on the client or if features (e.g.
drag and drop, asynchronous requests, etc.) needed to be implemented in different ways to be
compatible with multiple browsers, it made sense to build the SPA on top of an existing code
stack. Therefore, numerous JavaScript libraries and frameworks have been released over the
past decades, with the aim to ease and speed up the development of dynamic web sites, web
applications and single page applications. Another purpose of such frameworks is to increase and
strengthen the security against vulnerabilities in the source code (e.g. to prevent cross-site-
scripting). Nowadays, the scope and focus of JS frameworks varies a lot. Some aim to be as
lightweight and performant as possible, others try to provide a vast array of features to front-end
developers (e.g. abstracting communication with the server, many Ul controls, etc.). (Kozlov,
2016; Lennon, 2010; Sviatoslav, 2017)

As of September 2017, some of the most popular JS frameworks are:
e AngularJs®
e Backbone.js®
e Ember.js’
e ExtJS/Sencha Touch®

e Openuls®
e React®
e Vue.st

(Fain, Rasputnis, Tartakovsky, & Gamov, 2014; Rambeau, 2017)

5 See https://angularjs.org/

6 See http://backbonejs.org/

7 See https://www.emberjs.com/

& See https://www.sencha.com/products/Ext JS/
® See http://openui5.org/

1° See https:/ireactjs.org/

1 See https://vuejs.org/
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When migrating native desktop applications to an SPA it is desired to preserve the look and feel
of the application in the best possible way, in order to allow the trouble-free conversion for users
from the original desktop application. Thus, JS frameworks are needed with a special focus on
providing rich Ul controls for this use case. Furthermore, they need to be able to support having
multiple windows opened at the same time and allow resizing, minimizing, and maximizing of
these application windows within the SPA. The technical term for this approach is multiple
document interface (MDI) (James, 2008). Such JS frameworks can even emulate the behavior of
a window manager in an operating system (OS) and thus make it possible to implement so called
web-based desktops (webtops) (Lawton, 2008). One example for such a rich Graphical User
Interface (GUI) can be seen in Figure 1. The DiskStation Manager (DSM)*? software is a web
application used to configure and maintain the network attached storage (NAS) devices produced

by Synology. It is based on the Ext JS framework and imitates an operating system by providing

a start menu, a task bar, multiple resizable windows and a user menu in the top right corner.
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Figure 1: DSM: A web-based desktop for managing a NAS (Synology Inc., 2017)

12 See https://www.synology.com/en-us/dsm/live_demo
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2.2 Commercial Web Applications

Single page applications feel and behave much like native desktop applications, but have big
advantages over them in terms of portability and deployment. Thus, independent software
vendors (ISVs) have an interest in leveraging these benefits for them by migrating their existing

desktop software to SPAs.

At first single page applications were distributed like traditional software and installed on the
client’s premises, which allowed access to the software from anywhere in the company network.
The SPA paradigm gained further popularity with the introduction of a business model called
application service provider (ASP) in the 1990s, and subsequently led to the rise of the software
delivery model Software-as-a-Service (SaaS) in the 2000s. More and more ISVs are entering the
SaaS market, as the global occurred revenue is expected to increase from $84 billion in 2017 to
$160 billion in 2021 (Barrett, 2010; IDC, 2017b; Mangiuc, 2009; Wohl, 2008)

2.2.1 Application Service Provider (ASP)

The current success of the SaaS model is based on two developments that were ongoing in the
software industry in the late 1990s. One was the technical progression that made fast and
responsive SPAs a reality. The second was the introduction of a new IT business model, which
was named application service provider by Jostein Eikeland in 1996 (Bianchi, 2000). This
Norwegian entrepreneur founded TeleComputing, the first ASP company. This new business
model was based on the idea of deploying software not on the client’s premises, but in the data
center of the provider and to let the client access it via the internet. Subsequently, maintaining
and upgrading the software was also taken care of by the ASP. Therefore, clients could focus on
their business instead of managing their own IT infrastructure. Main drivers for the rise of ASP
were the constant increase of transfer rates of internet connections and the expansion of access
to the World Wide Web in general. (Bianchi, 2000; Luit Infotech Private Limited, 2013)

However, in the end most ASP companies did not last, and the business model was not as
successful as anticipated. Many declared bankruptcy during the burst of the dot-com bubble. In
retrospect Wohl (2008) identified multiple mistakes that were made by most ASP companies. One
of the main problems was that they had to invest a lot of money upfront in the necessary data
centers and therefore had to predict quite accurately how much resources they would need at a
certain point of time. There was no easy way to quickly scale up or down based on demand (yet).
A second reason for the failure of ASPs was that the market was not ready for new licensing
models like pay-as-you-go or yearly subscriptions back then. Wohl (2008, p. 15) describes it as

the problem of an “uneducated market”. Furthermore, the providers did not adequately budget for
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marketing costs to make the ASP approach popular enough amongst potential clients and the

market needed more time to develop in general.

2.2.2 Software-as-a-Service (SaaS)

The National Institute of Standards and Technology (NIST) defines SaaS as “the capability
provided to the consumer [...] to use the provider’s applications running on a cloud infrastructure”
(Mell & Grance, 2011, p. 2). The access to the application is usually realized via thin-clients like
a web browser, but could also be accomplished via an application programming interface (API)
for instance in form of a web service: some hosted services do not require a Ul front-end as the
clients directly integrate them with other software solutions.*® However, this work focuses only on

SaasS solutions that are provided in form of an SPA front-end.

Companies started offering Software-as-as-Service in the 2000s. By some it is considered a
successor and by others an evolution of ASP. However, this time around the conditions had
changed. On the one hand, the software industry learned from their mistakes by promoting the
focus on clients as a unique selling proposition (USP) when compared to native desktop
applications. On the other hand, the market had time to become “educated”. Which means that
enough clients felt that the technology was established and that they acknowledged the value
(and price) of this new deployment model. (Wohl, 2008)

One way to measure the readiness of the market is to observe reactions on the stock market
related to hosted software. Jeong and Stylianou (2010) conducted an empirical study to determine
the impact of public announcements regarding the adoption of hosted software solutions (ASP &
SaaS) on the market value of enterprises, which are the service consumers in this scenario. As
the result of analyzing press releases between 1999 and 2007 they found a statistically significant
positive correlation between the announcements and the shareholder value for large firms,

whereas no such effect was found for small and medium-sized businesses (SMBs).

One success factor of SaaS was its technical superiority over ASP. For instance, in terms of
resource efficiency: Application service providers usually hosted one instance of the provided
software per client (called a tenant), whereas SaaS systems are typically multi-tenant capable,
which means that one software deployment can serve multiple clients using one database (DB).

The data is strictly segregated for each client in the database, although it is processed by the

13 See https://www.programmableweb.com/category/software-as-a-service/api
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same instance of the software. This in turn leads to a lower total cost of ownership (TCO) for the
SaaS companies, as they need less hardware. (Callender, Marshall, Cardon, & Patel, 2015;
Hossain & Shirazi, 2015; Luit Infotech Private Limited, 2013; Makila, Jarvi, Ronkko, & Nissila,
2010; Wohl, 2008)

Another big difference between ASP and SaaS is that in the former business model the
companies often only provided already existing software created by other vendors. They did not
develop the systems themselves und thus could not modify them to their needs. Whereas SaaS
is in most cases driven by the ISVs themselves. Therefore, the software architecture is designed

to be scalable and easily extendable. (Luit Infotech Private Limited, 2013)

In the 2000s the need for upfront investments in hardware became irrelevant. With the ubiquitous
availability of “the cloud” there was no need for ISVs to set up an own data center anymore. SaaS
providers can rent the required resources based on their demand in form of Infrastructure-as-a-
Service (laaS) or Platform-as-a-service (PaaS). laaS allows clients to rent hardware like servers
(dedicated or virtual machines), storage and network bandwidth based on a service model. PaaS
includes the required software stack (operating system, database servers, libraries, and
frameworks) on top of laaS to enable the quick deployment of software in the cloud. These new
cloud computing services let the ISVs focus on their core business, the software development.
(Hossain & Shirazi, 2015; Wan & Wang, 2014)

In summary, SaaS companies managed to overcome the problems of ASPs and to establish a
profitable business model. One popular product in the SaaS market is Microsoft Office 365. This
service was launched in 2011 (Motal, 2011). Since then, instead of purchasing the license of an
office product, it has been possible to use offline products based on annual subscriptions. MS
Office 365 is a bundle of “Office Online” (multiple SPAs) and the traditional office suite, which
needs to be installed on the client machine. The subscription includes software updates for the
installed version and furthermore upgrades to the newest version as long as the subscription is
valid. In July 2017 Microsoft announced that the revenue based on subscriptions exceeded profits
made by traditional license sales for the first time (Bright, 2017). (Alzahrani, 2016; Fowley & Pahl,
2016)

Another very popular SaaS company is SalesForce.com Inc. They started their business as a
pure ASP company already in 1999 and are one of the few that survived the dot-com bubble
burst. They are offering SaaS and PaaS solutions and have built up a vast network of enterprises
around their products by allowing integration of third-party add-ons into their system. According

to Gartner they ranked number nine amongst global cloud computing companies in 2014 with a
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revenue of 482 million USD (Chitkara & McCaffrey, 2016b). The top three SaaS companies by
revenue in 2014 are Google Inc. Microsoft and ADP (a SaaS-only vendor for human resource
software). Further well-known examples for successful SaaS vendors are Atlassian, Survey
Monkey, GitHub and Concur. (Chitkara & McCaffrey, 2016a; IDC, 2013; Jeong & Stylianou, 2010;
Wohl, 2008)

A survey conducted by PricewaterhouseCoopers (PwC) amongst 32 big software vendors (with
an annual revenue ranging from $100 million to $86 billion) in 2015 revealed that already 86% of
the participants are offering hosted services (Lo, 2015). Moreover, IDC announced in a press
release in August 2017 that they expect the total global public cloud spending in 2017 to be $128
billion (an increase of 25,4% compared to 2016). Furthermore, they predict spending to reach
$266 billion by 2021. The article states that SaaS will remain the prevailing cloud computing model
with an expected decline from 66% in 2017 to 60% in 2021. They expect higher growth rates for
laaS and PaaS over the next five years. Nevertheless, SaaS and the whole field of cloud

computing is a rapidly growing market. (IDC, 2017a, IDC, 2017b)

To summarize, web applications were sold and licensed as software-as-a-product (Mangiuc,
2009) and deployed on the client’s premises at first. In the 1990s they were hosted in data centers
and accessed via the internet in the form of ASP offerings. Finally, SaaS entered the market in
the 2000s with more focus on client needs, new pricing models and by replacing traditional web
applications with SPAs. Market research companies are predicting a continued steep growth path
for the years to come.

2.3 Web Analytics

One success factor for commercial SPAs is to be aware of how the application is used. For
instance, it is crucial to know whether errors occur and if yes, which errors occur, and which are
the most used features in the application. In order to achieve this the actions of users need to be
logged and analyzed. Web analytics has already been used to accomplish that for web sites for
more than two decades and can be leveraged for SPAs as well. This chapter presents a definition
of web analytics and describes the two different sources for data. Furthermore, in-house vs. third-
party deployment, and concerns regarding the interpretation of WA reports are discussed. Finally,

an overview of the terminology used with web analytics is presented.
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2.3.1 Definition

“‘Web analytics is the technology and method for the collection, measurement, analysis and
reporting of websites and web applications usage data” (Zheng & Peltsverger, 2015, p. 7674).
The goal behind it is to increase the success of a web site. For example, by improving the user
experience or by increasing the revenue generated by a web site. The numbers reported by web

analytics are used to make data-based decisions.

Clifton (2012) defines web analytics as two different sets of tools. Offsite tools provide information
regarding the potential audience of a web site, how a web site is doing in comparison with
competitors and about current trends on the internet. Whereas onsite tools are purely focused on
the specific web site itself. They measure how many users are viewing the individual pages, how

long they are staying on each page, and much more.

The remainder of this work will focus on onsite tools for applying web analytics to a specific web

site.

2.3.2 Data Sources

The initial step of the web analytics process is to gather the relevant data. There are two ways to
collect the user data. One approach is to analyze the log files produced by the web server
applications in the back-end. The other approach is to embed specific tracking code in the web
page itself, which is called page tagging (or web beacons). These techniques and their

advantages and disadvantages are presented in the following subchapters.

2.3.2.1 Log Files

The approach to analyze log files produced by the web servers has already been in use since the
early 1990s (Kaushik, 2007a). Especially in the days of static HTML pages, every page request
let to an entry in the log files of the web server. In combination with the internet protocol (IP)
address of the requester it was possible to reconstruct which user was accessing which pages.
Special software tools were introduced which analyze the log files and extract the relevant data.
(Zheng & Peltsverger, 2015)

A clear benefit of this approach is that the log files are already available on the server. It is very
simple to obtain the raw data (Kaushik, 2007a). Thus, already existing historical data can be
leveraged as well. Furthermore, the tracking does not interfere with the user’s experience on the

web page. Another advantage of analyzing log files is that it is the only technique which can

14



Background

provide information on whether a download was actually completed. This data is only available

on the server and cannot be tracked with client-side code (Clifton, 2012).

However, analyzing log files has its limitations. It is not possible to say whether a user was actively
viewing the page, or which sections of a page were of special interest. Furthermore, multiple users
nowadays often share the same IP address, as they are accessing the web site from a company
network or are using a proxy server. Another problem with this approach for collecting the data is
the caching of web sites. Proxy servers, internet service providers or the internet browser itself
may cache web sites to improve the performance for the end users. This leads to the side effect
that the request is not reaching the underlying web server and the gathered data is not

representative and thus becomes unreliable. (Kaushik, 2007a) (Clifton, 2012)

2.3.2.2 Page Tagging

The second technique to gather data about the user behavior on web sites is to insert a tracking
code on the web page itself. In the beginning, this was usually a hidden image that allowed to
track when a specific user was requesting a specific page. With the rise of AJAX it became more
common to use asynchronous HTTP requests to return the tracking information to a web analytics

server. (Zheng & Peltsverger, 2015)

The downsides of page tagging are that it can have a negative impact on the performance of the
web page and thus lead to a bad user experience. Furthermore, observed users could become
aware of the tracking. This could lead to negative reactions by the users and might cause bad
publicity. Moreover, it is possible that users actively take counter measures against the tracking
(e.g. by installing privacy add-ons), which will lead to non-representative data. Even if the users
are not suppressing the sending of the data by themselves, it could be omitted by a firewall within
an institution (Clifton, 2012). Another problem can also be the incompleteness of the data, in case
the page tag is not added to all pages of the web site (e.g. because it was forgotten for new
pages). ldeally adding of the JavaScript code should happen automatically through a generator
or a Content Management System (CMS) (Weischedel & Huizingh, 2006).

One of the benefits of page tagging is that it is more powerful than analyzing log files. Very specific
events, which only happen on the client, can only be tracked via page tagging. Examples for such
events are mouse clicks, input via the keyboard, or starting and pausing of a video. In contrast to
log file analysis, the data is captured and available for reporting almost in real-time. The caching
of web sites is not a problem for this technique, as the JavaScript code is executed regardless
from where the page was loaded. The script approach also provides more flexibility on which data

is gathered. Some sections of a web site may be more relevant than others and need more
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detailed logging. Furthermore, this method is actively enhanced and any ongoing innovation in
the field of web analytics is currently applied to page tagging. Most tools for log files analysis are
not actively development anymore. (Kaushik, 2007a) (Clifton, 2012)

2.3.3 In-House vs. Third-Party Deployment

Another consideration that needs to be taken into account when introducing web analytics
software for a web site is where the gathered data should be stored and thus, who has control
over the data. For the first kind of data source — the log file analysis — the raw data is on the web
servers. This means the IT department maintains control over the log files. However, when using
page tagging this can be either done by deploying the necessary web analytics server in the
internal IT infrastructure, or by using the services of a third-party. In that case the request of the
JavaScript tag is pointed to the web analytics servers of the third-party. One example is Google
Analytics, a SaaS web analytics product. It is offered as a premium and a free version. The
gathered data is stored on servers under the control of Google Inc. and the whole reporting and

configuration is done via a web interface. (Kaushik, 2007a)

The benefits of using the services of another vendor are that it is easy and quick to set-up. In
case of Google Analytics, it comes even free of charge. However, most of the providers only offer
paid services. The advantages of an in-house solution are that all the data is stored internally and
full control over privacy of the data exists. In case other data sources should be linked with the
gathered analytics data (e.g. internal sales numbers) it is easier to set this up and there is no
need to send sensitive data to external parties. Furthermore, one might get into a lock-in situation
when relying on an application service provider. It might not be possible to retrieve historical data
when cancelling the service and even if, it can be a struggle to integrate the existing data with a

new solution. (Kaushik, 2007a)

2.3.4 Interpretation

Web analytics measures what is happening on a web site. However, it cannot give insight on
reasons for the reported numbers. It can answer questions about “what” and “when” something
happened, but not “why” (Weischedel & Huizingh, 2006). Other methodologies or the consultation
of experts are required to interpret the numbers (Clifton, 2012). Qualitative data can be used to
make sense of the quantitative data. Methodologies for obtaining qualitative information are for

example surveys or speak-aloud usability tests (Kaushik, 2007a).

The advantages of WA in comparison to the qualitative methodologies are that data for the whole
population is gathered and not just for a selected sample. Furthermore, the tracking itself is
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discreet and does not influence the behavior of the users (Rogers, Sharp, & Preece, 2011).
Guzdial, Santos, Badre, Hudson, and Gray (1994) point out that the advantage of log file analysis
is that the data is gathered outside of the laboratory, while users are handling real tasks. Thus,
the data is more representative. The same statement is valid for page tagging. By tracking the
users unobtrusively, the validity of the data increases and the Hawthorne effect!# in the data can
be avoided. This effect describes a research bias in studies where persons behave differently just
because they are aware that they are subject to a study. Ideally both types of data should be
gathered to make informed decisions.

Although the whole population is tracked instead of a sample, there is still an incompleteness of
data that needs to be considered when interpreting reports based on web analytics data. For
determining the data via log files, this stems from requests which never hit the web server, but
are served by a proxy or cache instead. In terms of page tagging firewalls or browser add-ons
can block the tracking code and lead to incomplete data (Weischedel & Huizingh, 2006). Thus, it
is crucial to always be aware of this problem regarding the underlying data when interpreting
results. The best approach is to never report absolute numbers. It is better to interpret the results

in relative changes between two periods or two segments. (Clifton, 2012)

Another aspect critical for the interpretation of web analytics data is the possibility to apply
segmentation on reports. This means that the data is grouped by one or multiple attributes. For
example, a report could show all visits to a web site grouped by the information from which original
web site — the so-called referrer — the request was coming. Kaushik (2010, p. 88) even states
“nothing is more important in analytics than segmentation” as visitors have diverse reasons to
use the web site. Furthermore, different reports need to consider different types of users. The
benefits of segmentation are that reports become clearer to interpret. Thus, it is easier to derive
actions from a report for a specific segment. For example, if the site traffic generated via search
engines is declining, applying search engine optimization should be considered. A second
example would be cancelling expensive advertisement which only produces little traffic. In

general, segmentation puts more information into reports.

2.3.5 Terminology

As various software vendors have created their own applications for web analytics, different terms

have been coined in the field of web analytics. In 2007 the Web Analytics Association (WAA)

14 See https://explorable.com/hawthorne-effect
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published a document to unify and generalize the common terms*®. The following sections are

based on these definitions. All relevant terms for this work are presented.

2351 Types

The WAA (2007) categorized all terms into four different types. Three of them are metric and are
so-called measurements: Count, ratio, and key performance indicator (KPI). The fourth type of
terms are dimensions. This is in line with the terminology used for data cubes in the field of data
mining: Measurements — or also called measures, metrics or facts — have linked various attributes
to them — called dimensions (Gray et al., 1997). Thus, a particular measure, such as the number
of page views, can be aggregated to a total number per year over all visitors, or filtered down to
the number of page views for a specific page (e.g. “contact information”) made by MS Windows
users from Europe in the past week. These examples show the given flexibility when creating

reports based on measures and dimensions.

Count
A count is the most basic unit of measure. It is just a single number. In most cases it is an integer
(e.g. the number of visits is 4,815), but sometimes it can be a decimal nhumber (e.g. the amount

earned with a specific product is € 1,623.42) as well.

Ratio

A ratio is the result of a division. It is usually a count divided by a count. Although a ratio could be
used in the numerator or denominator of the division as well. Ratios typically have the word “per”

in their name. One example of a common ratio is “page views per visit”.

KPI

A KPI is often a ratio but can also be a count. The fact that makes a count or ratio a KPI is its
relevance to the business. Burby and Brown (2006, p. 3) define a KPI as a number that is “infused
with business strategy”. This means that it is of significant relevance to the operator of the web
site. Thus, there is no specific set of KPIs. The decision of which numbers are the “key” numbers,

depends on the strategic goals and the kind of web site.

Clifton (2012) highlights the importance of the definition of KPIs. Only measuring and tracking

information is not enough. Once a company has already tracked some data it is important to

15 See https://www.digitalanalyticsassociation.org/standards
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define KPIs based on that data. It helps to break down the huge amount of gathered data into
some understandable and processable numbers. Not only can the success of changes to the web
site or new marketing campaigns be measured via KPls, it also allows to monitor the health of the
web site: any negative effects can be observed, and counter measures can be taken. For
example, a marketing campaign launched by competitors may draw away visitors from the own

web site.

Dimension

A dimension is an attribute of a measurement. It describes the measurement in more detail and
can be used to aggregate, segment or filter measurements. Dimensions allow for different views
and a varying level of granularity in reports (Golfarelli, Maio, & Rizzi, 1998). A report could for
example show the average of page views (= aggregation) grouped by the operating system of the

visitor (= segmentation) in the year 2016 (= filter).

Every measurement is saved with a reference to the existing dimensions. It references one entry
for every dimension and therefore defines the scope of the measurement, i.e. on which page, at

which timestamp and for which user something happened. (Kimball & Ross, 2009)

2.3.5.2 Building Block Terms

In 2006 the WAA started working on a standardization of definitions and terms. At first, they
described and defined the so called “big three” in web analytics: page view, visit/session, and
unique visitor. As most of the web analytics definitions are based on these three terms they
decided to focus on them in the beginning. In 2007, they added the definition of a page and
segregated the definition of a visitor in three different categories and thus, formed the so-called
building block terms.

Page (Dimension)

A page is a unit of content definable by the web analyst. On a web site of the web 1.0 this would
be a web page reachable via a specific URL. For example, a specific product description or the
cart summary on an e-commerce web site. However, other types of content can also be regarded
as a page. An example for SPAs would be to open a dialog — a form contained in a window, to
play a specific video on youtube.com, or to download a file. The individually tracked pages can

be used to segment and filter measures, as it is possible for all dimensions.

Page View (Count)

The number of times a page has been requested is defined as a page view. As soon as a

subsequent page is requested WA frameworks can save the time the user spent on the page as
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an attribute of the page view. The time needed by the server to generate the page is often also
stored as an additional information with every page view. Such information is used to identify
problems with the performance of a web site.

Visit/Session (Count)

A visit — also called session — is at least one page view by an individual user. If other page views
are tracked within a certain time window by the same user, they are counted as the same visit.
Most WA frameworks terminate a session after a configurable time if the user has not taken
another action in that period. As most vendors use different time-out periods or other
methodologies to identify sessions, this measure varies a lot when using different WA frameworks
for tracking the same web site. This fact needs to be considered when interpreting visits and

comparing them to numbers of other web sites (e.g. the competitor’'s web site) (Clifton, 2012).

Unique Visitor (Count)

The measure unique visitors represents the number of individual users which had a least one visit
in a certain reporting timeframe. A user with multiple visits in the defined reporting period is only
counted once. This count is always connected to a period of time such as days, weeks, months

and cannot stand by itself.

There are various ways to identify unique visitors. The most reliable is via the authentication of
the user. However, the majority of web sites do not support or require a user login. Thus, most
systems use cookies to uniquely identify visitors as an alternative. However, the resulting number
can only approximate the unique visitors, as it actually tracks unique browsers. The issue with
that solution is that some browsers or devices are shared by multiple people and some people
use multiple devices to access the same web site (Kaushik, 2010). In addition, this approach will
lead to a certain degree of error in the tracked data, as some users or firewalls might block the
cookies. Furthermore, the deletion of cookies by the users or by some security software will lead
to a higher reported number of unique visitors as there existed in reality. Another problem that
needs to be considered when tracking this number is the inclusion of non-human visitors like
search robots and web site crawlers. Although they are generally excluded by the tools, a certain
level of unintentionally tracked non-human visitors needs to be expected. All these issues need
to be considered when using cookies for tracking individual users. Using authentication to identify

unigue visitors is the best way to avoid these problems.

It is crucial to point out that this measurement must not be summed up. The sum of all unique
visitors per day over one week might not be the same as the unique visitors for the same week:

A visitor accessing the web site on Monday and Tuesday would be counted twice in the first
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approach and once in the second. This is a common error when interpreting this number and
must be avoided. (Clifton, 2012)

Three specific types of unique visitors exist, which are described below: new visitor, return visitor,
and repeat visitor.

New Visitor (Count)

A new visitor is a unique visitor who accesses the web site for the very first time. This number
can, in contrast to the unique visitors, be summed up across multiple periods. For example, the
number of new visitors of last week and the week before that will return the same number as a

report regarding the new visitors over the past two weeks.

Return Visitor (Count)

A return visitor is a unigue visitor that has accessed the web site at least two times, once in the
reporting period itself and once sometime before. A visitor can either be counted as new visitor

or as return visitor within a specific reporting period.

Repeat Visitor (Count)

A repeat visitor can either be a new visitor or a return visitor. A unique visitor qualifies as repeat

visitor if she/he accessed the web site at least twice within the reporting period.

2.3.5.3 Visit Characterization

This chapter covers terms that are closely related to a visit. It presents different kinds of pages
and explains what the referrer of a page view is. Furthermore, all special types of referrers are

described.

Entry Page (Dimension)

The entry page is the first page accessed during a visit. An entry page report usually lists all
unigue entry pages and sorts them by the number of total entries via this page. Thus, it gives a

clear picture of which pages the visitors see first when reaching the web site.

Exit Page (Dimension)

The exit page is the last page accessed during a visit. It represents the end of a session. The
reporting is similar as it is for entry pages. This dimension can point out pages, which fail to keep
the visitors engaged. However, there are pages which are expected to be exit pages, like the last
page in an e-commerce process. It is appropriate for a visitor to leave the web site after ordering

some goods.
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Kaushik (2010) criticizes this metric as it indicates pages, which are responsible for driving away
visitors, but in fact every visitor must leave the web site at some point. It is not valid to assume
that there was a problem with the specific exit page. He suggests using reports based on bounces
instead (see Section 2.3.5.4 Content Characterization).

Landing Page (Dimension)

“Landing page” is a marketing term. It describes a stand-alone page serving a specific purpose.
It is usually designed for a particular marketing campaign. Such pages are often accessed via a
link sent in an email or reached by clicking on an online advertisement. They aim to get the visitor
to take a specific action. For example, to register with a web site, to sign-up for a newsletter or to
download an e-book. Therefore, landing pages are pages for whom the marketing department
has a special interest. The tracking is needed to determine the success rate of campaigns and
the different marketing channels.

Ideally landing pages are also top entry pages. However, both terms should not be confused with

each other.

Visit Duration (Count)

The time that has passed while accessing the entry and exit page is tracked as the visit duration.
For visits with only a single page view typically no visit duration is logged, as the time the user

actively was engaged on the exit page cannot be reliably measured via web site requests.

Referrer (Dimension)

The referrer is the URL from which a page view originates. This information is transmitted via a
field in the HTTP request header. However, there are cases where the referrer is empty, which is
called a “direct navigation”. For example, if a link is clicked on in an email client, a browser
bookmark is used to navigate to a web site, or the URL is entered directly in the address bar by
the user. The referrer of the entry page — a so-called external referrer — is of particular interest,

as it reveals, which external source takes the credit for referring the visitor to the tracked web site.

There are five special types of referrers in total: internal, external, search, visit, and original
referrer. A referrer can be either an internal or an external referrer. Any source outside of the
tracked web site is regarded as external referrer. This distinction is required to track activities on
and off the web site. The external referrer can contain additional valuable information in the form
of URL parameters. For example, which keywords were searched for when the request originated

from a search portal. If search keywords are contained in the URL, it is called a search referrer.
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A search referrer can be an external or internal referrer, as it can originate from a search portal

like Google Search, or from a locale search function on the tracked web site itself.

The visit referrer is the very first referrer in a session. In other words, it is the referrer to the entry
page. Whereas the original referrer is the first referrer in the very first session of a unique visitor.
This dimension reveals which sources take credit for bringing visitors to the web site in the first

place.

Page Views per Visit (Ratio)

This ratio represents the number of page views divided by the number of visits within a defined

reporting period.

2.3.5.4 Content Characterization

This chapter presents counts and ratios that are connected to the entry and exit page. They can

give an indication on which pages have engaging and non-engaging content.

Page Exit Ratio (Ratio)

This ratio is the number of exits from a page (whenever the page is the exit page in a visit) divided

by the total number of page views for this page. A high value of the ratio indicates pages that fail
to keep the visitor engaged. Using the ratio instead of the total number for exit pages allows for a

meaningful comparison of pages with high and low traffic.

Single Page Visits (Count)

This number represents all visits that only accessed one page. It does not matter whether the
page was accessed once or multiple times in the session. This term must not be confused with

single page view visits.

Single Page View Visits / Bounces (Count)

In contrast to single page visits this number only counts visits which accessed a single page only
once. In other words, these are visits with a single page view. The term “bounce” is also commonly

used for this number, as visitors are figuratively bouncing off the web site.

Bounce Rate (Ratio)

The bounce rate can be calculated for a single page, a group of pages or the entire web site. If
the focus is only on a single page, it represents the number of times visitors bounced off the page
by the number of times the page was an entry page. For groups of pages the ratio uses the

number of times a visitor bounced of any page in the group divided by the number of times any
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page in the group was an entry page. The bounce rate of the entire web site is the percentage of

all visits that were single page view visits.

Kaushik (2010) deems the bounce rate to be the best metric of all, as it is easy to understand and
communicate to others. Furthermore, it is straightforward to determine actions based on this
metric. It clearly identifies pages that need to be improved.

2.3.5.5 Conversion Metrics

The following sections explain events in general and how reporting works for them. Furthermore,

conversions and related metrics are described.

Event (Dimension / Count)

The term event is very generic. It is used as a dimension — which event happened — and a count
— how often the event happened. This is identical to the relation between a page (dimension) and
a page view (count). A page view is only one example for an event, there exist many others like
a click, entering registration details, or scrolling down to the end of the content. Events are
especially relevant for SPAs, as most user interactions do not lead to a new page view and need

to be tracked regardless.

Depending on the situation it makes sense to report events in three different ways:
e By event — Each interaction is considered
e By visit — Each visit during which the event happened at least once is considered

e By visitor — Each unique visitor triggering the event at least once is considered

Conversion (Dimension / Count)

A conversion is defined as a target action completed by a visitor. It is a special kind of an event
and can be reported the same way as events in general. The term conversion is used for the

dimension and the count.

Clifton (2012, p. 9) defines a conversion as “any action or engagement that builds a relationship
with your visitors”. For an e-commerce web site this would mean that a customer purchases items.
Examples for other web sites are that a user downloads a brochure or enters her/his personal
information in a form. It is basically the purpose of the web site and captures the actions visitors
are supposed to do before leaving the web site. Clifton determines that defining these goals for a
web site is the most important task when creating a web site, as it allows measuring how

successful the web site is.
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There are two kinds of conversions as defined by the WAA:

= Goal conversions — also known as target, or macro conversions — are key milestones
completed by the visitor. For example, submitting an order in an online shop or registering
as a new member on a social media platform.

= Micro conversions — also known as step, support, or mini conversions — are the completion
of tasks that might lead later to a goal conversion. Examples are putting items in the
shopping cart or signing up for a newsletter in an online shop.

Kaushik (2010) uses the two terms micro and macro conversions and defines the latter similar to
the WAA as the main business objectives of a web site. For example, an online shop wants to
make revenue and thus, it will track how many visitors actually order something. Whereas micro
conversions are also actions worth tracking, but are only loosely connected to the macro
conversions. They are targets of secondary degree. For example, the registration of a user
account or writing a review for a product on an e-commerce platform. However, Lee, Podlaseck,
Schonberg, Hoch, and Gomory (2000) uses the term micro conversions in a different meaning.
He defines them as the specific steps that lead to a macro conversion. They are integral parts of
the macro conversion. In the example of an online shop they would be actions such as looking at
a product, adding the product to the shopping cart and the various steps of the checkout process.
All single steps of a process that lead to a conversion are also called a conversion funnel (Clifton,
2012). This work will follow Clifton and use the term micro conversions for targets of secondary

degree and conversion funnel for all steps in the process that lead to a conversion.

Conversions are of special interest for marketing departments as well, since they are used to
track the success rate of marketing campaigns. They can also be used as an additional kind of
segmentation for visitors (e.g. reporting of exit pages separately for registered and unregistered

users).

Conversions can and should be connected to an economic value. This can either be the revenue
that the completion of the target brought for the business or which costs have been saved by the
conversion. This task is easier in the field of e-commerce, but should also be applied for non-e-
commerce web sites. For example, the economic value of a customer finding an answer to a
product related question in the support area of a web site should be measured with the same
amount as an employee in a call-center would have cost to help the customer. Connecting
conversions to a monetary value can also help to justify improvements to the web site in front
stakeholders. (Kaushik, 2010)

25



Background

Conversion Funnel (Combination)

A conversion funnel — also just called funnel — is a distinct group of steps (page views or events)
leading to a conversion. It is sometimes also called a “click stream path”. The most common
example for a funnel is the checkout process in an online shop. A funnel report shows the
percentage of potential conversions aborted at some step in the process. (Clifton, 2012)

Abandonment Rate (Ratio)

Whenever a visitor enters a conversion funnel, but does not follow the process all the way until to
the goal conversion, she/he abandons the conversion. The percentage of visitors entering a step,
but not proceeding to the next step, is the abandonment rate for this specific step. This metric is
related to the exit page ratio, but has a lot more significance to it, as every lost conversion means

a missed chance for making revenue. (Kaushik, 2010)

26



Background

2.3.5.6 Summary

A summary of all terms covered in the previous chapters can be found below in Table 1. It gives an overview of all terms, the category, and the

type they belong to, and provides a brief description of the term.

Page

Page View
Visit/Session
Unique Visitor
New Visitor
Return Visitor
Repeat Visitor
Entry Page

Exit Page
Landing Page
Visit Duration
Referrer

Internal Referrer
External Referrer

Search Referrer

Building Block
Building Block
Building Block
Building Block
Building Block
Building Block
Building Block
Visit Characterizations
Visit Characterizations
Visit Characterizations
Visit Characterizations
Visit Characterizations
Visit Characterizations
Visit Characterizations

Visit Characterizations

Dimension
Count
Count
Count
Count
Count
Count
Dimension
Dimension
Dimension
Count
Dimension
Dimension
Dimension

Dimension

A unit of content like an HTML document or a dialog in an SPA.
The number of times a page was requested.

A group of page views by a unigue visitor within a short duration.
A uniquely identifiable human user of the web site.

A uniqgue visitor with the first visit in the reporting period.

A unigue visitor with a visit in the reporting period and at least one before it.
A unigue visitor with at least two visits in the reporting period.
The first page accessed during a visit.

The last page accessed during a visit.

A page designed for a particular marketing campaign.

The time between accessing the entry and the exit page.

The URL where a page view originates from.

A referrer that belongs to the tracked web site.

A referrer that does not belong to the tracked web site.

A referrer that originated from search results.
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Visit Referrer
Original Referrer

Page Views
Visit

per

Page Exit Ratio
Single Page Visit

Single Page View
Visit / Bounce

Bounce Rate

Event

Conversion

Goal Conversion

Micro Conversion

Conversion Funnel

Abandonment Rate

Visit Characterizations
Visit Characterizations

Visit Characterizations

Content Characterizations
Content Characterizations

Content Characterizations

Content Characterizations

Conversion Metrics

Conversion Metrics

Conversion Metrics

Conversion Metrics

Conversion Metrics

Conversion Metrics

Dimension
Dimension

Ratio

Ratio
Count

Count

Ratio

Dimension/
Count

Dimension/
Count

Dimension/
Count

Dimension/
Count

Combination

Ratio

The referrer of the entry page.
The referrer of the entry page in the first visit of a unique visitor.

The number of page view entries divided by the number of visits.

The number of exit page entries divided by the page views for a specific page.
The number of visits, which only accessed a single page.

The number of visits with only a single page view.

The number of bounces divided by the entry page entries for a specific page

Any tracked action by the visitor. For example, a page view, a mouse click or
input via the keyboard.

A target action completed by the visitor. For example, completing the checkout
process in an online shop.

A key target action in terms of the business objects of a web site.

A subordinate target action that supports the business objective of a web site.

A sequence of defined actions that lead to a goal conversion.

The percentage of visitors that do not take the next step in the funnel.

Table 1: Summary of WA terminology based on definitions by Burby and Brown (2007), Kaushik (2010) and Clifton (2012)
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2.4 Digital Privacy

The general goal of web analytics is to draw conclusions from aggregated tracking data. This is
often happening in combination with different segments of visitors, e.g. by segmenting reports by
the country of origin or by the days since the last visit. The goal of WA is never to track individuals
in order to gain insight into their behavior. However, it could be that some gathered information

falls under the objective of data privacy regulations.

The following sections cover the considerations that need to be made when operating a web
analytics solution in regard to digital privacy. An overview of the most important changes
introduced by the general data protection regulation is presented as well. Furthermore, some
measures that users can take to protect their digital privacy are covered.

241 Current Legal Situation

There are no legal concerns regarding the gathering and storing of tracking data per se, as long
as the information is impersonal or anonymous. It must not be possible to connect the data to a
specific person. However, as soon as tracked information is qualified as personally identifiable
information (PII) various privacy regulations come in play. Many countries have passed laws
granting the right of self-determination regarding the personal data to each individual themselves.
This privilege often consists of the right to decide who stores which data, the right to receive a
report on all already stored personal data and the right to request the deletion of said personal
data. (Hassler, 2017)

The following topics in the field of web analytics need special consideration in terms of digital
privacy:

e User input

e |P addresses

e User authentication

e Cookies

e Privacy Policy
(Hassler, 2017)
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User_ input
As soon as the input of a user into form fields is tracked and stored, it can be a digital privacy

related topic, as the user may enter information qualifying as PII, like her/his name or her/his
email address. Hassler (2017) recommends including a disclaimer on any form to which the user
needs to agree to before submitting the data, e.g. by ticking a checkbox. The entity collecting the
data needs the visitor to actively give her/his consent, which is commonly called to “opt-in”. The
opposite is to “opt-out”, meaning that the user is by default part of a process and needs to act to
not be part of it anymore (e.g. unsubscribing from an email newsletter). (Hassler, 2017)

IP addresses

Although an IP address seems like an impersonal attribute it may still be classified as a
personally identifiable information in some cases. Especially German data protection authorities
consider it a PIl. Thus, IP addresses are deemed a grey area in this perspective in Europe. The
general advice is to either not store them at all, or to anonymize them by only storing a subset
of it. (Petrlic & Sorge, 2017)

In general, IP addresses only offer a marginal information gain on visitors to web analysts.
Except for one use case: Geolocation, where the IP address is used to determine the visitor's
location. The mapping of the internet protocol address to a physical location is done in such
cases via lookup tables. Providers like MaxMind!® are maintaining mapping information in
databases, which allows to link the IP address to countries, states or even cities. However,
Huiyan (2017) found out that an anonymization of the IP address by trimming the last octet for
IPv4 addresses or trimming the last 80 bits (out of 128 bits in total) of IPv6 addresses led only to
a reduction in accuracy on the state level of two to four percent and to a reduction on the
country level of one percent. Therefore, the use case of geolocation is no excuse for saving the
original IP address together with the tracking information. This should be avoided in order to

abide by privacy laws.

User authentication

For any web site that offers registration and authentication features to users it is very likely that
some of the information gathered via web analytics has the nature of PII. This fact is especially
relevant for commercial web applications, as they need some method to recognize legit users.
Service providers have two options when having an authentication system in place. They either

need to be very thorough and make sure to not track any PII at all (e.g. by never tracking any

16 See https://www.maxmind.com/en/home
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user input), or they need to get the consent of the user upfront, which is usually done by presenting
a privacy policy in the form of an opt-in during the registration process (and before any data has
been tracked). (Hassler, 2017)

Cookies

Web analytics frameworks are leveraging cookies to recognize returning visitors to a web site. In
2009 the EU passed a directivel’, commonly called the “EU cookie directive”. It regulated that any
cookie which does not have a clear functional use for the underlying web site requires the consent
of the user. However, the EU missed to indisputably clarify whether the consent must happen via
an opt-in or opt-out procedure. Thus, many web sites just display an informative popup, when a
user visits for the first time (Petrlic & Sorge, 2017). For instance, the web site nintendo.co.uk
displays the text “By using this website, you agree to our use of tracking cookies. You can change
your tracking cookie settings here!® (Nintendo of Europe GmbH, 2017). Web applications that
provide a user authentication do not need such cookies to identify returning visitors. In this case

it is advised to turn off the use of cookies in the web analytics solution.

Privacy Policy

Regardless of whether PII or non-Pll is actually stored, it is recommended to provide users with
an easily accessible and understandable — by using common language — web page that
transparently explains what kind of data is gathered, why this is happening and what is done with
the tracked information afterwards. (Clifton, 2012)

All topics covered above need to be considered when integrating a web analytics solution with a
web application. Furthermore, changes in legislation and representative trials concerning this

topic should be monitored as well whenever users are tracked.

2.4.2 General Data Protection Regulation (GDPR)

The current legal situation will change on May 25", 2018 when the general data protection
regulation'® (GDPR) will come into force. The GDPR will not require any further national

legislation, as it will become active law throughout Europe in May 2018.

17 E-Privacy Directive 2009/136/EG. See http://eur-lex.europa.eu/legal-content/EN/TXT/?uri=celex%3A32009L. 0136
18 The word “here” links to http://www.nintendo.co.uk/Legal/Website-Privacy-Policy/Website-Privacy-Policy-
637785.html#trackingcookies

19 Regulation 2016/679. See http://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX%3A32016R0679
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The major novel points in this regulation are:

e The area of application of European data protection legislation will expand. Any entity
(also outside of the EU) will need to abide by the regulation in case it offers products or
services within the European union, or if individuals within the EU are tracked by the entity.

o Entities need to be able to prove that any processing of personal data abides by the law.
Furthermore, they need to document all measures they have taken to reach this state.

¢ Entities need to create and maintain a list of potential risks. They need to handle the
identified risks regarding data processing accordingly and they are obliged to create a
mitigation plan for a potential data breach.

e In case of data breaches the supervisory authority must be notified within 72 hours after
detecting the incident. Probably the most significant change by the GDPR is that the
regulation allows to impose sanctions after infringements. Fines up to €20 million or four
percent of the global yearly turnover of a company - whatever is higher - are possible in
case of violations of the GDPR.

¢ Pseudonymisation is a new term introduced by the law. It describes a process where PII
gets transformed in a way so that additional information is required to connect it to an
individual. For instance, by encrypting PIl it cannot be linked to a person anymore without
knowing the private key. However, the resulting data is still considered personal and not
anonymous data. The goal of pseudonymisation is to reduce the risk for the data subjects.
Applying pseudonymisation will become especially relevant in case of data breaches and
may lead to lower fines as the lost data is not as critical.

(Petrlic & Sorge, 2017)

The GDPR covers of course a lot of other topics, although the ones presented above are the most

relevant for operators of web analytics solutions.

243 Countermeasures

Although private data is already protected quite well through legislation, many individuals take
extra measures to defend their digital privacy. This section gives a brief overview of different ways
of how users can detect if they are being tracked. Furthermore, methods on how to prevent the

tracking altogether are presented.

Do Not Track
The term “Do Not Track” (DNT) describes a feature implemented in the HTTP protocol and in
modern web browsers with the goal to give individuals control over whether they are being tracked

or not. The user can configure the DNT behavior in the browser settings and when accessing a
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web site, this information is sent to the web server in the form of a flag within the HTTP request.
The web site provider is expected to adhere to the flag and to not track the user when receiving
such a flag, e.g. to not create any marketing profiles in order to deliver personally customized
adds. (Zheng & Peltsverger, 2015)

Anti-Tracking Tools

Privacy Badger is a browser plug-in released by the Electronic Frontier Foundation (EFF), which
suppresses tracking code on web sites (Petrlic & Sorge, 2017). When accessing a web page, the
tools shows a complete list of all trackers on this page and allows a granular configuration on

which trackers are allowed to observe the user and which ones are not.

Ghostery is another privacy plug-in working very similar to Privacy Badger. An additional focus of
this plug-in is to inform users about slow trackers, which have a negative impact on the
performance of the web page. Thus, this tool aims not only to protect the digital privacy, but also

to improve the user experience of web sites.

Saito et al. (2017) also developed a browser extension as part of their research, but they are
following a more generic approach. They aim to detect all tracking scripts dynamically by
identifying JavaScript code that is listening to certain events (e.g. clicks, keystrokes, and scrolls)
and sending a request to a third-party domain when these events get triggered. The tool
suppresses such identified trackers. In comparison to Privacy Badger and Ghostery the extension
only blocks event tracking and no page tracking, as the authors do not consider page tracking
such a big risk for data privacy.

PrivacyScore
PrivacyScore? is an online platform that checks web sites throughout the internet for privacy and

security issues and ranks them based on the results. The platform allows to create groups of web
sites, for instance, a list of all car manufactures or all German universities. The thought behind it
is to list all competitors ordered by their score on one web page and to allow an easy comparison
for the users of the platform. The operators of PrivacyScore aim to provide an incentive to entities
with a bad ranking to resolve identified issues and therefore to go up in the list. The authors state
in their paper that they want to encourage entities to switch from Google Analytics to Piwik, as it
is considered to be the better choice in terms of protecting digital privacy. (Maass, Wichmann,
Pridohl, & Herrmann, 2017)

20 See https://privacyscore.org/
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2.5 Expectation-Confirmation Model

When introducing a web analytics solution, concerns regarding legal risks are obvious. However,
those are not the only considerations that should be made. A WA framework is after all also an
information system and any considerations that need to be made when implementing an IS in a
company must be adhered to in that case as well. One common concern is how well the users
accept the new system. As IT investments are representing an essential financial effort, it is
crucial to investigate the initial acceptance and furthermore to maintain and nourish the long-term
usage of the system. This work aims to increase the usefulness of web analytics solutions for
single page applications and is specifically interested in the long-term perspective. The
Expectation-Confirmation Model is regularly used in IS research to explain the continuing usage
of IS systems. It is a so-called post-acceptance model, which means that the constructs capture
the situation after the initial use of an IS. (Hossain & Quaddus, 2012). This model will be used for
the evaluation in this thesis.

The ECM was developed by Anol Bhattacherjee in 2001. He derived it from the Expectation-
Confirmation Theory (ECT), which describes how the confirmation or disconfirmation of
expectations is connected to the initial use of artifacts (Oliver, 1980). The ECT was developed in
the field of marketing research and used to explain customer behavior regarding products;
whereas the model defined by Bhattacherjee describes the continued use of an artifact with
special emphasis on information systems (Bhattacherjee, 2001). Furthermore, the focus is not on
the customer (i.e. the person paying for a system) anymore, but on the consumer (i.e. the actual

user of a system) (Hossain & Quaddus, 2012).

The ECM consists of four constructs: The main dependent construct is the IS Continuance
Intention (CI) and the three independent constructs are Perceived Usefulness (PU), Satisfaction
(SF) and Confirmation (CF) as illustrated in Figure 2. All four constructs and the associations
between them are briefly explained in the following paragraphs.
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Figure 2: Expectation-Confirmation Model (Bhattacherjee, 2001)

IS Continuance Intention

This construct captures the intention to continue using an already accepted IS. The term
“continuance” stands for “continued use” (in contrast to “initial use” or “acceptance”). The IS
Continuance Intention is positively linked to the users’ level of Satisfaction with the information
system and the ongoing Perceived Usefulness of the IS (Bhattacherjee, 2001). This means for
instance, if a user is highly satisfied with the IS, it is very likely that she/he will continue to the use

the information system.

Satisfaction

This construct covers the satisfaction with using the IS. It also implicitly captures any pre-usage -
also known as pre-acceptance - variables. The Satisfaction is positively associated with the
Confirmation of expectations and the continuous Perceived Usefulness in which the user beliefs
in (Bhattacherjee, 2001). For example, if a user perceives a software as impractical, she/he will

be dissatisfied with the software.

Perceived Usefulness

The Perceived Usefulness is a post-acceptance construct based on individual beliefs and
expectations. It depends on the ongoing use of the IS. This construct is often confused with pre-
usage expectations as defined in other theoretical models like the Technology Acceptance Model

(TAM), but Hossain and Quaddus (2012) emphasize its post-usage nature in the ECM.

The Perceived Usefulness is positively associated with the Confirmation of expectations
(Bhattacherjee, 2001). The link between these two constructs represents the assumption that any
initial perceived usefulness (before actually using an IS) will be adjusted once the system has

been used and the perception will continue to adapt throughout the ongoing usage of the system
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(Bhattacherjee, 2001). For instance, a user with too low expectations will increase the initial
perceptions to a more realistic level, whereas very high expectations regarding an IS will be
adjusted by the user after a disconfirmation of those expectations.

Confirmation

The fourth construct covers the Confirmation (or also disconfirmation) of expectations towards
the IS. Bhattacherjee (2001) states that it also implicitly captures pre-acceptance variables similar
to the Satisfaction. Thus, he defined all four constructs as post-acceptance factors and did not
include any explicit pre-usage constructs in his model. The Confirmation is positively linked with
the Perceived Usefulness and the Satisfaction. (Bhattacherjee, 2001)

Adaptation of the ECM
Two constructs of this model are required for answering the research question of this work. The

IS Continuance Intention is used to capture the users’ intention to continue using the implemented
web analytics solution. However, the Perceived Usefulness must be adapted to fit the needs of
this thesis. In addition to describing the perceptions regarding the already experienced web
analytics system the construct is altered to also measure the alleged value of an enhancement,
which aims to improve the support for commercial single page applications in the web analytics
solution. Thus, this factor acquires a pre-usage nature. All other constructs are still focused on
the unmodified web analytics software. This modification allows to answer whether the perceived
usefulness of the enhancement has an influence on the continuous usage intention towards the

complete WA system.

The next step after determining how to evaluate the research question is to initially integrate a

web analytics solution with an SPA.
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3 IMPLEMENTATION

This chapter describes the practical implementation performed as part of this work. The first step
was to initially integrate a WA solution with an SPA. This was followed by researching and
summarizing identified gaps. The final step was to resolve one of the gaps by enhancing the WA
system.

3.1 Initial Integration

The initial integration of a web analytics solution with an SPA is the prerequisite to understand
the challenges of such a project and to identify gaps in WA systems regarding web applications.
This subchapter briefly presents Reval (the tracked SPA) and Piwik (the web analytics system).
It covers the requirements and decisions why this particular WA solution was selected. Finally,
the technical integration of the two information systems is presented.

3.1.1  Reval (Commercial SaaS)

Reval Inc. is a financial SaaS solution provider, which has its headquarters in New York City and
subsidiaries located in London, Delhi, Graz as well as several other locations. This ISV develops
and distributes a cloud-based treasury and risk management (TRM) solution in the form of a single
page application. The scope of Reval, which is the name of the software, is to support clients in
managing cash, liquidity and financial risks and in performing hedge accounting (Reval Inc.,
2017c). As the system is distributed as SaaS, clients can get access to the software based on
annual subscriptions instead of purchasing a license. Currently about 650 clients have subscribed
to Reval (Reval Inc., 2017b).

PwC conducted a pricing survey amongst leading companies in the software industry in 2015. Lo
(2015) reports that 84% of all respondents in the survey are already offering subscription-based
pricing models to their clients. This pricing strategy comes with the benefit of a steady and
predictable yearly cash flow, in contrast to the considerable higher payments via traditional
licensing models, which usually happen only once (Fowley & Pahl, 2016). However, the challenge
every commercial SaaS provider needs to face, is to not lose existing clients. The goal is to
understand the needs and impediments clients are facing, to keep them pleased with the
software, which should lead to yearly renewals of the subscription. Thus, one of the KPIs for any
ISV with a subscription-based revenue model is the renewal rate. It is measured in the percentage
of clients that did renew their contract out of all existing clients. The opposite of it is the churn
rate. (Pugh, 2014)
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One factor in ensuring a high renewal rate is to understand how the clients operate the software.
It is critical to know which features are used and which ones are not. Furthermore, any usability
improvements should be designed by first understanding the status quo. Subsequently it is crucial
to confirm that any resulting changes in the software are actually improving the usability. Web
analytics is a tool well suited for such tasks. Thus, a WA solution will be integrated with the Reval
SPA.

3.1.2 Requirements

This section covers the goals and the functional and technical requirements for the integration of

the web analytics system.

The general goal of the implementation is to gain more insight in how the software is used by the
clients. It is anticipated that the detailed knowledge will enable the following tasks:

¢ Identifying and redesigning dialogs with major usability issues

e Improving performance on heavily used and slow dialogs

e Tracking the adoption rate of new features

e |dentifying problems in the workflow (e.g. with the order of steps in a process, or based

on regularly occurring errors)

¢ Identifying areas of the application that are hardly used

¢ Improving the prioritization of the product backlog

¢ Installing health monitoring to track effects of code and configuration changes (e.g. to

detect a significant drop in usage of a specific dialog in a future release)

3.1.2.1 Functional Requirements

The following paragraphs cover the functional requirements for a WA software that should be
integrated with the Reval SaaS application.

Visitor attributes

Some minimum functional requirements need to be met when integrating a WA solution with the
SPA in terms of tracking dimensions. The software needs to be able to track general visitor
attributes. For example, the operating system, the browser (including engine and version), the
type of hardware used to access the SPA (e.g. desktop, tablet, smartphone, etc.), the screen
resolution used to display the web application and the location and time zone of the visitor. Any
of these visitor attributes should also be available in filters in order to apply segmentation on

reports.
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Tracking dialogs

It must be possible to track which dialog was opened and when and how long it stayed open.
Knowing the dialogs that are frequently used would be a reasonable starting point for analysis.
However, it should also be possible to report on the path a user takes through the system, for
example by visualizing it in a so-called user journey map. Understanding how users reach a dialog
and what they do next is an important information and can be leveraged to improve the navigation

and to streamline workflows.

Tracking actions

Besides tracking the dialogs, it is required to track certain actions that users are performing within
the application. This starts with high level activities such as login, logout or accessing the
reference manual, but also entails a more detailed level to truly understand how users are
operating the software. Examples for more comprehensive action tracking would be observing
any actions regarding grids (e.g. reloading, sorting, filtering, hiding/showing columns, etc.), any

button clicks, switching the focus between Ul controls and more.

Definition and monitoring of goals and funnels

Finally, it is required to define certain goals and to monitor the micro conversions throughout the
software. For instance, a funnel could consist of the most important steps to enter a new loan
trade in the system. Subsequently, it should be possible to report how many users abort in any of
the defined steps. The hardest part in terms of a web application is to define meaningful goals,
as they should ideally be linked to an economic value. For example, whenever a user opens the
reference manual or accesses the client community portal this probably would avoid an email or
a call to the client support department and thus, should be tracked with a positive monetary

amount.

Summary of the functional requirements:
e Must support tracking of general visitor attributes
e Must support tracking of dialogs
e Must support tracking of actions

e Must allow the definition and monitoring of goals and funnels

3.1.2.2 Technical Requirements

This section presents all technical requirements for integrating a WA solution with the Reval SaaS

system. Every requirement is presented alongside the reasoning behind it.
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Support Ul with multiple windows

Reval is capable of showing multiple windows at the same time, similar to a native desktop
application. Within the software the term dialog is used for such a window. It corresponds to the
view component as defined in the model-view-controller (MVC) architectural pattern.
Furthermore, it is equivalent to the more commonly used word form (e.g. in Delphi or HTML).
Cowell (1996) describes the form as a collection of Ul controls. Every form must be encapsulated
in a container in order to be displayed. Such containers can be a tab or a window. This description

of forms also applies to dialogs in Reval.

However, there exists some ambiguity about the term dialog. In JavaScript and Delphi this
expression is only used for very simple modal windows, with only one or no Ul control at all, like
the input box (Morris, 1994). Though, in Microsoft .NET the term dialog has a different meaning.
It describes a standard window, like the print dialog, or the file chooser dialog (MacDonald, 2006).
Regardless of the existing ambiguity, this work will continue to use the term dialog based on the

definition by Cowell (1996), as this is the commonly used word within Reval Inc.

In Reval a dialog can be put in one of three different containers: a window, an MDI tab, or a side
pane. The Ul of Reval uses concepts such as side panes or MDI tabs, as they can be found in
integrated development environments (IDESs) like Eclipse or MS Visual Studio. In Reval there is
one center pane and one collapsible side pane on the left. The center pane is used to display the
MDI tabs. Every MDI tab can have multiple windows hovering above it. These windows are
movable and resizable. The focus can be switched between windows of the same MDI tab and
between different MDI tabs. Figure 3 shows a screenshot of the Reval Ul. It contains the
“Navigation” side pane, the window “Details Country” hovering above the selected MDI tab

“Overview Countries”, and two other unselected MDI tabs.

The front-end of Reval has been implemented based on the Ext JS framework?!, which supports
such Ul concepts by nature. As a technical requirement, the WA solution must support the

tracking of multiple simultaneously open dialogs in the application.

21 An example for another native-application like Ul: https://www.sencha.com/blog/ext-js-customer-spotlight-greentree-international/
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Figure 3: A screenshot of Reval displaying the three different dialog containers (Reval Inc., 2017a)

Data Source: Page Tagging

As presented in Chapter 2.3.2 there are two different data sources available for obtaining tracking
data. The required information can either be extracted from the log files, which get produced by
the web server; or by embedding a so-called page tag into the client-side code of the web
application. The selected WA solution must support the latter data source in the form of a
JavaScript tracker, as there are many actions happening only within the browser in Reval. The
web server does not know for instance if a user switches the focus between MDI tabs. Thus, the
tracking of user actions needs to be done on the client and not on the server. The server log files

are not detailed enough to meet the requirements.

Page Tracking & Event Tracking

Historically, WA frameworks only focused on tracking pages and page views. With the introduction
of RIAs it became necessary to also support the tracking of the client-side-only interaction with
the web application. Nowadays this is done via event tracking. Atterer, Wnuk, and Schmidt (2006)
were amongst the first to research possibilities to track such client-side actions via JavaScript in
2006 and subsequently implemented a tool to generically track any mouse and keyboard
interaction on a web site. On October 16, 2007 (about a year later) Google Analytics introduced
Event Logging (Kaushik, 2007b), which allows the tracking of such actions via specific JavaScript
code in the form of a non-generic approach. By today this has become a standard feature in web

analytics (Kaushik, 2010).
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The Reval SPA will use virtual page views, as the browser does not actually load a new web
page, to track individual dialogs in the system. Event tracking will be leveraged for any actions

the user performs. This way two out of four functional requirements are covered.

On-premises deployment

As another requirement it is crucial that Reval Inc. keeps control over any logged data. Sending
tracking data to a third party would raise legal questions and probably involve adjustments of
client contracts. A second and even more important consideration is the opinion of the clients.
Potential sensitive data that would be transferred to an external WA provider might lead to
concerns amongst clients and increased discontent. Thus, a technical solution is required that

can be hosted on the premises.

Source code open for modifications

One limitation in current web analytics frameworks is their focus on tracking web sites and e-
commerce solutions. It requires special effort to integrate event tracking with SPAs. Therefore, it
might be necessary to adapt the WA system to the needs of the web application. The underlying
source code must be available for modification. A free and open-source software (FOSS) should
be selected for the integration.

Summary of the technical requirements:
e Must support tracking of multiple simultaneously open dialogs
¢ Must use (client-side) page tagging as data source
¢ Must support page and event tracking
e Must be available for on-premises hosting
e Must be FOSS

3.1.3 Selection

There exist many WA solutions and every year new (mostly SaaS) products are entering the
market. The indisputable industry leader is Google Analytics with a market share of 83.5% as of
November 3, 2017 (W3Techs, 2017b). However, as GA is neither released under an open-
source license nor can it be hosted on the premises, it is no option for the integration with Reval
based on the requirements defined above. Table 2 shows a list of all FOSS, which have released
a stable version after January 1%, 2016, and which support tracking via JavaScript. All pure log-

file based systems were excluded from the list.
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Latest stable Latest Relative Relative # of web
Name . . .
release release date  popularity activity sites
Countly? 17.09 21.09.2017 8.4 9.6 121%
Open Web Analytics?®*  1.6.0 28.03.2016 6.1 3.9 10,786
Piwik?® 3.2.0 12.10.2017 9.6 9.4 1,022,680
Snowplow?® 92 11.09.2017 8.8 8.9 844,339

Table 2: Overview of all FOSS that match the defined criteria (BuiltWith.com, 2017; libhunt.com, 2017)

These four systems (Countly, Open Web Analytics, Piwik and Snowplow) were compared against
each other based on different measures. The web site Awesome Self Hosted is a directory for
FOSS and ranks the covered analytics software?’ against each other in two categories: relative
popularity (based on the number of stars and watchers on GitHub) and relative activity (based on
the number of forks and commits on GitHub). Piwik reached the highest popularity with 9.6 and
the highest activity with 9.4 out of these four projects. It did not get the highest score of 10 as
Awesome Self Hosted lists any software related to analytics in the same category and the number
one entry in this category is Elasticsearch?®, which is a search engine and not a web analytics

software. (libhunt.com, 2017)

The web portal BuildWith.com?® browses the entire internet and analyzes which technology is
used on each web site. Therefore, they provide numbers of how many out of all 374,463,632 web
sites in the WWW use one of the four investigated WA solutions. Piwik has again the highest
number with 1,022,680 deployments as of November, 2017 (BuiltWith.com, 2017).
W3Techs.com® provides a similar service and lists Piwik as the only open-source solution in the
top ten with a market share of 2.1% (W3Techs, 2017b).

Piwik meets almost all functional and technical requirements. Only the support for funnels is not

part of the software and would need to be acquired as a premium plug-in®!. Based on the analysis

22 See https://github.com/Countly/countly-server

2 There might be a problem with detecting the usage of Countly, as this reported value seems unrealistically low.

% See https://github.com/padams/Open-Web-Analytics

% See https://github.com/piwik

% See hitps://github.com/snowplow/snowplow

27 See https://selfhosted.libhunt.com/categories/1647-analytics

28 See https://www.elastic.co/products/elasticsearch

2 See https://trends.builtwith.com/analytics

30 See https://w3techs.com/technologies/overview/traffic_analysis/all

31 See https://plugins.piwik.org/Funnels
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above Piwik is the favorable choice amongst the four solutions. It will be used for the integration

with the TRM application.

3.1.4 Piwik (Web Analytics)

In 2003 Matthieu Aubry started working on phpMyVisites, a web analytics program written in PHP.
Four years later many fellow developers had joined the project and they decided to start with a
new web analytics software from scratch. They aimed to leverage the experience they had gained
so far and to design the new software with an improved architecture, i.e. with a special focus on
extensibility and an easy access to data via a powerful APIl. The name of the new project was
Piwik. (Piwik Core Team, 2008)

The back-end of Piwik is also implemented in PHP and uses a MySQL/MariaDB database. It can
be deployed on many different web server systems. The official recommendation is to use
Microsoft IIS, nginx or Apache. The front-end of Piwik has been completely rewritten with the

release of version 3.0 and uses now AngularJS.

Since its launch in 2007 the software has been constantly improved. Some of the outstanding
features are real-time reporting, advanced privacy settings, reporting on the complete set of
tracked data (no sampling), configurable dashboards via widgets and a wide degree of
extensibility in general through the use of plug-ins (Miller, 2012). Figure 4 is a screenshot of such
a dashboard taken from https://demo.piwi.org. The dashboard shows the information about

visitors in real-time and general statistics about visitors that accessed the Piwik forum on
November 39, 2017.

44


https://demo.piwi.org/

Implementation

plWl K Dashboard All Websites English ¥ E o [ ] L]
Q PIWIK FORUMS = 20171103 @ ALLVISITS & DASHEOARD =
o Visitors in Real-time Visits Over Time Visitor Map
#i  Dashboard
DATE VISITS ACTIONS ggp T Visits 749 visits £3
Dashboard 1 PR P 2% -
v T I‘H‘"\ \l\ r\“. '
. Last 24 hours 379 702 | | | v | - 2
& Visitors || | | | |/
a0 || H (. L
Last 30 minutes 9 12 | " | | \ || ||
& Actions . . v -
Saturday, November 4, - 15:33%:54
= o am 0
B Referrers EEem Thu, Oct 5 Thu, Oct 19 Thu, Nov 2
from Google - "Keyword not defined” QO word-wide | Vs ~
® Goals
Actions: i
© Premium Referrer Types

Saturday, November 4, - 15:31:22
—

o am Visits Overview
-

Direct Entry REFERRER TYPE WISITS
WU U 749 visits, 663 unique visitors
Actions: i
VT 2 miin 34s average visit Search Engines 642
duration
Saturday, November 4, - 15:30:08 Direct Entry a2
Egn

63% visits have bounced (left -
from Geogle - "Keyword not defined” ( Websites 25

the website after one page)

Figure 4: A screenshot of the dashboard for the Piwik forums on https://demo.piwik.org from November 37, 2017.
(Piwik.org, 2017a)

As already stated in the previous chapter Piwik is quite actively developed. The project receives
about 20 commits per week in average®? and releases a new version roughly every month®;
Version 3.2.0 was released on October 12", 2017. The documentation®* is very detailed and

continuously maintained.

W3Techs (2017b) reports Piwik to be the sixth most used web analytics tool globally with a market
share of 2.1%. When segmenting the reported numbers by the server location it shows that Piwik
is even the market leader in Germany with a market share of 36.3% (W3Techs, 2017c). This is
most likely due to stricter privacy regulations in the European Union and in Germany in particular.
A popular web site outside of Germany using Piwik is 9GAG (W3Techs, 2017a). Figure 5 shows
captured network traffic between a Firefox web browser and 9GAG’s Piwik tracking server. This
screenshot also documents how the integration of a web site and the tracking server can look
like: Certain events in the browser trigger an HTTP GET request to the tracking servers to load
an image file. All the tracking information is send in the form of URL parameters to the server as

part of that request.

32 See https://github.com/piwik/piwik/graphs/commit-activity

33 See https://piwik.org/changelog/

34 See https://piwik.org/docs/#analytics-features
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Figure 5: Network traffic between a Firefox web browser and 9GAG's Piwik tracking server (Mozilla Foundation &
Mozilla Corporation, 2017)

3.1.5 Integration

The integration of Piwik in a common web site which uses regular hyperlinks to navigate to a new
page is quite simple. One just needs to add a JavaScript shippet — the tracking code — to every
HTML page that is delivered to the client. This is usually done via a page generator in a Customer
Relationship Management (CRM) software or in the back-end software (written in PHP, ASP.NET,
Node.JS, etc.) on the server. As soon as the browser renders the received web page and
executes the embedded JS, a request is sent to the tracking server. However, the integration with

SPAs is more complex.

3.1.5.1 Single Page Applications

An extensive research showed, that although there exist various frameworks for developing SPAs
(e.g. Angular JS, vue.js, Ext JS, etc.), in most cases there is no way to simply enable tracking in
the SPA through a feature of the underlying framework. This is in line with Holmes (2016), who

states that it can be tricky to integrate web analytics in single page applications. He recommends
to carefully consider whether to develop a new application as an SPA or a traditional web
application. Holmes acknowledges that there are already extensions available for Angular JS,
which can ease the integration process. AngularJS in contrast to Ext JS is following a single
document interface (SDI) approach, i.e. it shows only one dialog at a time. It uses URL hashes to
identify the current state (i.e. dialog) of the application. This concept makes the integration
simpler. However, Reval allows for displaying multiple dialogs simultaneously. There is no generic

approach in the Ext JS framework to integrate web analytics in a web application. Virtual page
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views and events need to be tracked explicitly via JavaScript code®® 3¢ 37 3, Suych an integration

needs to be done specifically for each SPA.

3.1.5.2 Reval

This section describes the initial integration of Piwik with Reval. It was performed based on
version 3.0.4%, which was released on May 17", 2017. The following paragraphs cover a high-
level architecture as well as considerations made regarding the tracking of users. The actual
integration via JavaScript with the front-end is explained and all features that get tracked as part
of the initial integration are presented. Finally, the rollout process at Reval Inc. is described.

Architecture

An important decision in the overall architecture was that the Reval application server does not
directly communicate with the Piwik tracking server. All the communication goes through the
client, as can be seen in Figure 6. After successfully completing an AJAX request to the
application server, the client sends a tracking request to the tracking server. This server is running
Piwik. It persists the information in a database on a separate server. Therefore, the application

servers are not impacted by integrating the tracking functionality in the application.

35 see https://developers.google.com/analytics/devgquides/collection/analyticsjs/single-page-applications

36 See https://developers.google.com/analytics/devgquides/collection/analyticsjs/events

37 see https://piwik.org/blog/2017/02/how-to-track-single-page-websites-using-piwik-analytics/

38 See https://developer.piwik.org/guides/tracking-javascript-quide#javascript-tracker-features

3 See https://github.com/piwik/piwik/releases/tag/3.0.4
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2: Server sends response (dialog description and data) for ,,Overview Countries”
3: Clients sends tracking information to tracking server = trackPage(walD,"Overview Countries”)

Figure 6: Architecture of the integration of Piwik with Reval

User tracking
Within Europe multiple laws containing strict regulations on personally identifiable information

exist. Thus, it must not be possible to identify the individual user based on the tracked data®.
However, on the other hand all sessions of the same user must be linked together in order to be
able to answer questions like “How much percent of all users log in at least once per week?”. The
userID*! feature provided by Piwik will be leveraged to connect multiple visits of the same user to
each other. The expected userlD can generally be any unique identifier such as a username or
an email address, but that would link the tracked data to an individual. In order to comply with
privacy regulations Reval Inc. introduced the artificial waUserID. It is a pseudonymisation of the
real user ID. The server generates it after a successful login and sends it to the client for tracking

purposes.

40 See https://piwik.pro/blog/pii-personal-data/

41 See https://piwik.org/docs/user-id/
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JavaScript integration

The Piwik JavaScript tracker was specifically integrated with the Reval web application. However,
no tracking is happening on pages without an active session (e.g. the login page, the logout
confirmation page). During the login process it is determined whether or not the tracking is
enabled for the user and only then the web analytics specific information (waURL, waUserID) IS
send to the browser. The Piwik server (defined by the waURL) hosts a JavaScript library (piwik.js)
to integrate tracking on the client-side. The first step after the login is to load this tracking script
from the server asynchronously and then use the exposed API*? to track page views and events.
Listing 1 shows the JS code that sets up the tracking on the client. The URL to the Piwik tracking
server, the userID and the sitelID is configured before loading the script asynchronously. The
siteID is required to distinguish multiple web sites using the same tracking servers, which is not

required for Reval. Listing 2 presents the function that is used to track an event via the API.

var paq = paq || []; // this array is only used for the initial
activation, it gets replaced with an object
(function () {
_paqg.push(['setTrackerUrl', RevalUser.waURL + '/piwik.php']);
_pag.push(['setSiteId', '1']);
_pag.push(['setUserId', RevalUser.waUserID]) ;
var d=document, g=d.createElement('script'),
s=d.getElementsByTagName ('script') [0];
.type = 'text/javascript';
.async = true;

.defer = true;

.src = RevalUser.waURL + '/piwik.]js';

n Q9 QO Q QO

.parentNode.insertBefore (g, s) ;

DN ON

Listing 1: JavaScript code to load the tracking script asynchronously (Piwik.org, 2017a; Reval Inc., 2017a)

function piwik trackEvent (category, action, name, value) {

_pag.push(['trackEvent', category, action, name, value]);

Listing 2: JavaScript code to track an event via the JS API (Piwik.org, 2017a; Reval Inc., 2017a)

42 See http://developer.piwik.org/api-reference/tracking-javascript
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Functional Features

The following functional features of the application are tracked as part of the initial integration:
Dialogs are generically tracked as virtual page views, either when opened (including the response
time of the application server) or when an already open dialog receives the focus. Various types
of events are tracked as well:

e All button clicks (generically)

e Printing of a dialog

e Pressing the help button (on a particular dialog)

¢ Displaying of error, message and warning popups (on a particular dialog)

3.1.6 Rollout

A deployment on the production environment in the Reval data center is out of scope for this work.
Reval Inc. is only releasing two major upgrades per year. The first is happening every April and
the other one every October. As intensive security and performance testing needs to be executed
for this new component, the web analytics enhancement could not be considered for the October
release in 2017. The rollout on the productive environment is scheduled for April 2018. Thus, this
thesis does not focus on gathering client information, as it is not necessary for answering the

research question.

However, the tracking of users has been enabled on an internal test deployment in August 2017
to gain more insight into the reporting capabilities of Piwik. The whole product development
division (Product Management, Software Engineering and Quality Assurance) has actively used
this environment to continuously perform manual testing of new features in the application. The
gathered information was used to evaluate the reports and to identify gaps in Piwik regarding
SPAs.

A crucial step during the internal rollout was to inform the entire product development division
about the integration of web analytics and to demonstrate the reporting capabilities of Piwik in
general. The briefing was held in September 2017 and covered three objectives:

¢ Inform employees about the project, the current status and the roadmap

e Demonstrate the Piwik front-end and show them how to use the tool

e Ask the staff for suggestions on how to improve the integration

All participants have been provided with credentials to the test deployment and were encouraged

to review the system. This was important for allowing to answer the research question, as
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employees need to know the unmodified system to make a proper comparison with the enhanced

version.

The following two screenshots were taken of the Piwik reporting front-end. Both reports are based
on data gathered on the internal test deployment. The “Entry Page Titles” report depicted in Figure
7 presents the top entry pages based on the page title. In the case of Reval these are the first
dialogs opened after a successful login. Figure 8 shows the top error messages in the “Event

Categories” report that occurred on the test deployment.

Q C1DEW - TRM TRUNK ™ 2017 VALID PAGES & {b
i Dashhoard H
Entry page titles
@ Visitors
ENTRY PAGE TITLE ¥ ENTRANCES BOUNCES BOLNE
2 Actions
My Reports 42 4 10%
Pages
Enhanced Activity View 33 5 15%
Entry pages
Loan 32 1 3%
Exit pages
My Folders 27 4 22%
Page litles
Sign Payments 22 1 5%
Site Search
Overview Entities 15 1 7%
Outlinks
FAS 133 Doctor® 15 1 7%
Downloads
Report Start-Up 13 4 3%
Events

Figure 7: The “Entry page titles” report shows the dialogs opened most often directly after the login. (Piwik.org, 2017a)
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Contents
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B Referrers Only one Start per User and Report Start-Up Configuration is allowed! 18
Goals Missing authorization for executing the action 17

Figure 8: The “Event Categories” report showing the most common error messages. (Piwik.org, 2017a)

3.2 Suggested Enhancements

This chapter puts a focus on the special considerations and requirements of a single page
application regarding web analytics frameworks. All gaps presented below were identified based

on literature research and first-hand experience gained during the initial integration of Piwik with
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Reval. Every description of the missing functionality is followed by a recommendation on how to
resolve the gap. Three different categories of suggested enhancements were defined: Integration
gaps are deficits in functionality that impact the integration of an SPA with a WA (or specifically
the Piwik framework) itself. Metrics gaps cover measurements which currently cannot be tracked,
but would be important for a web application. This also includes reporting on these new metrics,
whereas the reporting gaps do not entail new metrics, but point out missing reporting capabilities,
which are required especially for single page applications.

3.2.1 Integration Gaps

The following chapter describes issues that exist when integrating Piwik with a single page

application. The problems are explained, and potential solutions are presented.

3.2.1.1 Generic Tracking

While researching how to integrate a WA framework with an SPA based on Sencha Ext JS, it
became obvious that there is not much documentation available in this area. The community has
been requesting built-in support for WA frameworks in Ext JS now and then*? %4, but so far nothing
has been implemented in this regard. The same conclusion was drawn when specifically
researching how to integrate Piwik with Ext JS by searching in the Piwik forum?. This search
query produced only two results, and both were reports about a specific problem and not focused
on how to do the integration in general. The literature research showed that the situation is similar
for other JS frameworks such as Backbone.js and vue.js; although there are plug-ins available*®
for Angular®’, React*® and Ember.js*® 5°, which provide a generic tracking of page views. However,
this only works when implementing a GUI following an SDI approach, where the hash fragment
in the URL is representing the current state of the web application. Specific events (e.g. a button
click, ticking a checkbox, etc.) within a dialog still require manually adding JS code to the Ul
controls, which takes care of the event tracking. The research showed that no generic approach

for MDI based JS frameworks exists so far.

43 See https://www.sencha.com/forum/showthread.php?113042-Google-Analytics-Use-in-Sencha-Touch

4 See https://www.sencha.com/forum/showthread.php?191308-Integrating-Google-Analytics

45 See https://forum.piwik.org/search?q=extjs

46 See https://piwik.org/integrate

47 See http://angulartics.github.io/

48 See http://www.npmjs.com/package/piwik-react-router

49 See http://ember-insights.github.io/

%0 See https://emberobserver.com/categories/analytics
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The suggested enhancement to resolve this gap is to enhance JS frameworks in a way to
automatically track a set of certain events like the “onClick” event on button controls, or the
“‘onChange” event on a radio button group. This would reduce or even eliminate the need for
developers, who implement an SPA on top of the framework, to integrate the web analytics
framework themselves. So specifically, the Ext JS framework itself (not an SPA based on it)
should be integrated with the Piwik web analytics framework to generically track page views and
events. The technical approach could either be to modify the source code of the Ul controls in the
framework directly, or to develop a separate module in JavaScript that is weaved into the

framework by applying aspect-oriented programming techniques.®! 52

3.2.1.2 Configuration of Generic Tracking

In case an SPA is tracking events that happen in the GUI generically a lot of data is tracked and
may actually not be needed. (The generic tracking could either by done due to the enhancement
to the JS framework described above, or be based on a generic tracking implementation within
the SPA itself.) It might be desired to track only some dialogs on a very detailed level (e.g. a
complex dialog, or the five top used dialogs in the system), while other sections (e.g. reference
data) only require simple page view tracking and no event tracking at all. Less tracked data would
be beneficial by reducing the hardware costs for the tracking servers and by increasing the

performance of the database servers when running queries and reports.

The goal of this enhancement would be that no change on the software is required anymore to
add or remove tracking capabilities. Instead a rule-set can be configured to define which actions
should be tracked and which should be discarded. This would be similar to the list of inclusion
and exclusion rules in the configuration of a firewall or file backup software as shown in Figure 9.
The configuration itself should be maintained in the WA framework in such a generic way for this
to be applicable for any Piwik deployment and not just for the integration with Reval. When
configuring the rules, the system should make suggestions based on the already tracked data
(e.g. show a list of all existing event categories when using it in a rule). This is already the case
for the configuration of segments. The rules should always be checked within the WA framework
itself before handling a tracking request. Additionally, it would be beneficial to make this decision
as early as possible. If feasible from a performance perspective, the client-side code of Piwik

should be enhanced as well to pay respect to the rules. The idea is to load the rules from the WA

51 See https://github.com/antivanov/jsAspect

52 See https://github.com/mgechev/aspect.js
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server when creating the tracker and to make the decision already within the browser and never
contact the WA server for disabled actions.

@ublenovo ~ % sudo iptables --list
Chain INPUT (policy ACCEPT)
target prot opt source destination
ACCEPT all -- anywhere anywhere ctstate RELATED,ESTABLISHED
ACCEPT all anywhere anywhere state RELATED,ESTABLISHED
ACCEPT tcp anywhere anywhere tcp dpt:ssh
DROP tcp anywhere anywhere tcp dpt:ftp
DROP tcp anywhere anywhere tcp dpt:smtp
DROP tecp 10.0.0.0 192.168.1.1

Chain FORWARD (policy ACCEPT)
target prot opt source destination

Chain OUTPUT (policy ACCEPT)

target prot opt source destination

DROP tcp -- anywhere 192.168.1.0
@ublenovo ~ %

Figure 9: Example for a rule-set in the iptables firewall software (Pennington et al., 2014; Russel, 2014)

This enhancement would allow a quicker reaction to new analytics requirements, in comparison
to making changes in the source code of the SPA for every new tracking necessity. This is
especially relevant for software solutions with longer release cycles like six months or a year (e.g.

critical systems, which are undergoing extensive security testing before an update).

3.2.1.3 Configuration of Custom Dimension Values

Custom dimensions®? (CD) is a generic feature, which allows to meet the individual tracking needs
of any web site or web application. It is possible to record additional attributes in the form of key-
value pairs in the scope of a visit or an action (a page view or an event). Piwik supports five
dimensions in every scope by default, and it is possible to enhance this number by applying
changes to the underlying database schema®. The WA framework adds a new report for every
defined dimension in the navigation menu and also supports segmentation based on the custom
dimension. An example would be to track the calendar year of the creation date for every entry in
a blog as a new dimension. A report based on such a dimension can be seen in Figure 10.
Examples in regard to an SPA in the scope of a visit would be the used software version or the
configured language. An additional meaningful attribute for a page view would be the module or

section the page belongs to.

53 See https://piwik.org/docs/custom-dimensions/
54 See https://piwik.org/fag/how-to/fag 21121/
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Blog post year

BLOG POST YEAR ¥ ACTIONS UNIQUE ACTIONS BOUNCE RATE AVG. TIME ON DIMENSION
= 2015 529 478 41% 00:01:13
ACTION URL ¥ ACTIONS P e BOUnCE
piwik.org/blog/2015/11/piwik-analytics-database-migrating-from-mysql-to-mariadb/ 72 68 35%,
piwik.org/blog/2015/05/stopping-referrer-spam/ 66 62 61%

1-10 of 20 NEXT »

© 2014 379 334 38% 00:01:35

#2013 145 134 43% 00:00:50

#2012 770 673 43% 00:01:35
1-10 of 14 NEXT =

& i

Figure 10: Report for the custom dimension "Blog post year" (Piwik.org, 2017a)

However, segmentation based on application specific criteria is not good enough for SaaS
providers. They also need to segment their clients and users. Clients could be for example
segmented by the sales region or their importance (a key account client with licenses for 100
users vs. a small of-the-shelf client) to the business. Whereas the users could be for instance
segmented by their role (administrator, back office®, front office, etc.) or their experience level
(novice, advanced, expert). Though, the determination of the values for these types of custom
dimensions can be challenging. They may either be evaluated based on an algorithm or must be

configured explicitly for every client and user.

Therefore, it is suggested to enhance the underlying SPA to load a list of available custom
dimensions from the Piwik server and allow the definition of the value for a specific client or users
in the application. This configuration dialog must only be available to the service provider. It should
be possible to either specify the value explicitly for every record, or to work with a rule-set (like

regular expressions or SQL statements) in order to be as flexible as possible. Such an

% See https://www.allaboutcareers.com/careers-advice/looking-for-a-job/front-office-back-office-what-is-the-difference
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enhancement would make it possible to control the application-specific segmentation directly from

within the application itself, where all the required information is already available.

However, it must not be possible to assign a specific value only to a handful of users or even to
a single user. This approach would be in violation with the protection of digital data privacy. A
segmentation must never allow to draw conclusions on the behavior of a single user. Thus, the
implementation of this enhancement needs to ensure that only custom dimensions for user

segmentation are enabled if every resulting segment is big enough.

A nice-to-have would be to allow the complete configuration of custom dimensions from within
the SPA. In that case Piwik would need to expose web service methods to create, modify and
delete custom dimensions. Furthermore, it would be helpful if an enumeration of valid values for

a specific dimension and a default value could be configured in Piwik.

3.2.1.4 Session Handling

After the initial integration of Piwik into Reval it turned out that visits are currently not always
identified correctly. In general, Piwik has multiple mechanisms to determine whether a tracked
request is coming from a known visitor or a new one:>®
e AuserID (e.g. a user name or an email address) can be set via an API to identify visitors.
However, this requires that visitors authenticate themselves before the tracking begins.
e Otherwise first or third-party cookies are used to identify a known visitor.
e As a fallback, a so called “fingerprint” is calculated based on the system configuration
(operation system, browser, installed plug-ins, etc.) and the IP address. Piwik uses this
config ID to match an incoming request to a known visitor if no userlD is set and no cookies

are available.

Once a request has been matched with a known visitor the next step is to determine whether the
request belongs to an existing visit, or whether to create a new visit in the database. This is
currently done based on a timeout window. If no action was sent within a defined period, a new

visit gets created. The default setting for the timeout is 30 minutes.®’

% See https://piwik.org/fag/general/faq 21418/

57 See https://piwik.org/fag/general/faq 36/
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The underlying application also typically creates a session for every active user. Due to the way
Piwik determines a visit, the sessions in the application do not match up with the tracked visits.
Especially if both systems use a different setting for the session timeout. Over the past years
multiple requests were made by the community to solve this issue.8 5° 60 €1 62 63 Qne issue at hand
is, that if a user manually logs out and logs in within 30 minutes it is tracked as one visit, although
the underlying SPA creates two sessions. Another problem with the current approach appears
whenever a user accesses the same application via different devices (e.g. from a smartphone
and a PC simultaneously). In such a case, actions from both devices get merged into one visit in
the WA platform. The resulting reports are not correct anymore, as for instance the sequence of

page views gets mixed up.

Therefore, it is suggested to modify the tracking API. It should accept an external visit ID as part
of the tracking request. If the external visit ID is set, the decision whether a new visit is happening
should be purely based on this ID and all other mechanisms should be disabled. Such an

enhancement would improve the integration of Piwik with web applications.

3.2.2 Metrics Gaps

The following section presents four gaps in terms of metrics in the Piwik WA framework. A
suggestion of how to resolve the gaps is provided as well. One focus in this chapter is on missing
application-specific measurements. This is especially important as the metrics might align with
the strategic goals of the application, in which case they would be deemed KPIs. Furthermore,
suggestions on how to improve the configuration of goals to better meet the needs of SPAs are

examined as well.

3.2.2.1 Custom Metrics

Piwik already supports tracking the generation time of pages with each page view. Based on that
the average generation time is shown in page related reports. However, it would also be
interesting to track the size of the payload for page views. The payload is another indicator for

performance issues. It can help to put the generation time in the right perspective. For instance,

%8 See https:/fforum.piwik.org/t/vorhandene-session-id-zusammenhaengender-requests/21613

%9 See https://forum.piwik.org/t/usernamen-und-sessions/8819/3

80See https://forum.piwik.org/t/send-session-information-along-with-user-id-to-get-session-analytics/24896

61 See https://www.quora.com/unanswered/How-do-I-get-the-browser-session-ID-SID-to-the-PIWIK-database

62 See https://github.com/piwik/piwik/issues/10112

83 See https://github.com/piwik/piwik-sdk-ios/issues/148
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a generation time of three seconds for a huge payload is to be expected, whereas the same
period for a small payload might indicate a problem worth investigating. Furthermore, it should be
possible to track the generation time and the payload size for events as well. For example, when
clicking the reload button for a grid it should be tracked how long the request to the server took
and how much data was transported in order to refresh the grid.

In general, the tracking of additional attributes is already doable with the help of custom
dimensions (see Section 3.2.1.3). However, custom dimensions are expecting string values and
apply segmentation directly based on the received values (e.g. software version, user role).
Adding new metrics is already possible via creating new plug-ins (e.g. the social media plug-in),
but a generic solution would be required.®* % Piwik needs to be enhanced to support custom

metrics to better satisfy the needs of SPAs. Goggle Analytics does already support it.5¢ &7

The following approach should be taken into consideration to resolve this gap. A new plug-in for
“custom metrics” (similar to the “custom dimensions” plug-in) should be introduced to support the
tracking of application-specific metric values. The raw values should be stored with every event,
but for reporting purposes it would be necessary to create groups. This means to convert the
original metric scale to an ordinal scale by applying data binning®. The dialog for the configuration
of the custom metrics needs to allow the definition of buckets. Furthermore, it should be possible
to modify them at any time. New reports and segments should be added automatically for every

new custom metric (as is the case for custom dimensions).

3.2.2.2 Error Tracking

Informing a user about problems via an error message is a common approach in applications.
This is clearly something that needs to be tracked in an SPA. It is already possible to track error
popups either as page views for the “error” dialog or as events for the “error” category. The latter
approach even allows to link the tracked error directly to a specific dialog. However, it would be
helpful for data analysts to track more attributes with every error and to run more advanced reports
on it. Adding more attributes to an error message like the type (exception, critical, validation,
warning, message) or the internal error ID would already be doable via custom dimensions.

Although, it would not be very efficient to use two slots in the action scope only for error events.

64 See https://forum.piwik.org/t/custom-track-metrics-and-reports-is-possible/4250

8 See hitps://forum.piwik.org/t/custom-metrics/16626

% See https://developers.google.com/analytics/devguides/collection/analyticsjs/custom-dims-mets

67 See https://support.google.com/analytics/answer/2709828

% See https://www.ibm.com/support/knowledgecenter/en/SSLVMB_24.0.0/spss/base/idh_webhelp_scatter_options_palette.html
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They would be empty for any other event and all page views. Furthermore, it would make sense
to have special reports and metrics based on the tracked errors. One measurement for instance
that would make sense is the ratio between the number of tracked errors and the number of page
views per error type. Such a report would put high numbers of errors in the right perspective.
Maybe the errors were all caused by a heavy user who was logged in for several hours and most
of the errors were just validation errors, which are to be expected. It would also be helpful to track
whether an error message was followed by the abandonment of the current task (e.g. entering a
new trade), or whether the user was able to resolve the problem and complete the intended task.

3.2.2.3 Dialog Tracking

In an SPA that offers a GUI with a multiple document interface — where multiple dialogs contained
in a window or tab can be open at the same time — there is no strict sequence of pages (or dialogs)
like on a web site. The approach taken in the initial integration of Piwik with Reval was to track
the opening of a new dialog as a new page view. However, the original dialog could still be open
and in case of using window containers, both dialogs could even be visible at the same time.
Thus, the already available metric “AVG. TIME ON PAGE” (see Figure 11) in all page related
reports can just give a rough estimate on how long the user was probably focused on the specific

dialog. It would also be good to know how long the dialog was actually open.

# Dashboard Page -tl-tles

a®  Visitors

& Actions PAGE NAME PAGEVIEWS e BoUNCE T;di\{i el GENEHA:(?}\%GH;
Pages Change by Hedge Designation Report 2 2 0% 00:11:07 0% 3.87s
Entry pages Detail CSV DTM Import Configuration 2 2 0% 00:10:31 0% 1.58s
Exit pages Manage Password 3 3 0% 00:10:01 0% 0.74s
Page titles Payment File - Payments 2 2 0% 00:07:39 0% 1.82s
Site Search IAS 39 Doctor 2 2 50% 00:06:37 50% 3.38s
Qutlinks CICA 3865 Doctor™ 2 2 0% 00:06:11 0% 1.63s
Downloads Counterparty Report Parameters 3 2 0% 00:05:52 0% 1.02s
Events Overview Documents 3 3 0% 00:04:58 0% 419s
Module FAS 133 Doctor 8 B 0% 00:04:39 50% 0.69s

Goals Utilization 6 3 0% 00:04:39 33% 231s

1-100f 500 Mext

Figure 11: Metric “Avg. time on page” in the “Page Titles” report (Piwik.org, 2017a)
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A new mechanism would be needed in Piwik where tracking a new “page view” does not
automatically end the succeeding page view. Instead special “openDialog” and “closeDialog”
tracking actions should be added to the API to better support SPAs. Furthermore, a unique dialog-
instance 1D would be needed to differentiate multiple simultaneous instances of the same dialog
from each other. This is necessary for example when opening multiple currency records in the
Reval application as can be seen in Figure 12. New metrics and reports based on dialogs should
be added as well. Such a report could show the three following measurements: The total time the
dialog was open, the number of dialog views and the number of unique dialog views (in reference

to page views and unique page views) should be calculated.
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Currency: GBF United Kingdom Pound W active
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A D I header here t
rag a column header here to qr:l Details Currency
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usp US Dallar
EUR EURO Currency: EUR ELRO ! active
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I Details Currency |
ABC CR407:
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8D Biarbad P s
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BIF Burundi X Delete ) copy  [Z] Ssave X Cancel
BMD Bermudiamoomar Ve e TI7EIIE UZTI7T FETATADMIT T
BHND Brunei Dollar Active  Change 12/21/2012 22:03:58 REVALADMIN 2000
BOB Baolivian Boliviana Active  Change 9/21/2014 10:585:20 R&_RD 2000
BRL Brazilian Real Active  Change 12/21/2012 22:04:13 REWALADMIMN 2000
BRO Brazilian Real Active  Mew 2/15/2014 09:19:54 RA_RD 2000
BSD Baharian Dollar Ative  Change 6/19/2016 17:36:35 RA_RD 2000
BTN Bhutan Mgultrumn Inactive Change 7/20/2013 02:40:35 REVALADMIN 2000

Channe 11AANIE 11 NFE1T R4 FN znnn

RAP Rntswana Pula Arfive o

Figure 12: Opening multiple currency records at the same time in Reval (Reval Inc., 2017a)
3.2.2.4 Advanced Goal Configuration

Piwik currently supports five different ways to track the completion of a goal as can be seen in
Figure 13:
e Access of a page or a group of pages via a given URL
e Access of a page via a given page title
e Triggering of an event
60
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e Download of a file

e Click on an outgoing link

£ Personal Update Goal

Settings

Ernail Reports
Community
5 System

General settings
Users How rnany visitors are using the Reval Community
Plugin:

Privacy

Gealocation Goal is triggered

Mobile Messaging

when visitars A
€ Websites

Manage .
Settings
Tracking Cade
Goals
&1 Platform %
harketplace where the
Widgets

APl Event Action A is exactly M Community

@

Diagnostic

Systemn Check .
eg, contains ‘video'

eg. is exactly 'dick’

Custorn Variabl A
ustam Yariables eg, matches the expression '(*)_banner™”

Config file

Dewice detection

Figure 13: Configuring a goal in Piwik (Piwik.org, 2017a)

However, a lot of the actions tracked in an SPA are events (interactions with buttons, checkboxes,
dropdowns, grids, etc.) and not page views. It is crucial to allow the combination of multiple rules
that need to be matched to trigger a goal. For instance, the usage of the fictive release highlight
“garbage collector” should be tracked. It is supposed to be enabled via a checkbox in the “User
Configuration” dialog. In this case, the goal should only be triggered if the following four conditions
are met:

e Event Category equals “U_CHECKBOX”

e Event Name equals “User Configuration”

e Event Action equals “Garbage Collector”

¢ Event Value equals “Ticked”
The goal configuration capabilities of Piwik need to be enhanced to be more flexible and meet the

needs of tracking an SPA. Multiple rules should be combinable similar to the definition of a

segment.
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3.2.3 Reporting Gaps

This section covers gaps in the reporting capabilities of the Piwik WA framework in regard to
single page applications. Three missing reports with special considerations for SPAs were
identified. Furthermore, two gaps in existing reports were found. In addition to describing each
lack of functionality a suggestion for a solution is presented as well.

3.2.3.1 Named Date Ranges

Piwik also provides, besides the table-based default report view, other presentations of data such
as different chart types and the insights report. This report allows for the comparison of data
across two periods of time. It helps to find changes in the user behavior or in the traffic in general.
Figure 14 shows the six pages that experienced an enormous gain or loss — called the “movers”
— in number of unique page views between August and September 2017. Although it is already
possible to define a custom date range® in the period selection control in the top, it is not possible
to save the data range under a name, or compare two freely configured date ranges with each
other. However, this feature is required for using the insights view with data coming from an SPA.
Custom defined data ranges are for instance needed for the period during which a specific
software version was deployed. Such ranges would be created for the life span of every release,
so that the tracked data of two releases can easily be compared to each other.

Q C1DEV - TRM TRUNK  ~ ALL VISITS &
4 Sepv 2017 v b Period
# Dashboard Page tltles
& Visitors
PAGE TITLES UNIQUE PAGEVIEWS EVOLUTION
&  Actions
Product Type +51 +5100%
Pages
FAS 133 Doctor® +40 +4000%
Entry pages
Qverview Cash Transactions +34 +3400%
Exit pages
Intercompany Account Processing +26 +2600%
Page titles
Details Product SubType +26 +2600%
Site Search
Overview Report Groups -8 -80%
QOutlinks
Growth compared to the
Downloads
ji v
Events previous month

Figure 14: Insights view on "Page Titles" report (Piwik.org, 2017a)

8 See https://developer.piwik.org/api-reference/Piwik/Period/Range
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3.2.3.2 Click Path Report

A click path report visualizes the route taken through a web site. It is sometimes also called user
flow report or user journey map.” The benefits of such a report are that it is a straightforward way
to see which common paths exist on a web site and how many visitors are taking each route. It is
much easier to comprehend compared to a purely table-based report. Piwik already offers such
a feature in the form of a premium plug-in. However, besides the fact that it is not freely available,
like the rest of the application, it also has some gaps. The underlying data is prepared in a way
that an index is stored with every page view throughout the visit, which is called the interaction
number. The click path always starts with entry pages (the first interactions) and shows how the
users progress through the web sites starting from there. It is not possible to define a specific

page of interest and show the flow to and from this page.

Interaction 1 Interaction 2 Interaction 3 3
16302 visits, 6241 proceeded, 10061 exits 6241 visits, 3722 proceeded, 2519 exits 3722 visits, 2454 proceeded, 1268 exits

ffag/troubleshooting/faq_183
637 I

/docs/installation

467 }
487

/download

338

ffag/general

335

Others (>120 pages)
7,560 I

ffeatures

(

201
Others (>133 pages)

l 3,500

Others (>137 pages)

piwik.org /download piwik.org
6,965 1,104 ,-438 }
/docs/installation
Search [ 323 }
787 /download
[ }
257
| Iwhat-is-piwik foalives
_‘vcn L Iy
176
/docs/installation Iwhat-is-piwik
! C }
243 174

2,354

Figure 15: Click path report in Piwik (Piwik.org, 2017b)

Piwik offers another related report as a free plug-in. The transition report visualizes all page views
that happened before and after the defined page (see Figure 16). This is basically a user journey

map with the limitation to see only one level in each direction. The desired report should work

0 See https://support.google.com/analytics/answer/2519986?hl=en
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similar, but support the configuration of how many steps it should visualize in each direction. A

Sankey diagram, as can be seen in Figure 17, could be used to visualize the information

appropriately. The possibility to follow the main routes through the software is critical for an SPA

in order to identify problems with the user flow.
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Overview Running Services Crverview Completed Services
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302 pageviews
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16%
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Services 1% 0 fram campaigns
1 direct entries
Information -
R Qutgoing traffic
245 to internal pages
Others 0 internal searches
6% 0 downloads
0 cutlinks
17 exits

Direct Entries

40 page reloads

26%

13%

12%

11%

9.8%

28%

To Internal Pages

Owerview: Running Services

Showe Log Files

Details Setvice Configuration
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Figure 16: The transition report for the dialog "Completed Services" (Piwik.org, 2017a)

Nuclear

. UK land based bioenergy
I Agricultural ‘waste'

. Other waste
— Marine algae
== Biomass imports
[ Coal reserves
= Coal imports
Il Gas reserves
== Gas imports

l Wind

= Wave
= Geothermal

D Bio-conversion
Solid

. Gas

3 Coal

[ Ngas

=3 Solar PV
== Solar Thermal

— Hydro
= Tidal

3 Solar

l Pumped heat

D Oil imports Qil

[ oil reserves
== Biofuel imports

Liquid

Figure 17: An example for a Sankey diagram (Bostock,

Thermal generation

~ Electricity grid
-

=

District heating [

2017)

T

H2 conversion ==

Losses

Over generation / exports [l
Lighting & appliances - commercial (]
Lighting & appliances - homes []

Industry I

- Heating and cooling - homes D

H2 ==

S
§ Agricufture———
Heating and cooling - commercial D
Rail transport ==

Road transport .
International aviation .
International shipping .

National navigation ===
Domestic aviation ===

64



Implementation

3.2.3.3 Funnel Report

The funnel report is another report that is only available as part of a premium plug-in.”* It allows
to define multiple steps that can happen before triggering a goal and thus, gives more insight in
where visitors are abandoning the predefined path to a conversion. Funnels should be created
based on the understandings gained from the click path report: The two or three most common
pages in the path to a goal should be configured as the individual steps of the funnel (Kaminski,
2017). The defined funnel can be used as a base line for future improvements to the web site or
the application. For instance, in case the web designer tries to raise the completion rate by
redesigning the user interface, the funnel report can be used to verify whether an actual

improvement happened and in which step it occurred.

STEP  NAME PATTERN TYPE PATTERN REQUIRED ~HELP  REMOVE
1 Product view Path starts with - /products/ (V] 6] [}

2 Cart Path contains - /cart 6] []

3 Checkout Path equals - /checkout (6] [

4 Order URL contains v checkout/confirmation 6] [}

Add Step

Figure 18: Configuration of a funnel in Piwik (Piwik.org, 2017a)

The funnel plug-in provided by the Piwik team does support optional steps, but is missing the
functionality to define alternative steps. This would be helpful for an SPA for which multiple ways
often exist to reach the same goal. It would be beneficial to learn how many users are taking each

of the possible routes, or whether the abandonment rate varies for the different paths.

One example for a funnel in a single page application is to track the creation of a new record (e.g.
atrade). The first step in the funnel is to open the dialog for entering a new record. The goal — the
final step — is that the user saves the record successfully. However, there is no specific order in
which a user navigates through the dialog or in which she/he is accessing the Ul controls. Thus,
a beneficial enhancement for SPAs would be to just be able to define a set of steps without the

need to settle on a specific order. A new report similar to the user journey should be available to

! See https://piwik.org/docs/funnels/
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visualize the various possible routes to the goal and how many users were taking each path within
the dialog. Although this suggested report has parallels with the click path report described in the
previous chapter, it differs in terms of the underlying data. This report would be based on events
instead of page views and only focus on a single dialog. Furthermore, it would not show all events
that can be triggered within a dialog, which can be quite many, but only those that were defined
in the funnel. Thus, it is to be categorized as a special version of a funnel report.

3.2.3.4 Overlay Report for Dialogs

Piwik provides a feature that opens the underlying web page in a new browser window and shows
the tracked metrics directly on top of the page. This functionality is called “Overlay” (or “Visitors
Click Map” or “Click Density Map” in other WA frameworks) and it is accessible from the “Pages”

report.”? Figure 19 shows the original landing page of www.virtual-drums.com, which is one of the

web sites tracked by the Piwik team for demonstration purposes’®. The overlay feature on top of
it can be seen in Figure 20. Every tracked link, which leads to a new page view, is marked with a
balloon that shows the percentage of clicks that led to the respective successor page view. Three
links are marked with 50% as all of them lead to the landing page itself. The additional frame on

the left side allows to change the selected period and gives an overview of the main metrics.

This overlay functionality can currently only be used for pages that are accessible via a URL.
Dialogs in a multi-window SPA are not supported. A single page application would need to be
enhanced so that the layout of any dialog can be shown via a unique URL. This URL would need
to work without a valid session and must not show any user data. However, if there are optional
Ul controls defined in the layout of the dialog (e.g. a dropdown that only shows up if the user has
a special license granted), such fields would need to be displayed in this view. It is required that
the dialog would be rendered with all available Ul controls in this special mode. Furthermore, the
overlay plug-in would need to be enhanced to work with buttons instead of hyperlinks.

Another improvement required for the needs of an SPA is the possibility to visualize tracked
events in the overlay view. Most tracking within a dialog is done by tracking events (e.g. how
many visitors used a specific dropdown or radio button control). The SPA and the WA framework
would need to be enhanced to send an internal ID with every event (potentially as custom

dimension) that uniquely identifies an Ul control. This ID must stay the same across different

2 See https://piwik.org/docs/page-overlay/

3 See https://demo.piwik.org
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software versions. The overlay view should support switching between visualizing page views

and events.

@  www.virtual-drums.com

Virtual Drums

You can play drums... without a real drumkit!

Virtual drums The virtual drumset!

Videos

Phot The new way of playing drums
otos

! Click on the video to discover the system
Your questions

Order!

Virtual Drums, play the virtual drum Kit!

technology
Press

Contact

Figure 19: The unmodified landing page of virtualdrums.com

€ | ® A https;//demo.piwik.org/index.php?module=Overlay&period=year&date=today&idS 3#?=http AS2F$2Fwww.virtual-drums.com$2F
m |Virtua[ Drums
taronin® 50% 1947 ciicks from one of 3 finks Jhout a real drumkit!
& . 50% .
S Virtual drums The virtual drumset!
: Videos
Location: /index 12%

The new way of playing drums
Segment: All visits phOtOS

Your questionsﬂ = Click on the video to discover the system

Mainmetics Order! y Virtual Drums, play the virtual drumkit!

9751 Pageviews technologym 4 p
7149 Visits 2.2 ‘/
69% Bounce Rate press 4.5%
82% Exit rate Contact :

32s Avg. time on page 1 ﬂ
50% >

wy =

Open Row Evolution
Open Transitions

(£5) Open segmented Visitor Log

Figure 20: The landing page of virtualdrums.com with analytics information on top of it (Piwik.org, 2017a)
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3.2.35

Enhance Page Titles Report

Although the “Pages” report and the “Page Titles” report are based on the same data, they do not

offer the same functionality as can be seen in Figure 21 and Figure 22 below. When reporting on

page titles, it is not possible to navigate directly to the underlying page on the tracked web site.

Furthermore, one cannot access the overlay feature, where Piwik opens the underlying page in a

new browser window and presents the analytics data in a layer on top of the original web page.

The third limitation in functionality is a missing button to open the visitor log segmented by the

chosen page. This popup window shows only visitors which have accessed the selected page.

A multi-window SPA does not use URLSs. Instead it uses unique IDs for tracking the dialogs as

pages. As these IDs are not meaningful to business analysts and stakeholders, the “Page Titles”

report is much more convenient for them. Thus, it needs to offer the same functionality as the

“Pages” report.
# Dashboard Pages
& Visitors
AVG
8 Actions PAGE URL vReRENS VB CRae  CoNmoe  mam  ceNeRaTol
Pages itsweb64 a7 28 27% 00:00:47 39% 6.58s
Entry pages core a7 28 27% 00:00:47 39% 6.58s
Exit pages DigLi: stomR 6 1 0% 00:00:07 100% 7.83s
Figure 21: Available actions on a row in the pages report (Piwik.org, 2017a)
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Figure 22: Available actions on a row in the page titles report (Piwik.org, 2017a)
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3.24 Summary

A list of all identified gaps can be seen in Table 3. The summary shows the category, the title, a

brief description of the suggested enhancement and in which scope the enhancement would need

to be made.

Integration

Integration

Integration

Integration

Metrics

Metrics

Metrics

Metrics

Reporting

Reporting

Reporting

Reporting

Reporting

Generic Tracking

Configuration of
Generic Tracking

Configuration of
Custom
Dimension
Values

Session Handling

Custom Metrics
Error Tracking

Dialog Tracking
Advanced Goal

Configuration

Named Date
Ranges

Click Path Report

Funnel Report

Overlay Report
for Dialogs

Enhance Page
Titles Report

Enhance the Ext JS framework to support page
view and event tracking generically.

Support enabling and disabling of the tracking for
certain pages or events via a configuration dialog.

Allow determination of user- and client-specific
attributes via a configuration dialog.

External sessions should match up with visits.

Support the definition of application-specific
measurements.

Tracking of errors with additional attributes and
providing new reports based on it.

Tracking of dialog views (in reference to page
views) and providing new reports based on it.

Allow the combination of multiple rules to trigger
a goal.

Support of saving and selecting of custom data
ranges under a given name.

Provide a report that shows all page views before
and after a defined page.

Allow the configuration of funnels with alternative
steps or an undefined sequence of steps.

Enhance the SPA to show a read-only view of any
dialog. Modify the overlay report to visualize
events.

The “Page Titles” report should offer the same
functionality as the “Pages” report.

Table 3: Summary of gaps in WA frameworks in regard to SPAs

Ext JS

WA

SPA

SPA, WA

WA

WA

WA

WA

WA

WA

WA

WA, SPA

WA
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3.3 Implemented Enhancement

At first this chapter covers which of the 13 suggested enhancements was chosen to be
implemented as part of this thesis. Subsequently the various phases in the implementation
process are described: After analyzing the status quo, design decisions were made, and the
artifact was implemented based on them. The last two phases deal with the integration of the
artifact with the SPA and the internal rollout to the product development division at Reval Inc. with

the goal to allow answering the research question.

3.3.1 Selection

In order to determine which of the suggested enhancements should be implemented as part of
this thesis, employees at Reval Inc. were asked to score the proposed enhancements. Therefore,
13 members of the product development division were invited to a meeting. They received a
document describing all enhancements (Chapter 2.4 of this work) upfront. Those 13 employees
were selected as they are members of two special working groups at Reval Inc.: One group has
a special focus on the architecture of the application and the other group deals with user
experience and usability topics. Both groups have an explicit interest in integrating web analytics
with Reval and are professionals in the field of developing web applications. Nine out of the 13
invitees joined the meeting, where all gaps and the suggested enhancements were briefly

presented and any open guestions were answered.

At the end of the meeting, every participant received a questionnaire (in form of a printout) and
was asked to score each enhancement based on the impact the modification would have on the
usefulness of the web analytics solution. The score voting’® method was used to evaluate the
suggestions: The participants were asked to score each item independently with a value out of -
2,-1, 0,1 and 2. The attendees were instructed to give zero points for any items, for which they
had neither a positive nor a negative preference. Based on the nine responses the possible range
of the score for each item lies between -18 and 18 points. The result of the voting can be seen in
the bar chart in Figure 23. The enhancement with supposedly the most positive impact on the
usefulness of the web analytics solution is “Custom Metrics”, closely followed by “Generic
Tracking”. Two other suggestions (“Error Tracking” and “Dialog Tracking”) received very high
scores as well. It was unexpected that three proposed enhancements received a negative score
in total, which would indicate that they have an overall undesirable impact on the usefulness of

the WA system. Although, it could very well be that the participants did not want to imply that a

74 See https://electology.org/score-voting
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suggestion will reduce the usefulness, but just made use of the full scale to express their
prioritization. The scanned voting forms and a summary of the votes can be found in Appendix A.

Voting on suggested enhancements
-4 -2 2 4 6

o
(0]
=
o

12 14

Generic Tracking

Configuration of Generic Tracking
Configuration of Custom Dimension Values
Session Handling

Custom Metrics

Error Tracking

Dialog Tracking

Advanced Goal Configuration
Named Date Ranges

Click Path Report

Funnel Report

Overlay Report for Dialogs

Enhance Page Titles Report

Figure 23: Bar chart showing the results of the voting on which enhancement should be implemented

Based on the results presented above the suggested enhanced “Custom Metrics” (see Section

3.2.2.1) was implemented as the second artifact of this work.

3.3.2 Analysis

The first step after the selection process was to analyze the already existing Custom Dimensions
(CD) plug-in”. The Custom Metrics (CM) plug-in was supposed to be very similar to this existing
extension and thus, it was a good starting point to get to know the Piwik code base and to learn
about the possibilities and features of a plug-in. By analyzing and debugging the source code the

following individual functions of the CD plug-in were identified:

= Database Changes: When installing the plug-in, it creates a new table in the DB schema
and adds columns in the logging tables. These logging tables are used to store the raw
information gathered by the tracker. There exist three such tables in the Piwik schema:
One table each for the visit, the action and the conversion scope.

s See http://plugins.piwik.org/CustomDimensions
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= Reference Data (Administration): The CDs can be configured in the admin section of
the Piwik front-end and are stored in a separate table. The dimensions can be setup
independently for the visit and the action (e.g. pageview, event, download, search, etc.)
scope. The visit scope configuration also applies for conversions.

= Console Command: The Piwik command line tool can be used to add or remove slots for
custom dimensions by altering the logging tables.

= API: One central API allows access to the custom dimension configuration. The same
methods in the API are used by the front-end and can be accessed also by any third-party
(e.g. via HTTP).

= Tracking: The JavaScript tracker exposes functions to set, get and clear custom
dimensions on the client, which are transferred to the server with every tracking request.
The PHP back-end receives and handles the tracking requests. The back-end part of the
plug-in is responsible for storing the received dimension values in the correct columns of
the logging tables.

= Aggregating: The raw tracking data in the logging tables is aggregated by a so-called
archiver process, which loads the data via custom select statements from the logging
tables, aggregates the values and stores them in a format optimized for reporting. This
format is called a record and can be used by one or many reports.

= Reporting: The plug-in adds a report and a menu entry for each configured custom
dimension. A report consists of a reference to the underlying record and defines the Ul
build on top of it (e.g. which columns should be shown).

A plug-in is multifaceted as it consists of all the components listed above. Furthermore, it
leverages various programming languages and frameworks, e.g. PHP, JavaScript, AngularJS,
LESS® (for Ul styles), Markdown”” (for documentation), Twig”® (for Ul templates), Symfony’ (for
console commands). Therefore, creating a complete plug-in from scratch is very complex. It was
decided to extend the existing CD plug-in instead. Another reason for enhancing the CD plug-in
as an alternative to creating a new one was that there are many synergies between custom
metrics and custom dimensions. It is easier to keep the artifact created as part of this thesis
compatible with upcoming releases of Piwik if it becomes part of an already existing and

continuously maintained plug-in, like the CD plug-in.

6 See http://lesscss.org/
7 See http://spec.commonmark.org/

8 See https://twig.symfony.com/

% See https://symfony.com/components/Console
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One part of the initial analysis was to get to know the Piwik code base and to decide on the
general implementation approach. The second part was to investigate other WA solutions and to
learn whether and how they support custom metrics. Three analytics solutions with such a feature
could be identified: Kony MobileFabric® ,Google Analytics®! 8 &, and Snowplow?.

Kony MobileFabric®® is a back-end service for smartphone apps, which provides a centralized
service for identity management, data access and tracking of user interactions. Custom metrics
must be configured in this software upfront. Such a configuration consists of the name, a unique
index (needed for the API), the data type (string, Boolean, long, double, date or timestamp) and
a default aggregation method (sum, average, highest, lowest, count and distinct count) for
numeric data types (Kony, Inc., 2017). The data type defines in which format the values are
expected via the API, how they are stored in the database and in which format they are displayed
in the Ul. This analytics software is focused on tracking mobile applications and not web sites and
thus provides a big set of data types. This fact highlights the need for custom metrics in Piwik,
when using it for web applications. MobileFabric allows to save metrics in three different scopes:
session (i.e. visit), request (to the back-end), event (i.e. action; they get cached on the client if

there is no connection to the back-end).

Google Analytics, which in contrast to MobileFabric focuses on tracking web sites, provides only
three data types (integer, time and currency) in the CM settings. It is not possible to define an
aggregation mode, but one can define a name and a unique index. GA allows the tracking of
metrics in four different scopes: hit (i.e. action), product (used for tracking everything related to
one product on an e-commerce platform), session (i.e. visit), and user (metrics that span over

multiple sessions). (Google Inc., 2017)

Snowplow handles custom metrics differently compared to the other two systems. Application-
specific information can be attached to tracking requests as a so-called custom context, which is
a JSON object. The structure of the object is described in a JISON schema definition. This schema
needs to be defined and uploaded upfront to the tracking server, in contrast to configuring the

custom metric via an admin interface in MobileFabric and GA (Tomilenko, 2017). Although this

80 See hitp://docs.kony.com/7_x_PDFs/mobilefabric/custom metrics_reports.pdf

81 See https://developers.google.com/analytics/devguides/collection/analyticsjs/custom-dims-mets

82 See https://developers.google.com/analytics/devguides/collection/analyticsjs/field-reference#customs

83 See https://support.google.com/analytics/answer/2709829

84 See https://github.com/snowplow/snowplow/wiki/Custom-contexts

85 See http://docs.kony.com/tutorials/MobileFabric/
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approach seems very flexible, it makes the integration of the custom data into reports harder, as
the application does not know whether a field in a custom context is a metric or a dimension. No
further information could be found on how to integrate this data into reports. The assumption is
that specific code needs to be written to handle and extract the data on the server. Thus, the
procedure used in Snowplow will not be considered for the artifact of this work.

The approach used for custom metrics in Piwik is on one hand loosely based on the
corresponding implementation in GA and MobileFabric and on the other hand on the already

existing Custom Dimensions plug-in for Piwik.

3.3.3 Design

Based on the analysis certain design decisions were made for the modification of the CD plug-in.
Custom metrics should be supported - analogously to custom dimensions — in the visits and the
actions scope. For now, two data types (integer and float) should be configurable, but the design

should already consider the introduction of more data types in the future.

Configuration

Analogously to the plug-in-specific table that is used to store the configuration of custom
dimensions, a new table should be added to the database schema for the custom metric settings.
One configuration record should contain the name, the data type and a flag for each supported
aggregation method. These flags should control whether or not the result of the aggregation is
added as a new column to reports. A new menu entry in the admin section should be added to

access the configuration screen.

Tracking
During the installation the CD plug-in adds five string columns to each logging table by default for

tracking the dimensions. These slots can then be assigned by creating a configuration. However,
following the same approach for the metrics would mean to add five new columns in every logging
table for each supported data type. Therefore, a lot of columns would be added during the
installation, although they might not be needed after all. An additional concern regards existing
deployments. When adding columns to logging tables, which already contain a lot of data, the
schema changes can take very long and potentially impact the ongoing tracking. Therefore, it was
decided to not add columns for metrics during the installation of the CD plug-in. They can be

added via a command line tool as individually required.
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Reports
The custom metrics should be added as new columns to all existing CD reports as defined in the

configuration. Furthermore, one new report per scope should be added to display the aggregated
metrics columns in the Ul based on all the data, without a segmentation applied to it. The columns
in these two new reports should be the same as for the dimension-specific reports.

All the design decisions above were applied when enhancing the CD plug-in to support custom

metrics.

3.3.4 Implementation

This section describes the individual steps during the implementation of the artifact. Version 3.1.1
of the CD plug-in® was used as a basis for the modifications. The first step was to develop the Ul
for the configuration of custom metrics and subsequently to refactor the database access layer
by introducing a common base class (ConfigTable.php) for both types of configurations. The
specific code was implemented in the two sub-classes (ConfigTableMetric.php and

ConfigTableDimension.php). A screenshot of the configuration Ul can be seen in Figure 24.

The next step was to rewrite the entire code that populates the plug-in-specific columns in the
logging tables (LogTable.php) in order to support user-defined metrics for all available data
types. Furthermore, the JavaScript library needed to be enhanced to allow the tracking of custom
metrics. It was modified to accept attributes in the tracking request starting with “metric” followed
by a numeric ID. Such attributes are parsed on the client and afterwards sent to the Piwik server.
The back-end uses the metric configuration to determine the specific column of the appropriate

logging table to store the value based on the received ID.

The subsequent phase, after storing the values in the logging table, was to prepare the underlying
data used for reporting in so-called records. This was done by enhancing the plug-in-specific code
(Archiver.php) that selects the raw values from the logging tables, aggregates them and stores
the data in a binary format in the database. The final step was to enhance the plug-in-specific
reports (GetCustombDimension.php): All enabled aggregations per metric are added as new

columns to each custom dimension report.

86 See https://github.com/piwik/plugin-CustomDimensions/releases/tag/3.1.1
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+ Personal Configure Custom Metric 2 (Scope: Action, Data Type: Float)
Settings
Email Reports Gen Ti - Allowed characters are any letters, numbers, whitespace, a dash and underline.
2h ime (s
£ System
General settings V4
A Custormn Metric cannot be deleted, only deactivated,
Users
Plugins \/
. Add the sum of this metric to various reports (Page Titles, Events, Wisitor [nfe).
Privacy
Geolocation v
Mobile Messaging Add the count of this metric to various reports (Page Titles, Ewents, Wisitor Infol.
O Wehsites 0
Manage Add the minimum of this metric to various reports (Fage Titles, Events, Visitor Info).
Settings
v
Tracking Code Add the maximum of this metric to various reports (Page Titles, Events, Visitor Info).
Goals
Custorm Dimensions Add the average of this metric to warious reports (Page Titles, Events, Visitor Info).

Custem Metrics

UPDATE

Figure 24: Screenshot of the detail configuration of a custom metric (Piwik.org, 2017a)

The whole implementation process was accompanied by a time intensive deeper analysis of the
Piwik code base and by studying the extensive online documentation®’. In addition, the individual
steps presented above were more effort than initially expected. Especially the tracking of metrics
and the aggregation of the values for reporting was not as straightforward as assumed. The total
effort starting from analyzing the existing CD plug-in and the Piwik code base to integrating it with
Reval was about 80 hours. Therefore, the originally planned support for putting tracked metrics

in configurable buckets and thus, creating dimensions out of metrics was not implemented.

The source code created as part of this thesis has not yet been published, but it is planned to
share the modification with the community in the form of a pull request to the GitHub project.

3.3.5 Integration

The next phase after enhancing the CD plug-in with support for custom metrics was to integrate
this new feature with Reval. The following custom metrics should be tracked:

e The days since the last login (visit scope)

87 See https://developer.piwik.org/guides/how-piwik-works
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e The size of the payload in the response (measured in kilobytes; action scope)

e The duration the server needed for the response (measured in seconds; action scope)

Figure 25 shows a screenshot of the configuration overview in Piwik for these three custom
metrics. Figure 26 displays how the same configuration is stored in the Piwik database schema.

& personal Custom Metrics
Settings By creating Custorn Metrics you can collect any custom data for "C1DEV - TRM Trunle'. Piwil will create a report that lists each Custom Metric. Any Custom Metric can be
used as Custom Metric by mapping groups of values into casses, Piwik will create a report for each dimension based on a Custorn Metric (induding the conversion rate
Ernail Reports for each of your Goals), as well as let you easily segment your users hased on these values.
& System
General sattings Configure Custom Metrics
Users
Id MName Scope Data Type Active Action
Plugins
Privacy 1 Days since last login Visit Int ~
Geolocation
Mobile Messaging 2 Gen. Tirme (s} Action Float -
O Websites
Manage 3 Payload Size (kB) Action Int 0"
Settings
Tracking Code
Goals
Custom Dimensions Increase the number of available Custom Metrics
Custom Metrics
Creating a new Custem Metric can take 3 long time depending on the size of your database, as it reguires schema changes in your database, Therefore, it iz only
possible to do this via a consele command which needs to be executed on the command line.
I Platform
To create a new Custom Metric execute the following command within your Piwik installation:

Figure 25: A screenshot of the CM configuration overview in Piwik (Piwik.org, 2017a)

| PIWIK_CM_vZ 31,3 MiB 1lselect * from custom_metrics;
B | pivik_cm_v2 3L,3MB | 2

= atcess 16,0 KiB
archive_blob_2017_08 1,6 MiB
archive_blob_2017_10 1,6 MiE
archive blob 2017 11 3,6 MiE
archive_numeric_2017_07 43,0 KiB | custom_metrics (13 =3}
archive_fumeric_2017_08 1600 ki ideustom, . ¢ I idsite | name | indexl scope |datatype | activel as_dimension | agor_sum aggr_cntl aggr_minl aggr_maxl aggr_avgl
archive_numeric_2017_10 176,0 ki 1 1 Days since last login 1 owist int 1 o 1 o o 1 1
archive_numeric_2017_11 06,0 kif 2 1 iEen, Time (5) 1 action float 1 0 1 1 1 1 1
custom_dimensions 32,0 ki 3 1 Payload Size (kB) 2 action int 1 a a a o o 1
cuskom_metrics 32,0 KiB

Figure 26: A screenshot showing the content of the table custom_metrics in the Piwik DB schema (Becker, 2017)

Besides configuring the application-specific metrics in Piwik, the SPA needed to be enhanced to
provide the according values. The metrics for the visit scope are set statically in the tracker object
after loading the JS library during the login process, whereas the action metrics are attached
individually to each tracking request. Listing 3 shows the modified function used for tracking
events. In contrast to the original implementation (see Listing 2) it now supports sending

application-specific information in the form of custom dimensions and metrics.
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function piwik trackEvent (category, action, name, value,
genTime, payLoadSize, module) {
// send action specific custom fields as part of the request
var customData = { };
if (module) {
customData.dimension4 = module;
}
if (genTime) {
// convert from milliseconds to seconds
customData.metric2 = genTime / 1000.0;
}
if (payLoadSize) {

customData.metric3 payLoadSize;
}

_pag.push(['trackEvent', category, action, name, value,

customDatal) ;

Listing 3: JavaScript code to track custom metrics and dimensions as part of an event via the JS API (Piwik.org, 20173;
Reval Inc., 2017a)

3.3.6 Rollout

The enhanced version of the CD plug-in was rolled out on the internal test environment at Reval
Inc. in October 2017. After gathering usage data (including custom metrics) for two weeks, the
plug-in was presented to the product development division. The custom metric specific
enhancements were demonstrated by first showing the configuration capabilities and then
presenting the resulting reports. Any open questions were answered subsequently. Figure 27
shows a screenshot of the report that contains the application-specific measurements created for
the visit scope. The configurable columns are highlighted with a red frame. Figure 28 presents

LT ”

the aggregations “sum”, “count”, “max” and “average” for custom metrics in the report based on

actions.
The next step was to evaluate the enhancement. Therefore, a link to an online survey was sent

out via email to all members of the product development division right after the presentation. The

content and results of this questionnaire are covered in the next chapter.
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o] C1DEY - TRM TRUNE ™ FROM 2017-11-06 TO 2017-11-12 ALLVISITS 4
i Dashboard H
Custom Metrics
* Visitors
TOTAL K EVERSGE
ACTIONS A, TIME BOLUNCE Days DAYS DAYS
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WISIT WEBSITE LAST LAST LAST
. LOGIN LOGIN LOGIN
Visitor Log
Users C1DEV 433 13,715 317 11 min 75 41% 8,055 2,237 13
Devices 1-10of 1
Figure 27: A screenshot of the custom metrics report for the visit scope (Piwik.org, 2017a)
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Figure 28: A screenshot of the custom metrics report for the action scope (Piwik.org, 2017a)
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4 SURVEY

This chapter describes how the implemented artifact was evaluated. The first part covers the
design of the survey and the operationalization of the constructs. The second part presents the
results of the survey and the statistical evaluation that was made based on the gathered

responses.

4.1 Design

This subchapter describes the survey design. The evaluation of the enhanced CD plug-in is based
on an adapted version of the ECM as described at the end of Chapter 2.5. The first step is to
operationalize the four constructs of the adapted model. The survey items to measure the four
latent variables are based on the questionnaire originally used by Bhattacherjee (2001). They
were compared with items used by Kang, Hong, and Lee (2009) and then adjusted to the context
of this work.

In contrast to the items utilized by Bhattacherjee (2001) the statements used for measuring the
Perceived Usefulness in this work do not include a particular activity, as web analytics can aid
various tasks (e.g. writing requirements, improving performance, restructuring of the application,
etc.). It has been left to the interpretation of the participants in which way the artifact will be useful
to them. Furthermore, the nature of this construct was changed from a post-acceptance to a pre-
acceptance variable by addressing the implemented Custom Metrics enhancement instead of
Piwik. Subsequently, the tense of the sentences was changed from present continuous to future,
as the participants did not have the possibility to use the enhancement before answering the
questionnaire. A specific example displaying these changes is item PU1: Bhattacherjee (2001)
used the statement “Using OBD increases my productivity in managing personal finances”,
whereas the item modified for this work reads “Using the Custom Metrics functionality in Piwik will

increase my productivity”.

A few additional minor modifications have been made to the original statements: The term “service
level” in item CF2 was replaced with the more generic word “functionality” as the original sentence
did not make sense for Piwik. Thus, the resulting statement is “The functionality provided by Piwik
was better than | expected”. Another performed alteration had to do with concerns regarding the
understandability of the term “contented”. Thus, it has been replaced with the adjective “happy”
in item SF3.
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Two different types of scales are used in the questionnaire. The Satisfaction gets evaluated via
four items based on a seven-point semantic differential scale. The other three constructs are
measured via seven-point Likert scales anchored between “strongly agree” and “strongly

disagree”.

Similar to the study conducted by Bhattacherjee (2001) two additional variables, which are not
part of the ECM, have been added to determine the prior use of the information system: The
participants were asked how often they had already accessed the test installation of Piwik. They
were allowed to freely answer the question via a text input field. In contrast to that, the total
duration of the prior IS usage could only be answered by selecting one of multiple predefined
answers. This was done deliberately as it is supposedly easier to remember the number of usages
than the complete duration of the usage. Furthermore, four demographic questions regarding
age, sex, department and the participation in trainings were added to the survey to allow a

comparison between groups. The complete list of items can be found in Appendix B.

4.2 Results

The link to the online survey was sent out to all 65 members of the product development division
right after the presentation of the Custom Metrics feature. The survey was available for 10 days
and received 32 responses during that time. This paragraph presents an overview of the
distribution of the respondents for each of the six dimensions after converting the metric items
age and times into classes: Six out of 32 participants were female and the most responses came
from the product management (37.5%) and software engineering (46,9%) departments within the
product development division. The majority of the participants was between 25 and 44 years old
(81,3%). The Piwik-specific dimensions show that most responders used the IS between one and
five times (75.0%). A good number of them invested between 10 and 20 minutes to evaluate the
WA solution (37.5%). Both dimensions are visualized in the two bar charts in Figure 29 and Figure
30.

A more comprehensive visualization of the distribution of dimensions can be seen in two
ParallelSet® charts in Figure 32 and Figure 31. These charts present a hierarchic flow of
participants from the top level to the lower levels. The first chart in Figure 32 shows for example
in which department the male respondents worked and subsequently the age distribution within

the departments. The complete demographic data can be found in Appendix B.

88 Both charts were rendered with the open-source tool ParallelSets. See https://eagereyes.org/parallel-sets
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Figure 29: Bar chart showing how often the respondents used Piwik
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Figure 30: Bar chart visualizing for how long in total the participants used the test deployment of Piwik
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Figure 31: Distribution of respondents in the dimensions training, times, and duration
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Sex

Male Female
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Figure 32: Distribution of respondents in the dimensions sex, department, and age

An unobtrusive research method was used to verify the validity of some of the answers: The
access log file of the apache web server, which is used to host the internal Piwik deployment at
Reval Inc., was imported into a separate Piwik installation®. Thus, the usage of the evaluated tool
was analyzed with the help of the very same software. A SQL query was used to extract the
number of visits and the total visit duration per IP address directly from the underlying DB schema.
The complete comparison of the survey results against the SQL query response can be found in
Appendix C. It shows that 28 respondents stated to have used Piwik at least once and exactly 28
unigue visitors accessed the test installation. The real number of visits and the total duration time
per visitor found in the log file are higher than the values stated in the survey results. An
explanation for that could be that the participants underestimated their actual IS usage or that it
was overstated by the software (e.g. a visitor using two different web browsers simultaneously

leads to two visits in the WA system and a doubled usage time per unique visitor).

The results were evaluated with the open-source software “R”°: The first step was to analyze the
responses and to form factors out of the items. As four respondents reported that they have never
used Piwik so far, these observations were excluded from the analysis right away. The factor
analysis of the remaining data revealed problems with the two independent latent factors
Perceived Usefulness and Satisfaction. The loading factors show that all eight corresponding
items represent only one common factor instead of the expected two factors. Therefore, all these

items were combined into the latent factor Perceived Usefulness, as this construct is required for

8 See https://piwik.org/docs/log-analytics-tool-how-to/

% See https://www.r-project.org/
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answering the research question. The resulting model can be seen in Figure 33. Furthermore, the
reverse coded item CI3 did not correlate with the two other items for the dependent variable
Continuance Intention. Thus, it was excluded from the analysis and only CI1 and CI2 were used

to form the latent factor.

Figure 33: Adaption of the Expectation-Confirmation Model as used in the statistical analysis (Bhattacherjee, 2001)

Based on the three resulting factors two linear regressions were calculated. The first linear model
(m.ecm.pu) evaluates the influence of the Confirmation on the Perceived Usefulness. The
resulting coefficient has a value of 0.6092 (z-scaled) with a p-value of 0.000581 for the
independent factor CF. The second model (m.ecm.ci) analyzes the impact of the Perceived
Usefulness on the Continuance Intention. The resulting coefficient of the factor PU is 0.5119
(p=0.00149). The complete results for both models as created by R can be seen in Appendix B.

These results will be interpreted in the next chapter.
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5 CONCLUSION

The goal of this thesis was to identify gaps in web analytics solutions regarding single page
applications and subsequently to evaluate the impact of resolving such a gap on the intended
long-term usage of a given WA system by users. Therefore, an initial integration of an open-
source WA framework with a commercial SPA was performed. Based on the gained experience
and by conducting a literature research a list of 13 gaps was identified. Every gap was described
and accompanied with a suggested solution. A group of professionals in the development of web
applications ranked them by their impact on the usefulness of the WA solution. The resulting top
item was the custom metrics feature. This enhancement was subsequently developed and
integrated with the SPA. It allows to track application-specific metrics by configuring them
generically in the WA system. These custom metrics can then be aggregated and used in reports
within the WA solution.

The second artifact was evaluated via an online survey based on an adapted version of the
Expectation-Confirmation Model. The replies were analyzed and the resulting 28 valid responses
were the source for forming three latent factors, which were in turn used in two linear regression
models. The first model m. ecm. pu shows that the CF explains the PU very well, as the probability
that the correlation happened randomly is only 0.05% (which corresponds to a very high
significance level of p < 0.001). The resulting coefficient of the regression (0.6092) means that
the higher the confirmation of expectations regarding Piwik is, the higher the perceived usefulness
of the Custom Metrics feature is. The second model m.ecm.ci evaluates the relation between
PU and CI. The analysis identified a very probable association between the two variables
(p=0.00149). The resulting coefficient is reported as 0.5119. It can be interpreted as: the higher
the perceived usefulness of Custom Metrics in Piwik is, the more the intention to continue using
the IS increases. The second linear regression is relevant for testing the initially stated

hypotheses:

Alternative Hypothesis (H,):

Enhancing web analytics frameworks with a focus on modern web applications increases the

intention of users to keep using the information system in the long-term.

Null Hypothesis (Ho):

Enhancing web analytics frameworks with a focus on modern web applications has no influence

on the intention of users to keep using the information system in the long-term.
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The calculated p-value of 0.00149 is well beyond the applied significance level (a=0.01), which
means that it is very unlikely that the observed values are just a matter of coincidence. Therefore,
the null hypothesis is rejected in favor of the alternative hypothesis. Subsequently this allows to
answer the research question of this work:

What influence does better support of commercial single page applications have on the

continuance intention towards web analytics frameworks?
The statistical analysis of the survey results shows that a specific improvement of a WA solution

with the goal to increase the usefulness of this IS in fact increases the intention to keep using

this software in the long-term.
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6 DISCUSSION

This chapter takes a critical look at the decisions made in this work. Furthermore, the applied
methods are discussed and potential alternatives are presented.

A big impediment for this work was that the WA solution was only hosted on an internal test
system. It turned out that the availability of a web analytics system was less appealing to the
employees as expected, as it did not track actual clients and thus, did not provide new insights
into the behavior of clients. Just the possibility to try out the IS and to get to know the features
and reports was only compelling 28 employees to access the installation. However, the release
cycles at Reval Inc. last six months and thus, tracking of actual clients could not be incorporated

in this work.

While determining the methodology of this thesis multiple approaches have been considered. It
would have been an option to measure the intention of using the WA system in the long-term at
different points in time. For instance, once before introducing the Custom Metrics feature and
another time after an appropriate evaluation period. However, no suitable way could be
determined to connect the two responses of the same individual to each other without asking
them to give up their anonymity. Another alternative would have been to conduct an experiment
with two groups: One group would get access to the original version of the WA system and the
other would evaluate the enhanced version. However, this approach was not taken, as it would
have been difficult to ensure that the experiment group on one hand is aware of the additional
feature, and on the other hand does not get biased by too much training regarding the

enhancement.

Observing the usage of the WA system was considered as an unobtrusive method for this work.
This would have been accomplished by tracking the users on the internal test installation of Piwik
with another separate deployment by making use of a special plug-in for that®. However, as
“tracking” is in general a sensitive topic, it seemed too risky that employees would realize that
they are observed and that this would subsequently create resentment against “web analytics” in
general. Therefore, in the end only the log files produced by the web server were used to

unobtrusively get an insight into the usage of the internal test installation.

9 See https://plugins.piwik.org/AnonymousPiwikUsageMeasurement
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The low usage numbers by the employees made it necessary to adjust the evaluation process.
The initial plan for the developed artifact was to let the employees test it for two weeks. However,
a deliberate decision was made against it, as it was unlikely that many would try it out. Instead it
seemed more reasonable to send out the survey right after the presentation, as the impressions
were still fresh at this point of time. Therefore, the survey items corresponding to the Perceived

Usefulness were modified to measure expectations instead of experience.

One surprising development was that the survey results did not allow to use the items for
Perceived Usefulness and Confirmation as separate factors. No other studies could be found that
faced similar difficulties when applying the Expectation-Confirmation Model. This could have been

an unintended side effect of modifying the questions to evaluate the PU.

As this work applies statistical inference based on a sample, this presumably led to the
introduction of bias into the results of this work. For instance, it seems that the respondents were
experiencing a recall bias when answering how often and how long they were using the IS in total,
as the alternative method of analyzing log files revealed that the gathered responses were in

general to low.

The practical part of this work focused on integrating a WA framework (Piwik) with a single page
application (Reval). It would have been interesting to integrate another WA solution and to
compare the insights gathered from both integrations. Furthermore, other gaps might have been
identified when using a different commercial SPA as underlying IS. However, it was already quite
an effort to get to know one web analytics system, it would have exceeded the volume of this

work to include more WA frameworks.
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7 OUTLOOK

Future research in the area of integration of web analytics systems with single page applications
should build upon this work. It would be desirable to implement more of the suggested
enhancements and to evaluate how they impact the usage of the WA system. Furthermore, this
study should be repeated with a WA deployment that actually already contains client data in order
to verify the results of this work under such conditions. It would be interesting to analyze which
effect the availability of tracked client behavior has on the evaluated constructs.

Further research could be based on this work once a reasonable amount of usage data has been
tracked. With enough data available, it would be possible to apply machine learning algorithms.
The goal could for example be to use clustering algorithms to identify usage patterns or
unapparent workflows. The insight gained through such mechanisms could be used to in turn

improve the underlying application.

Another idea for a web analytics based research topic would be to automatically identify users
that are having troubles operating the web application. This could be done by establishing a
baseline behavior and identify users deviating from the regular behavior. For example, a user that
takes very long to fill out a form could have troubles understanding the Ul. Again, machine

learning could be applied in such a scenario to draw to the correct conclusions.

A final idea for a follow up research would be to investigate the integration of A/B testing into
single page applications. The idea behind A/B testing is to deliver two different versions of a Ul
to the users of web sites and then decide based on statistical inference whether or not one of the
two options is significantly better than the other. Integrating something like that into web

applications would result in technical challenges that need to be identified and overcome.
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APPENDIX A - Voting forms for suggested enhancements
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Voting forms for suggested enhancements

Table 4 shows a summary of the votes for each suggested enhancement. The table also
contains the calculated result and the consequential rank.

2 -1 1 2
Integration Generic Tracking 1 4 4 12 2
Integration ?:)argli(?#éaﬁon of Generic 2 3 3 1 3 9
Integration gﬁ;‘gggi?g?aﬂeiusmm 1 2 6 5 5
Integration Session Handling 1 1 2 2 3 5 5
Metrics Custom Metrics 1 2 6 13 1
Metrics Error Tracking 2 5 2 9 3
Metrics Dialog Tracking 1|1 |52 8 4
Metrics Advanced Goal Configuration 1 5 1 2 3 9
Reporting Named Date Ranges 4 3 2 -2 11
Reporting  Click Path Report 2 2 4 1 4 7
Reporting  Funnel Report 1 3 5 4 7
Reporting  Overlay Report for Dialogs 1 4 2 1 1 -3 13
Reporting Enhance Page Titles Report 1 1 6 1 -2 11

Table 4: Summary of votes for the suggested enhancements



Survey

APPENDIX B - Survey

Survey Items

Items marked with an asterisk were not used in the evaluation after performing a factor analysis.

Confirmation CF1 My experience with using Piwik was better than |
expected.

CF2  The functionality provided by Piwik was better than |
expected.

CF3  Overall, most of my expectations from using Piwik were

confirmed.
Perceived PU1 Using the Custom Metrics functionality in Piwik will
Usefulness increase my productivity.

PU2 Using the Custom Metrics functionality in Piwik will
improve my efficiency.

PU3  Using the Custom Metrics functionality in Piwik will
enhance my effectiveness.

PU4  Overall, the Custom Metrics functionality in Piwik is
useful.

Satisfaction How do you feel about your overall experience of using
Piwik so far?

SF1  Very satisfied (1) / Very dissatisfied (7)

SF2  Very pleased (1) / Very displeased (7)

SF3  Very happy (1) / Very frustrated (7)

SF4  Absolutely delighted (1) / Absolutely terrible (7)

Continuance Cl1 | intend to continue using Piwik rather than to
Intention discontinue its use.

Cl2 My intentions are to continue using Piwik rather than to
use any alternative means.

CI3* If I could, | would like to discontinue my use of Piwik.

Table 5: Statements used for measuring the constructs (Bhattacherjee, 2001)

0.887

0.582

0.828

0.506

0.443

0.446

0.622

0.702

1.034

1.004

0.658

0.764

0.997

0.234*
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Code Question

AGE What is your age?

SEX What is your gender?

DEP To which department do you belong?

TRA Have you been part of a training session in September?
TIM How many times have you used Piwik for CIDEV?

DUR How long have you been using Piwik for CLDEV in total?

Table 6: Demographic questions used in the questionnaire

101



Survey

Responses

CF2 PU2 CI2 CF3 PU3 CI3 PU4 SF1 SF2 SF3 SF4

CF1 PU1 CI1

ID

M < © O M MO N N MO N N N M 1 O O N § N 0 O < © N 0 N N O § NN I
O(d| N[N FT(O|O || DO AN M I ITILIOIN~N O[] O|d| N
— | N | M Lo N~ A | A | A | A | A (A | A | A | A A N N N/ N[N N N NN N[O | ™

Table 7: Unprocessed survey results for all items

102



Survey

41
33
40
36
45
37

29
33
32
38
47

34
26
53
34
33
29
43

40 to 44
30 to 34
40 to 44
350 39
45 to 49
35 to 39

2510 29
30to 34
30to 34
3510 39
4510 49

30to 34
2510 29
50 to 54
30 to 34
30to 34
2510 29
40 to 44

Male
Male
Male
Female
Male

Male

Male
Male
Female
Male

Male

Female
Male
Male
Male
Male
Female

Male

Product Management
Software Engineering
Software Engineering
Quiality Assurance

Product Management

Sales

Software Engineering
Product Management
Software Engineering
Software Engineering

Product Management

Product Management
Software Engineering
Software Engineering
Product Management
Software Engineering
Product Management

Software Engineering

S 01 o1 N O W

=

30

A N O B 01 N O

Three to five times
Never
Twice
Three to five times
Three to five times

Never

Once

Five to ten times
Twice

More than ten times

Twice

Never

Twice

Three to five times
Once

Five to ten times
Twice

Three to five times

30 min to less than 1h
Less than 10 min

10 min to less than 20 min
1h to less than 2h

1h to less than 2h

Less than 10 min

Less than 10 min
10 min to less than 20 min
20 min to less than 30 min
1h to less than 2h
1h to less than 2h

Less than 10 min
10 min to less than 20 min
20 min to less than 30 min
Less than 10 min
1h to less than 2h
10 min to less than 20 min

20 min to less than 30 min

Yes
No
No
No
Yes

No, but | watched the
recording afterwards.

No

Yes
Yes
Yes

No, but | watched the
recording afterwards.

Yes
Yes
No
Yes
No
Yes

No, but | watched the
recording afterwards.
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40

29
54
32
56
32
33

38
35
41
28
47
44
42

40 to 44

25to 29
50 to 54
30to 34
55 to 59
30to 34
30 to 34

35to 39
35to 39
40 to 44
2510 29
4510 49
40 to 44
40 to 44

Male

Male
Male
Male
Male
Female

Male

Male
Female
Male
Male
Male
Male

Male

Software Engineering

Product Management
Product Management
Quiality Assurance

Software Engineering
Product Management

Quiality Assurance

Product Management
Software Engineering
Software Engineering
Quiality Assurance

Software Engineering
Software Engineering

Product Management

Table 8: Unprocessed survey results for all demographic questions

P PO kN

R N N WD DN

Twice

Five to ten times
Twice
Once
Never
Once

Once

Once
Twice
Twice
Three to five times
Twice
Twice

Once

Less than 10 min

1h to less than 2h
10 min to less than 20 min
Less than 10 min
Less than 10 min
10 min to less than 20 min

Less than 10 min

10 min to less than 20 min
10 min to less than 20 min
10 min to less than 20 min
10 min to less than 20 min
10 min to less than 20 min
10 min to less than 20 min

Less than 10 min

No, but | watched the
recording afterwards.

Yes
Yes
Yes
No

Yes

No, but | watched the
recording afterwards.

Yes
Yes
Yes
Yes
Yes
Yes

No, but | watched the
recording afterwards.
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Age

Sex

Department

Training

Times

Duration

Table 9: Summary of demographic data of respondents

2510 29

30to 34

35to 39

40 to 44

45 to 49

50 to 54

55 to 59

Female

Male

Product Management
Quality Assurance
Sales

Software Engineering
No

No, but | watched the
recording afterwards.

Yes

Never

Once

Twice

Three to five times
Five to ten times

More than ten times

Less than 10 min

10 min to less than 20 min

20 min to less than 30 min

30 min to less than 1h

1h to less than 2h

D PN W N OO O

N
(o2}

[EEN
AN

15

10
12

15,6%
28,1%
15,6%
21,9%

9,4%

6,3%

3,1%
18,8%
81,3%
37,5%
12,5%

3,1%
46,9%
21,9%

18,8%
59,4%
12,5%
21,9%
34,4%
18,8%
9,4%
3,1%
31,3%
37,5%
9,4%
3,1%
18,8%

15,6%
43,8%
59,4%
81,3%
90,6%
96,9%
100,0%
18,8%
100,0%
37,5%
50,0%
53,1%
100,0%
21,9%

40,6%
100,0%
12,5%
34,4%
68,8%
87,5%
96,9%
100,0%
31,3%
68,8%
78,1%
81,3%
100,0%
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Linear Regression Models

Im(formula = perceivedUsefulness ~ confirmation, data =
Residuals:

Min 10 Median 30 Max
-1.98272 -0.44784 -0.08607 0.52686 1.41759
Coefficients:

Estimate Std. Error t value Pr(>|t])

(Intercept) -2.965e-16 1.527e-01 0.000 1.000000
confirmation 6.092e-01 1.555e-01 3.917 0.000581 =**x*
Signif. codes: Q Y***x/ (0,001 ‘**’ 0.01 ‘*' 0.05 ‘.’ 0.1

Residual standard error:

0.8082 on 26 degrees of freedom

(4 observations deleted due to missingness)

Multiple R-squared:

F-statistic: 15.34 on 1

0.3711,

Adjusted R-squared:

and 26 DF, p-value:

factors)

\

0.3469

0.0005807

14

1

Listing 4: Summary of the linear regression between confirmation and perceived usefulness (R Core Team, 2017)

Im(formula = continuanceIntention ~ perceivedUsefulness, data
factors)
Residuals:

Min 10 Median 30 Max
-2.2132 -0.3934 0.1893 0.4726 1.0593
Coefficients:

Estimate Std. Error t value Pr(>|t])
(Intercept) 0.005985 0.141519 0.042 0.96659
perceivedUsefulness 0.511900 0.144116 3.552 0.00149 =*x*
Signif. codes: 0 Y***x’ (0.001 ‘**’ 0.01 ‘*’ 0.05 '.” 0.1 '
Residual standard error: 0.7488 on 26 degrees of freedom
(4 observations deleted due to missingness)

Multiple R-squared: 0.3267, Adjusted R-squared: 0.3008
F-statistic: 12.62 on 1 and 26 DF, p-value: 0.001486

1

Listing 5: Summary of the regression between perceived usefulness and continuance intention (R Core Team, 2017)
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Log File Analysis

APPENDIX C - Log File Analysis

Listing 6 shows the SQL statements used to extract the number of visits and the total duration
time from the Piwik installation, which was populated with the content of the log files from the
internal Piwik test deployment. The IP address of the author was excluded from the results. The
IP addresses were retracted as they represent internal sensitive data.

-- ordered by times of usage

select inet ntoa(conv (hex(location ip),16,10)) as ip,
count (*) as cnt,
round(sum(Visit_total_time)/60) as totalDuration

from log visit

where location ip is not null and
inet ntoa(conv (hex(location ip),16,10)) not in ('0.0.0.1",
@ownIpAddr)

group by location ip

order by 2 desc;

-- ordered by total usage in minutes
select inet ntoa(conv (hex(location ip),16,10)) as ip,
count (*) as cnt,
round (sum(visit total time)/60) as totalDuration
from log visit
where location ip is not null and
inet ntoa(conv(hex(location ip),16,10)) not in ('0.0.0.1°',
@ownIpAddr)
group by location ip
order by 3 desc;

Listing 6: SQL statements used to extract usage data from the Piwik DB

Table 10 shows the answers of the respondents for the two demographic questions regarding the
number of times Piwik has been used and total duration time of that usage. The 32 responses
are aligned with the data extracted from the Apache log file of the internal Piwik test installation.

This was done by sorting both data set by the “times” column.
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Table 10: Survey results compared to web analytics report based on the log file

30 min to less than 1h
Less than 10 min

10 min to less than 20 min
1h to less than 2h

1h to less than 2h

Less than 10 min

Less than 10 min

10 min to less than 20 min
20 min to less than 30 min
1h to less than 2h

1h to less than 2h

Less than 10 min

10 min to less than 20 min
20 min to less than 30 min
Less than 10 min

1h to less than 2h

10 min to less than 20 min
20 min to less than 30 min
Less than 10 min

1h to less than 2h

10 min to less than 20 min
Less than 10 min

Less than 10 min

10 min to less than 20 min
Less than 10 min

10 min to less than 20 min
10 min to less than 20 min
10 min to less than 20 min
10 min to less than 20 min
10 min to less than 20 min
10 min to less than 20 min

Less than 10 min
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Glossary

GLOSSARY

AJAJ Asynchronous JavaScript and JSON
AJAX Asynchronous JavaScript and XML
API Application Programming Interface
ASP Application Service Provider

CD Custom Dimensions

CF Confirmation (ECM)

Cl Continuance Intention (ECM)

CM Custom Metrics

CMS Content Management System
CRM Customer Relationship Management
DB Database

DSM DiskStation Manager

ECM Expectation-Confirmation Model
ECT Expectation-Confirmation Theory
EFF Electronic Frontier Foundation
FOSS Free and Open-Source Software
GA Google Analytics

GUI Graphical User Interface

HTML Hypertext Markup Language
HTTP Hypertext Transfer Protocol

laaS Infrastructure-as-a-Service

IDC International Data Corporation

IP Internet Protocol

IS Information System

ISV Independent Software Vendor

JS JavaScript

JSON JavaScript Object Notation

KPI Key Performance Indicator

MDI Multiple Document Interface

MS Microsoft

MVC Model-View-Controller

NAS Network Attached Storage

PaaS Platform-as-a-Service

PDCA Plan-Do-Check-Act
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Glossary

PHP
Pl

PU
PwC
RIA
SaaS
SDI
SF
SMB
SPA
TCO
TRM
Ul
URL
USP
UX
WA
WAA
WWW
XML

PHP: Hypertext Preprocessor
Personally Identifiable Information
Perceived Usefulness (ECM)
PricewaterhouseCoopers

Rich Internet Application
Software-as-a-Service

Single Document Interface
Satisfaction (ECM)

Small and Medium-Sized Businesses
Single Page Application

Total Cost of Ownership
Treasury and Risk Management
User Interface

Uniform Resource Locator
Unique Selling Proposition

User Experience

Web Analytics

Web Analytics Association

World Wide Web

Extensible Markup Language
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